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Imagine a future when a virus is smart enough to evade detection, and stealthily spread 

between computers, even ones that are not networked together. Thanks to a virus called 

Stuxnet that future has become the present. Stuxnet is a computer virus that targets specific 

industrial control systems. Industrial control systems are used in manufacturing systems as well 

as to control electrical, water and power plants. Stuxnet’s main goal was to damage centrifuge 

rotors inside the Natanz Nuclear Fuel Enrichment Plant located in Iran. It seeks to reach this 

goal through the use of two methods. Stuxnet is unique because it is one of the first cyber-

physical attacks in history. This kind of attack is computer or cyber based but the result causes 

physical damage. This paper seeks to describe how Stuxnet functioned and how such a threat 

can be prevented in the future.  

Two methods were used by Stuxnet to damage the centrifuge rotors at Natanz. The first 

method was to over-pressurize the centrifuges. The second method is to over-speed the 

centrifuge rotors. In order to create a nuclear bomb or power plant, the isotope U-235 is need. 

Uranium ore is dug from the ground and is processed to create uranium oxide. This oxide 

contains two uranium isotopes U-235 and U-238. Since uranium oxide contains 99% U-238 and 

only about 1% U-235, a centrifuge is used to separate the two isotopes. One of the main 

components to Iran’s uranium enrichment is the IR-1 centrifuge. This design is unreliable and 

inefficient, since it was designed in the late sixties and stolen by Pakistani A.Q. Khan, Iran 

designed a Cascade Protection System. This system consist of valves, that when shut, isolate 

the centrifuge. When multiple centrifuges are shut off, UF6 gas increases in pressure and 

causes permanent damage. This is the goal of the first attack method. The second attack 

method increases the rotors speed. Stuxnet takes the centrifuge from the normal operating 
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speed of 63,000 rpm to 84,600 rpm. It then stops the centrifuge before speeding it back up 

again. This process can critically damage the centrifuges.  

 Stuxnet is technically classified as a worm. A worm is a malicious software program that 

can self-replicate on computers or via computer networks without you being aware that your 

machine has become infected. Stuxnet enters a computer system via a USB flash drive. It uses a 

stolen security certificate from Realtek in order to evade detection by anti-virus software. It 

accomplishes this by installing a new driver on the system that attaches to several file system 

driver objects. Stuxnet propagates itself by exploiting server security vulnerabilities. These 

exploits are peer-to-peer communication and updates, Infecting WinCC machines, propagating 

through network shares, exploiting MS10-061 Print Spooler Zero-Day Vulnerability, and MS08-

067 Windows Server Service Vulnerability. It also injects a .dll file into the trusted process of 

whatever antivirus software is installed on the machine. This allows Stuxnet to go virtually 

undetected since antiviruses typically do not check their own program files.  

Once Stuxnet has infected a computer, it checks to see whether the machine contains 

industrial control system software made by Siemens. If the computer does not have the 

appropriate software, then Stuxnet does nothing and remains dormant. If the computer does 

have the appropriate software, then the virus tries to update itself via the internet. The next 

phase in Stuxnet attack is to compromise the system’s logic controllers. It does this by 

exploiting zero day vulnerabilities. This kind of attack uses vulnerabilities that are unknown to 

the software creator to compromise a system. One vulnerability that was exploited is called 

MS10-061. This is Microsoft’s name for a print spooler vulnerability that is now patched. 

Stuxnet uses the vulnerability to write a file to the %System% folder. Stuxnet disguises itself as 
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%System%\winsta.exe and then once inside the computer, it begins to execute itself. One way 

to see if Stuxnet has infected your system is to check the size of winsta.exe. It will grow 

abnormally large since it may contain multiple copies of Stuxnet. Another vulnerability that 

Stuxnet will attempt to use is MS08-067. This vulnerability could allow remote code execution 

through a server service.  

Stuxnet infects the logical controllers known as SCADA (Supervisory Control and Data 

Acquisition) by using a “man in the middle” attack. This kind of attack happens when 

communication between two computer systems are intercepted. The attacker can then insert 

and modify the data that is sent. A Windows PC must be connected to the logical controller in 

order to upload new instructions. After the system technician uploads the instructions, Stuxnet 

intercepts them and it loads malicious instructions instead. Stuxnet reports to the technician 

that the proper instructions were uploaded successfully but in fact, the compromise 

instructions were loaded instead. Now that Stuxnet has infected the logic controllers, it begins 

to wreak havoc on the system. It gathers enough information to increase pressure on the 

centrifuges and over spin the centrifuge rotors. While all of this is going on, Stuxnet provides 

false feedback to the computer technicians, creating the illusion that everything is well with the 

machine.  

Since Stuxnet can evade antiviruses and can move through usb flash drives, how can one 

prevent a Stuxnet attack? There are several ways that this is accomplished. No one method can 

prevent an attack, but when ran together, they can help to prevent a Stuxnet type attack from 

happening.  The first way is to leverage reputation-based detection techniques. These 

techniques compare system files with enormous databases that contain information on almost 
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every good and bad file in existence. Another method is to install intrusion prevention 

software. This software watches for suspicious behavior and can force the lockdown of a 

system so that additional malware cannot be injected. Additional methods include enforcing 

Device control policies that give the ability to monitor and control the device behavior to 

system administrators. These policies can control what type of files are allowed to run from 

removable devices, like USB flash drives. If set up properly they can even prevent executable 

files from running, preventing malicious software from being installed. Finally, endpoint 

management software can be used to make sure that all known software vulnerabilities are 

patched on the system. As discussed previously, vulnerabilities are one way that Stuxnet can 

gain access to a system. Once these are patched, it deters Stuxnet from being able to attack and 

wreak havoc.  

Even though Stuxnet is several years old now, it was a game changer for companies and 

governments. It shows companies and governments that they need to change how they 

approach cybersecurity and threats. According to Michael Assante, the president and CEO of 

the National Board of Information Security Examiners, “Stuxnet is, at the very least, an 

important wake-up call for digitally enhanced and reliant countries, and at its worst, a blueprint 

for future attackers”. As of November of 2010, there were over 44,000 computers infected with 

Stuxnet worldwide. The majority of them are in Iran with 1,600 located in the United States. 

Security experts have predicted that Stuxnet like attacks will become more prevalent in 

the future. Since Stuxnet source code is freely available on the internet, and there is a variety of 

papers detailing how it works, it would be easy for a dedicated virus creator to create another 

Stuxnet type virus. Flame is the name of the new Stuxnet like virus that has been discovered 
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recently. This shows that the trend Stuxnet has started will not end very soon. According to U.S 

defense secretary Leon Panetta, the United States is vulnerable to a “Cyber Pearl Harbor”, in 

which the power grid and financial networks could be compromised. “An aggressor nation or 

extremist group could use these kinds of cyber tools to gain control of critical switches,” 

Panetta said in a speech at the Intrepid Sea, Air, and Space Museum in New York. “They could 

contaminate the water supply in major cities, or shut down the power grid across large parts of 

the country”.  

One question that has not been answered is why the Natanz plant was attacked. 

According to Efraim Inbar, the Director of Israel’s Begin-Sadat Center for Strategic Studies, 

Natanz is a key facility. “All of the eggs are in one basket at Natanz”, he says. The key to Iran’s 

nuclear program is uranium enrichment and without that, the program comes to a halt. Israel 

perceives Iran’s nuclear manufacturing to be a direct and catastrophic threat.” These are some 

of the reasons that Stuxnet is believed to be a joint creation between Israel and the United 

States and why the majority of infections are located in Iran. It is also believed to have set Iran’s 

nuclear program back by two years.  

Stuxnet represents the future of cyber warfare. Now countries must be ever vigilant 

against these kind of attacks. Now software viruses can have real world repercussions. The 

attack at Natanz shows a flawed level of security and now this security must be re-examined on 

multiple levels. I hope that world leaders will take note of this kind of attack and increase 

security measures to prevent such attacks in the future.  
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