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Abstract:   
Exposing services to the Internet inadvertently invites attackers to constantly probe 
systems for ways in to a network.  In the world of intrusion detection, these probes can 
raise alarms and require valuable manpower to block offenders and verify that the 
attackers haven’t been successful.  The purpose of this paper is to show how to automate 
the incident response process of blocking some of the most common attacks by using the 
active response feature in a free open source tool called OSSEC. 
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1.  Introduction 
 
Open ports on a firewall are like candy to an attacker.  Any time a service is exposed to 
the Internet, attackers constantly probe and try to find ways in to a system.  Those probes 
create security events that require security analysts to spend time investigating to ensure 
that the attackers weren’t successful, and then block the attacker’s IP address to prevent 
further attempts.  Unfortunately, blocking probes from attackers can sometimes require a 
lot of an analyst’s time to block offending IP addresses and prevent attacks from being 
successful.  For organizations with a small security team, responding to these events 
could occupy a majority of the team’s day and push other duties to the side, or cause 
analysts to work longer hours. 
 
In addition to consuming time, noisy attacks can also flood intrusion detection systems 
and cause analysts to miss other important events.  Attackers can also use these noisy 
attacks to distract analysts while they go after other high profile targets using less 
noticeable methods, thus creating more risk to your organization.  By implementing the 
tool and process suggested in this paper, you can greatly reduce that risk and reduce the 
time spent on blocking these attacks. 
 
2.  The Problem 
 
Noisy attacks, such as brute force and dictionary attacks, port scans, and vulnerability 
scanners, can cause an overwhelming amount of alerts on an intrusion detection system.  
This requires a security analyst to spend time investigating the events, and then block the 
offending IP address to ensure that the attack is not successful and to stop the flood of 
alerts.  In a survey done by Centre for Information Security & Network Research of 41 
IDS users, dealing with a large number of alerts was the single most challenge in the 
detection category [7]. Also, in a paper by Russell Meyer, he said that “few organizations 
have the resources or inclination to correlate and follow-up on all of the alerts generated 
by the IDS network sensors” [1].  This can be a huge problem for organizations that are 
low on resources. 
 
Additionally, attackers also use these noisy attacks as a distraction, called a distractor.  
Distractors are often showy and noisy deliberately to gain the attention of the target [6].  
The main goal of a distractor is to cause misdirection to the analyst viewing the alerts so 
that the attacker can go after other high profile targets while the analyst is handling the 
noisy attack.  That misdirection can cause an analyst to spend valuable time to track 
down the issue and put a block in place to stop the malicious traffic. 
 
In addition to distractors, brute force and dictionary attacks are still a major threat to 
organizations.  The most common password-based attacks use password dictionaries and 
brute force to guess and execute a valid login to a system [4].  As long as people use 
weak passwords, the bad guys will be trying to brute force them [2].  In the McAfee’s 
2015 Q1 threat report, brute force attacks accounted for 25% of top network attacks [3].  
It is important to have an automated way of dealing with these attacks since attackers so 
frequently use them. 
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3.  The Solution 
 
The solution that is recommended to resolving this problem is to implement automated 
attack blocking based on events detected in a system’s logs.  This method is 
recommended because by using the system’s logs, there are fewer false positives than a 
network-based intrusion detection/prevention system, which allows more accuracy in the 
detection and blocking of attacks.  The technology that is recommended to implement 
this solution is OSSEC’s active response feature.  OSSEC is a free open source HIDS 
(host-based intrusion detection system) and LIDS (log-based intrusion detection) system.  
It provides real-time alerting using log analysis signatures, and has an active response 
feature that allows automated execution of scripts.  OSSEC can be used as a standalone 
solution or centrally managed, and can also be used as a SIEM (security information and 
event manager) for centralized logging and correlation.  When attacks happen OSSEC 
lets you know through alert logs and email alerts sent to you and your IT staff so you can 
take quick actions [5]. 
 
By using the out of the box active response scripts, you can automate the blocking of 
attacks by writing the attacker’s IP address to the local firewall of the target they are 
attacking.  The offending IP addresses are blocked when a specified signature or alert 
level is triggered.  Blocks can also be put in place for a set number of seconds or hours, 
which saves analysts even more time from having to removals.  Also, you can use active 
response to trigger any custom scripts that you would like, which opens the door for the 
automation of many other time consuming tasks.   
 
Figure 3a shows what an attacker would see when they are getting blocked by OSSEC’s 
active response feature.  As you can see, the attacker was running an SSH brute force 
attack against a server.  Once the threshold in the rule reached, the active response is 
triggered and blocks the attack. 
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   Figure 3a 
 
Figure 3b shows the local firewall rules of the target server, where the attacker’s IP 
address was added to a drop rule by active response.  You can also see the active 
response log file of the OSSEC system adding and removing blocks from the local 
firewall of an attacked system. 
 

 
        Figure 3b 

 
4.  Benefits To Using This Solution 
 
There are many benefits to using this solution in your organization.  The main benefit 
would be that it automates the incident response process of blocking attacks.  By 
automating this process, it will save your analysts time from chasing down these attacks 
and manually blocking them on the firewall.  Analysts will receive an email notification 
when the attack has been blocked, and can then proceed to focus on higher-priority 
events that require more detailed analysis.  Figure 4 shows an example of an email alert 
that an analyst would receive when there is a brute-force attack.  Because we are doing 
automated blocking on all level 10 attacks, we know that this attacker’s IP address has 
been blocked on that system and we shouldn’t receive any more alerts on this event. 
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Figure 4 
 
Another benefit is that the OSSEC tool is a free open source ‘all in one’ HIPS (host-based 
intrusion prevent system) and SIEM (security information and event management) 
solution.  Because this is a host-based solution, it doesn’t require any inline network 
sensors to block and detect attacks.  It also has fewer false positives than traditional 
network-based intrusion detection systems, because it uses log analysis signatures to 
analyze the logs on the device, rather than network traffic signatures.  This ensures more 
accurate detection capabilities because we know that the traffic is actually being logged 
on the system and is a legitimate attack. 
 
Additionally, OSSEC can be used for centralized logging of all devices and for event 
correlation.  OSSEC can accept any type of network devices’ logs over syslog and has 
secure encrypted communication over port 1514 for operating systems with an agent 
installed.  This allows firewalls, network-based intrusion detection systems, servers, 
routers, and switches to all be logged in one central location and to have their logs 
analyzed by OSSEC’s attack signatures.  Most attacks are detected with the default rules 
that come with the deployment, but custom rules can also be easily written as well. 
 
Conclusion 
 
In conclusion, by implementing the technology and process suggested in this paper, your 
organization can greatly reduce the time spent on manually blocking common noisy 
attacks.  By filtering out the noise, your security team will now have more time to chase 
down higher-priority events and further reduce your organization’s risk to serious threats.  
Also, implementing this tool will provide a central location to view all your log data and 
correlate security events from all your log sources, as well as provide more accurate 
attack information from the host-level. 
 
 
 



AUTOMATING INCIDENT RESPONSE USING OSSEC   8	

References: 
 
1.  Meyer, R. (2008, March 24). Challenges of Managing an Intrusion Detection System 
(IDS) in the Enterprise. Retrieved April 9, 2016, from https://www.sans.org/reading-
room/whitepapers/detection/challenges-managing-intrusion-detection-system-ids-
enterprise-2128  
 
2.  Cid, D. (2013, July 15). SSH Brute Force – The 10 Year Old Attack that Still Persists. 
Retrieved April 9, 2016, from https://blog.sucuri.net/2013/07/ssh-brute-force-the-10-
year-old-attack-that-still-persists.html  
 
3.  Beek, C., Matrosov, A., Paget, F., Peterson, E., Pradeep, A., Schmugar, C., . . . 
Wosotowsky, A. (2015, May). McAfee Labs Threats Report. Retrieved April 9, 2016, 
from http://www.mcafee.com/us/resources/reports/rp-quarterly-threat-q1-2015.pdf  
 
4.  Angelova, E. (2015, June 9). Common Network Attacks and How to Defend Against 
Them. Retrieved April 9, 2016, from http://www.gocertify.com/articles/common-
network-attacks-and-how-to-defend-against-them.html  
 
5.  OSSEC Open Source HIDS Security. (n.d.). Retrieved April 9, 2016, from 
http://ossec.github.io  
 
6. Wilhelm, T., & Andress, J. (2010). Ninja Hacking: Unconventional Penetration 
Testing Tactics and Techniques. Syngress.  
 
7.  Ibrahim, T., Furnell, S. M., Papadaki, M. and Clarke, N. L. 2008. Assessing the 
challenges of Intrusion Detection Systems. Proceedings of the 7th Annual Security 
Conference. Las Vegas, USA. 2-3 June 2008.  Retrieved from 
https://www.cscan.org/download/?id=422 


