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Abstract 

As our world has become increasingly digitally connected, we’ve seen tremendous 

growth in the wireless and mobile computing markets.  With this growth has come an 

increased awareness in the need for advanced techniques to ensure the security of 

personal information making its way into “The Cloud.”  This paper explores the history 

of computing and networking, and discusses some of the current and emerging 

technologies coming into use today, from smartphones and tablets, to console and 

handheld gaming systems and wearable fitness devices, and explores the ways 

engineers and manufacturers are building these devices with an eye toward keeping 

personal data and information secure.  From encryption technologies and transmission 

methods used by wireless radios, to password and personal security best practices, this 

paper explores some of the ways users can ensure that their information remains secure 

in the age of mobile computing.    
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When one says the word “computer,” the mind’s eye evokes images of the devices we 

see around us every day in the modern world: desktop computers, laptops, tablets and 

smartphones, and even the wearable computer devices arriving on the market today.  For 

most, this is the extent of their understanding of computing, both in terms of the devices 

themselves and the underlying technologies that make these devices function to suit our needs.  

Computing has a history that goes back much farther than most people realize.  When 

researching the history of computing, one need look no further than Wikipedia, which, in its 

coverage of computing history, states that “the earliest known tool for use in computation was 

the abacus” (History of computing).  While the abacus is a far cry from the types of computing 

devices we see in use today, it establishes a foundation for the use of a machine or mechanical 

device to aid a user in retaining information over a period of time.  Computing evolved over 

time, with analog computing making use of gears and related mechanisms to perform 

calculations.  Among these is the Antikythera mechanism, which, according to Wikipedia, was 

“believed to be the earliest known mechanical analog computer” (History of computing).  

In the modern era, electromechanical computing devices came to the fore during World 

War II.  Germany made use of a device known as an Enigma Machine, which was “any of several 

electro-mechanical rotor cipher machines used in the twentieth century for enciphering and 

deciphering secret messages” (Enigma machine).  In response to this, the Allies developed their 

own electromechanical devices to attempt to decipher the German messages and uncover their 

plots and military plans.  These machines, such as those first developed by the Polish and later 

the British and Americans to decipher secret messages produced by German Enigma machines, 

were large and unwieldy, oftentimes taking up whole rooms, hardly what one might think of 
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when talking about computers.  Despite the size and seeming impracticality of these computing 

devices, their success opened people’s eyes to the potential of the budding field of computing. 

Seeing this potential, in the years following World War II, development proceeded on 

purely electronic computing, leading to the development of ENIAC, or the “Electronic Numerical 

Integrator and Computer, [which] was the first electronic general-purpose computer” (ENIAC).  

Though the intended use of ENIAC was military in nature, its “computational power, coupled 

with general-purpose programmability, excited scientists and industrialists” (ENIAC).  Many of 

the concepts introduced by the development of ENIAC found their way into the computing 

devices that followed that were geared toward commercial instead of military applications. 

Despite the advancements made in both electromechanical and electronic computing in 

the first half of the twentieth century, it was the development of the integrated circuit in the 

latter half of the century that propelled computing technology forward, and paved the way for 

the devices we see on the market today.  The development of the integrated circuit, or IC, set 

the stage for the development of smaller computers that were able to perform many of the 

same operations that were at one time only accomplished with those earlier room-sized 

computers.  Even still, computers did not gain widespread attraction among consumers until 

the advent of the modern desktop computer, by companies such as Apple and IBM.  Use of 

these desktop computers was at first isolated to only business and educational use, but later 

found its way into homes, ultimately becoming known as the personal computer, or PC. 

  In the past decade, the trend in computing has been not only on making devices 

smaller, but also on convergence of disparate technologies into a single device.  What were 
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once separate devices have now been merged.  Instead of a separate camera, phone, personal 

digital assistant or global positioning system receiver, many user carry around a single device: 

the smartphone.  The advent of the smartphone revolutionized the way people compute.  No 

more are users bound by wires to a barely portable or completely stationary computer, but 

instead free to roam and communicate and share in new and interesting ways.  The 

convergence of technologies also spans into other fields as well, such as electronic 

entertainment including video game consoles and home theater systems, and fitness devices 

such as smartwatches and wearable fitness bands, which combine computing, wireless 

communication, and biometric monitoring and reporting capabilities.   

Parallel to the development of computing devices, advancements have also been made 

in the internetworking of computers for the purpose of information exchange.  Among the 

earliest of these networks was ARPANET, “an early packet switching network […] initially 

funded by the Advanced Research Projects Agency” (ARPANET).  Initially deployed in late 1969, 

ARPANET consisted of only four interconnected computers, all located in the American West. 

By early 1970, “the ARPANET reached the East Coast of the United States, when an [Interface 

Message Processor] at [Bolt, Beranek, and Newman] in Cambridge, Massachusetts was 

connected to the network” (ARPANET).  The ARPANET continued to see growth throughout the 

decade, adding both domestic and foreign nodes.  Although decommissioned in early 1990, the 

technologies introduced on the ARPANET have become the foundations upon which the 

modern Internet is built.  Packet switching technology, TCP/IP protocols and communication 

applications such as e-mail and file transfer still see widespread use. 
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The part of the Internet that we refer to as the “World Wide Web,” came about in 1989 

as a proposal from “British computer scientist and former CERN employee [Tim Berners-Lee]” 

(World Wide Web).  The intent of the proposal was to establish “a more effective CERN 

communication system,” but the applicability to systems around the world was quickly realized. 

The system that Berners-Lee proposed consisted of “interlinked hypertext documents 

[accessible] via the Internet” (World Wide Web).  While the concept of hypertext had been 

around for quite some time already, this marked the first time it was used in the context of 

interconnected computers, where a link in a document on one interconnected system could 

take the user to a document on a different system altogether.  This proposal grew to 

encompass not just text, but other media as well.  These are concepts we ultimately see in use 

today whenever we open up a web browser on our computer.  While the Internet was for a 

time the domain of businesses and corporations, the rise of the personal computer in the late 

1980s and early 1990s led to the introduction of Internet services for the home user, and thus, 

the modern Internet was truly born.  In the past couple of decades, we’ve seen the 

development of the Internet and World Wide Web advance at near-breakneck speed.  Many 

services that once relied on their own infrastructure to function now use the Internet to relay 

those services, either in whole or at least in part.   

The ever-expanding capacity of the Internet, combined with the decreasing cost of 

technology and the desire of users to consume and create more digital content, has led to 

combining the benefits of technology convergence as it pertains to devices with the storage 

capabilities offered by the Internet.  Often referred to as “cloud computing,” this enables 

devices to store user information not on the local device itself, but on remote servers accessible 



Vanderbye 7 
 

via the device’s connection to the Internet.  The concept of cloud computing offers several 

benefits.  Among these are to decouple the need to save data with the storage capacity of the 

device being used, as well as the ability to retain and restore data in the event of the theft or 

catastrophic damage to the device.  In a 2011 white paper from security consulting firm 

SecurityCurve, partner Diana Kelley highlights the benefits of cloud storage for enterprises as 

well, stating that “cloud services give companies the flexibility to purchase infrastructure, 

applications, and services from third-party providers – with the goal of freeing up internal 

resources and recognizing cost savings” (Kelley, p. 1).  With the increased presence of cloud 

computing and storage offerings present today, the benefits to both individual users and 

enterprises can clearly be seen.  

 While the concept of cloud computing is attractive for many reasons, including those 

stated above, there are very real concerns as to how to keep not only the data itself but 

communication between users and the servers storing their information secure.  One of the 

downsides mentioned in the SecurityCurve white paper discusses one of these, pointing out 

that “one of the most concerning downsides is the potential loss of control over some or all of 

the cloud environment that houses the data” (Kelley, p. 2).  This is especially true in industries 

governed by regulations such as the Health Insurance Portability and Accountability Act 

(HIPAA).  Ms. Kelley elaborates on this with the following passage:  

All of these considerations have implications for compliance and accountability.  The 

remit for data protection usually goes back to the original steward, the entity that 

created or requested the data in the first place.  Consider a large health insurance 
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company.  If a customer provides personal information to the insurance company, they 

expect the company to protect it.  It won’t matter to the customer, most HIPAA/HITECH 

auditors, or to the national news media for that matter, if the insurance company 

entrusted the data to a large cloud provider with poor controls.  What will matter is 

whether or not that data goes missing in the first place.  Another major concern with 

data protection in the cloud is that the inability to audit and monitor activity, like log 

files, in the virtualized data center can limit an organization’s ability to prove 

compliance. (Kelley, p. 2-3) 

In order to allay the concern over loss of control over data, some enterprises choose to employ 

private or on premise cloud solutions.  While this keeps the data within the company’s control, 

the company does not realize the same cost-savings benefit as it would in outsourcing the data 

storage.  In addition, such an approach would still leave the data vulnerable to an insider threat, 

as Ms. Kelley also points out.  There is clearly a trade-off to be considered in the process of 

determining whether cloud storage is effective in a business setting, among them cost savings 

versus loss of control of sensitive data. 

 As a provider of cloud computing services to both personal and business users, Google is 

a company that addresses the issue of IT security on a regular basis.  In a white paper authored 

by the company in 2012 entitled Google’s Approach to IT Security: A Google White Paper, they 

outline their approach to security from a number of perspectives, with policies that govern 

both physical and logical aspects of security.  The white paper identifies some of the key 

organizational teams that work to keep Google’s computing environment secure.  Among these 
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teams is the “information security team that is composed of over 250 experts in information, 

application, and network security [and] is responsible for maintaining the company’s perimeter 

and internal defense […and] building customized security infrastructure” (Google, p. 4), as well 

as their physical security team, which is “dedicated to the physical security of Google’s office 

and data center facilities” (Google, p. 5).  The white paper also identifies the proactive steps the 

company takes to protect both its hardware and the data contained on it, such as climate 

control to ensure optimum operating temperature and aggressive scanning to prevent malware 

attacks.  The authors are also quick to point out that some of these policies and procedures are 

likely to change over time, as the company continues to “innovate with new features and 

products” (Google, p. 3). 

 While businesses would be reassured by the approach to security outlined by Google, 

many users do not exhibit the same level of concern over security.  Arguably, many users do not 

take security very seriously at all, as numerous studies indicate that users overwhelming select 

weak, easy to guess passwords if given the opportunity.  While cloud service providers such as 

Google and Apple have beefed up security settings in recent years, many users do not opt for 

the more stringent security settings and still use weak passwords.  Recent hacks where 

celebrities have had cloud-stored personal photos stolen and later posted on websites and 

printed in tabloids have largely been traced back to the use of weak passwords.  Apple’s 

response to one of these celebrity hacks was widely debated in the press, and illustrated the 

point that while a company can give users all the tools they need to protect their data being 

stored online it is ultimately up to the users to employ those tools to keep their information 
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secure.  There are a number of methods that cloud providers make available to users in order 

to enhance security.   

One approach has been to employ a password strength policy that forces the user to 

create a password that meet a set of complexity requirements.  These requirements may 

specify that a password not be one found in a dictionary, consist of a certain number of 

characters, that these characters be a mix of both uppercase and lowercase letters and 

numbers, and should contain at least one special character such as an ampersand or 

exclamation point.  These constraints can help a user to devise a password that is much harder 

for an intruder to guess, and take much longer for brute-force password cracking.  The SANS 

Institute developed has developed a Password Protection Policy form that can be freely used by 

organizations that suggests the use of a passphrase as opposed to a password.  The policy 

defines a passphrase as “a longer version of a password [, and] typically composed of multiple 

words […making it] more secure against ‘dictionary attacks’” (SANS Institute, p. 3). 

A second approach has been the implementation of two-factor authentication.  The 

website TechTarget provides a following definition:  

Two-factor authentication is a security process in which the user provides two means of 

identification, one of which is typically a physical token, such as a card, and the other of 

which is typically something memorized, such as a security code. (TechTarget) 

Both Apple and Google offer two-factor authentication options for their users.  Google’s 

approach to two-factor authentication is referenced in the Approach to IT Security white paper 

discussed earlier.  In it the authors state, “Google makes widespread use of two-factor (2-step) 
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authentication mechanisms [which] is required for all access to production environments and 

resources through Google’s Single Sign On system [and mentions that] third party applications 

using Google Apps for Business can also use two-factor authentication” (Google, p. 7).  In the 

case of both Apple and Google, the two-factor authentication is typically what the user knows, 

such as his or her username and password, and what the user has, in this case, the system 

being used to log into the service.  While two-factor authentication is still not a requirement, it 

is strongly suggested by security experts in light of recent breaches and hacks. 

 As far as securing web transactions in transit, many websites, particularly those of 

financial institutions or organizations handling sensitive data, make use of HTTPS, which is 

defined by Wikipedia as a “communications protocol for secure communication over a 

computer network, with especially wide deployment on the Internet” (HTTPS).  The Wikipedia 

article further goes on to state that “HTTPS provides authentication of the website and 

associated web server that one is communicating with, which protects against man-in-the-

middle attacks [and] provides bidirectional encryption of communication between a client and 

server” (HTTPS).  Even this seemingly secure technology is not without a downside, however.  In 

2014, a security bug was discovered “in the OpenSSL cryptography library, which is a widely 

used implementation of the Transport Layer Security (TLS) protocol” (Heartbleed).  Known as 

“Heartbleed,” the security bug took advantage of a defect in the OpenSSL code that allowed for 

a “buffer over-read, a situation where more data can be read than should be allowed” 

(Heartbleed).  Although a patch was issued to correct the bug, it was estimated that “as of May 

20, 2014, 1.5% of the 800,000 most popular TLS-enabled websites were still vulnerable to 



Vanderbye 12 
 

Heartbleed” (Heartbleed).  While almost a year has passed since that estimate, there may still 

be sites that have yet to patch the vulnerability.  

 Not only do service providers play a role in enhancing security as it pertains to our 

browsing habits, but so do the engineers and manufacturers that design and sell the devices we 

use in our daily lives.  The IEEE Standards Committees that laid out the specifications for the 

802.11 specification we typically refer to as “Wi-Fi” have also developed security algorithms in 

an attempt to protect wireless communications.  An early algorithm known as Wired Equivalent 

Privacy (WEP) was later deemed to be too weak and was superseded by Wi-Fi Protected Access 

(WPA), and later, WPA2.  The improvements made to both the 802.11 specification and their 

associated algorithms have increased the range and reliability of the wireless radios found in 

our devices, and have also helped to make wireless communications more secure when 

properly configured. 

 Bluetooth, another wireless standard, is also commonly seen in many of the devices on 

the market today.  The original intent of Bluetooth was to facilitate short-range communication 

between devices, and is commonly used for close-range data exchange or for connecting a 

wireless headset or earbud to a phone to provide hands-free capability.  Taking advantage of a 

feature of Bluetooth that allows for the exchange of address card data, a technique to send a 

form of digital spam sent via Bluetooth was developed referred to as Bluejacking.  Other similar 

attacks that prey on weaknesses in Bluetooth’s implementation are Bluesnarfing and 

Bluebugging, which aim to pull data from a phone instead of sending information to it.  The 

Bluetooth Special Interest Group has undertaken further development in recent years to 
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address these threats, as well as security concerns pertaining to earlier iterations of the 

specification. 

 The advancements in the hardware and specifications, combined with the efforts of 

service providers to ensure a secure login environment for their users has done a great deal to 

enhance the security of the wireless communications that so many users engage in every day.  

Even despite this, security can still be, and often is, an issue.  It is important for users to be 

aware of their options and to make use of the tools available to them, and to upgrade their 

devices when the hardware limits the effectiveness of security or becomes obsolete.   

Our journey into the digital and information age has taken us a long way from the bulky 

room-sized computers of yesterday to the handhelds and wearable all-in-one wonder devices 

so prevalent today.  What will tomorrow bring us? No one can say for sure, but it is certain that 

security will continue to be an issue for us to address in our quest to keep our data and digital 

memories safe. 
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