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Mobile devices have been increasing in number and, along with it, the prevalence of 

malicious software (malware) has also increased.  Malware authors have not wasted any time 

creating programs that take advantage of different aspects of these devices.  The popular 

mobile device operating systems, Apple’s iOS, Google’s Android, and Microsoft’s Windows 

Mobile, all employ different techniques to try and prevent malicious software from finding its way 

onto these devices.  Malicious software typically has a specific goal that it has been 

programmed to accomplish, which is to compromise sensitive information for financial gain.  

Fortunately, at the same time, programs and security guidelines have been created to 

counteract the malware threat. 

The term “mobile device” has changed over the years and continues to evolve to this 

day.  Most are very portable, easy to carry and can be placed into pockets.  To define things 

even more, NIST Special Publication 800-124 defines the term with the following baseline 

hardware and software characteristics: 

 “A small form factor 

 At least one wireless network interface for Internet access (data communications) 

 Local built-in (non-removable) data storage 

 An operating system that is not a full-fledged desktop or laptop operating system 

 Applications available through multiple methods (provided with the operating system, 

accessed through web browser, acquired and installed from third parties) 

 Built-in features for synchronizing local data with a remote location (desktop or laptop 

computer, organization servers, telecommunications provider servers, other third party 

servers, etc.) 

Other characteristics can include (but this list is not all inclusive): 

 Network services: 

o One or more wireless personal area network interfaces, such as Bluetooth or 

near-field communications 

o One or more wireless network interfaces for voice communications, such as 

cellular 

o Global Positioning System (GPS), which enables location services 

 One or more digital cameras 

 Microphone 

 Storage: 

o Support for removable media 

o Support for using the device itself as removable storage for another computing 

device” (Souppaya & Scarfone, 2013) 

Even with those definitions, laptops and tablets are included.  Historically, these devices 

have been susceptible to malware and this continues to be the case to this day.  But, for this 

paper, those devices will not be included since the operating systems (OS) typically installed on 

them are full featured; making the security structure somewhat different.  Smartphones, tablets, 

and other devices, like an iPod Touch, which includes a mobile OS like iOS, Android or 
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Windows Phone will be the focus of this paper.  The devices can come from numerous vendors 

including Google, Apple, Microsoft, Amazon, Nokia, Samsung, Motorola, etc. 

Since the introduction of the iPhone, the share of smartphones in the mobile market has 

been increasing every year.  For the past few years, the U.S. smartphone market share has 

been growing at roughly 10 percentage points a year and has reached 75 percent of the mobile 

user base at the end of 2014. (Figure 1)  

 

Figure 1 - Smartphone Market Share    Source: ComScore Figure 2 - Smartphone OS Market Share  Source: ComScore 

Although the growth in smartphone penetration has begun to see modest evidence of 

deceleration, at the end of 2014 it was still growing at an annual rate of 16 percent.  When it 

comes to which OS is more popular, Apple’s iOS and Google’s Android OS now share a 

combined 95 percent in the installed base. (Figure 2) When that combined percentage is split 

between the two, Android maintains a majority at 53 percent, while Apple has 42 percent. 

(Comscore Inc., 2015) 

The first malware target can be traced back to 2004, when Symbian Series 60 mobile 

devices were targeted. (Svajcer, 2013) Fast forward to over 10 years later, the number of 

mobile devices has increased into the billions and malware has become much more prevalent 

and sophisticated.  The main reasons for the increase in mobile malware is due to the rapid 

increase in the number of these devices and the functions that would typically have taken place 

on traditional PC are now taking place on mobile devices.  Smartphones are being used to 

email, shop and bank online, browse the internet, and submit payments through services like 

Apple Pay.  This can place sensitive personal and business information on these devices.  

Another reason for the uptick in malware is that the most used mobile OS is Android.  Malware 

creators are able to create malware for the platform because of a deeper understanding of the 

OS due to it being open-source.  Malware can still be created for a closed-source OS like iOS, 

but it takes considerably longer which increases cost for the developer.  Lastly, there is a 

knowledge deficit on the part of the end user.  An end user typically thinks of their smartphone 

as simply a device that can place calls and has applications for communication and 

entertainment.  While this is somewhat true, mobile devices are still portable computers that are 

vulnerable just like other computers. Due to this mindset, users are more vulnerable to social 

engineering attacks. (He, Chan & Guizani, 2015)  Contributing to the proliferation of malware 

are jailbroken or rooted devices. (Arabo & Pranggono, 2013) This is worth noting for Apple 

devices, since most malware that shows up on iOS devices are because of jailbreaking. 
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Alcatel-Lucent’s recent article “Motive Security Labs H1 2015 Malware Report”, based 

on data gathered from Alcatel-Lucent’s Motive Security Guardian detection solution shows that 

malware has become more prevalent on mobile networks.  Samples of malware from these 

networks have more than doubled throughout the first half of 2015.  The article further notes that 

10 of the top 25 mobile infections are geared to spy on smartphone owners.  Out of the total 

malware traffic detected, which included Windows PC malware, Android malware only made up 

20% of the traffic.  All other OSs, including iOS, Windows Mobile, Blackberry and others made 

up only 1% of the traffic.  If the Windows malware were filtered out, Android malware would take 

up the vast majority of traffic, which would be at least 90%.  It is worth noting that Alcatel-

Lucent’s database of Android malware samples doubled in the first half of 2015. (Alcatel-Lucent 

Inc., 2015) 

What are the main goals of malware?  Common goals of malware can be categorized to 

include monitoring and logging, service misuse, sabotage, fraud, and data exfiltration; however, 

the main goal is to monetize each device and the end user through actions that amount to 

identity theft, personal information theft, or industrial espionage. To give each category some 

more detail, malware that falls into the monitoring category typically tries to steal credentials to 

banking websites or applications through input monitoring. (Suarez-Tangil, Tapiador, Peris-

Lopez & Ribagorda, 2014) This category can also: 

 Monitor the victim’s location 

 Monitor phone calls and text message 

 Monitor e-mail and contacts 

 Access data on the phone 

 Take pictures and video 

 Record conversations 

 Scan and probe the local corporate network 

 Exfiltrate data through the air, bypassing corporate firewalls (Alcatel-Lucent Inc., 2015) 

 The data is then encrypted in a hidden file and transmitted periodically to the attacker.  

The data exfiltration and fraud category can overlap with the monitoring category in that 

malware seeks to steal information from the device.  The service misuse category includes 

sending SMS messages, emails, calls, or other spam related services.  The sabotage category 

consists of malware actions that purposefully deplete the device’s battery, delete critical OS 

files, and other tasks that have a negative impact on system performance. (Suarez-Tangil et al., 

2014) 

Malware, of both the mobile and non-mobile varieties, utilizes one or more techniques to 

achieve its goal.  The techniques typically fall into the following 6 general categories: 

 Market to Device (M2D): This technique is based on attacks from markets like Apple’s 

App Store and Google Play.  Third party markets also plays a large role in malware 

distribution in the Android environment.  Malicious applications are submitted to the 

markets and then, if the applications make it past any security checks, they are listed for 

download.  It is at this point users can download the applications and are subsequently 

infected.  Markets without security checking of applications are most vulnerable to this 

technique.  An example of this type includes Android/DroidKungFu3. (Suarez-Tangil et 



Mobile Devices and Malware   P a g e  | 4 

 

al., 2014) A popular attack that is in this section is called Repackaging.  Malware authors 

download popular applications, unpack them, incorporate the malicious code, and then 

repackage it and submit the application to the market.  End users, either unaware that 

the application is not genuine or is unconcerned about the legitimacy, then downloads 

the program. (Jiang & Zhou, 2013) Another attack in this category, albeit not as popular, 

is called a remote payload attack.  An application that does not have a malicious payload 

and is benign by itself can be submitted to a market.  At a later point, the application 

downloads a malicious package from a pre-programmed source.  This technique is used 

to achieve more application downloads from the market and tries to remain undetected 

by any security scans. (Tenenboim-Chekina et al., 2013) 

 Application to Device (A2D): This technique is based on application attacks.  These 

attacks normally rely on weaknesses in other applications to perform the desired actions.  

For example, a malicious application can exploit a known weakness in an email 

application to send out spam with copies of its malicious code. (Suarez-Tangil, Tapiador, 

Peris-Lopez, & Ribagorda 2014) Another attack that falls into this section is called an 

update attack.  A malicious application that is already present on the device either 

repackages another legitimate application with malicious code or downloads another 

version of the application from the internet, which also contains malicious code.  A 

malware package that utilizes this vector is called DroidKungFuUpdate. (Jiang & Zhou, 

2013) 

 Web-browser to Device (W2D): This technique is website based and utilizes 

weaknesses in applications, just like A2D.  W2D malware can exploit traditional drive-by-

download strategies. (Suarez-Tangil et al., 2014) Drive-by-downloads are not limited to 

exploiting browser vulnerabilities, but can also include enticing users through social 

engineering or phishing techniques to download “interesting” applications or to visit a 

specially crafted website that will exploit a weakness in the device. (Jiang & Zhou, 2013) 

A vulnerable component called WebView that is available on Android and Apple devices, 

has increased the popularity of this technique.  

 SMS to Device (S2D): This technique utilizes SMS to send out copies of the malicious 

payload. 

 Network to Device (N2D): This technique utilizes overly generous device access 

configurations or vulnerabilities in the OS.  There are two subcategories that fall under 

N2D: 

o Device to Device (D2D):  One device connects to another in an ad-hoc manner 

and then distributes the malicious payload. 

o Cloud to Device (C2D):  The malicious payload is distributed by a computer 

similar to a server.  This server is generalized as being a powerful computer and 

able to support simultaneous connections. (Jiang & Zhou, 2013) 

 USB to Device (U2D): The last technique utilizes a USB connection to transfer the 

malicious application from a computer, which is typically a Windows PC but could be a 

Mac, to a mobile device.  This technique is inherently more difficult due to the fact that 

the malware has to be programmed for at least two different platforms.  However, as the 

line between a desktop and mobile OS continues to blur, the utilization of this attack 

vector will likely increase. (Jiang & Zhou, 2013) 
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What are the individual and organizational risks associated with mobile device malware?  

To summarize the risks, they are: 

 Financial Loss – Financial information is the top target of malware.  By monitoring 

devices, credentials to financial websites can be intercepted and then used to steal 

money. 

 Identity Theft – Followed closely behind financial loss, the next big target is an 

individual’s personal information.  This action is more commonly referred to as identity 

theft.  An attacker seeks to sell the stolen information on the black market. 

 Productivity Loss – Some forms of malware inconvenience users through aggressive 

advertising, prevent mobile devices from working properly, and increase support costs. 

(Svajcer, 2013) 

 Security, Privacy and Compliance Risks – Malware can pose significant issues for 

organizations if devices are not properly managed.  Organizations stand to lose trade 

secrets, financial information, and other sensitive information. (Svajcer, 2013) Examples 

of privacy risks include tracking of the device’s location and the monitoring of 

conversations using a combination of audio and video surveillance.  Having 

unauthorized access to information can place an organization under a violation of HIPAA 

and other similar laws. 

While the risks and costs of malware invasion of a mobile device can be significant, 

fortunately there are ways to minimize both factors for both individuals and organizations.  The 

architects of the operating systems that drive each mobile device have incorporated a security 

framework to help prevent malware from causing problems for the end users.  Neither security 

architecture is perfect, but provides protection against a range of attacks.  Since the majority of 

malware targets Android devices, that architecture will be covered first. 

Since Android is based on a Linux kernel, it is naturally a privilege-separated OS and it 

takes advantage of several built-in security features found in Linux: user and process isolation, 

permissions, and Security Enhanced Linux (SELinux).  Other security features included natively 

in Android is sandboxing, Inter-Process Communication, code signing, and Verity.  With user 

and process isolation, each user and process has a unique identification number called a User 

ID (UID).  In the case of single-user instances of Android OS, it was built with smartphones in 

mind.  There is only one user, so the isolation does not take place like in a traditional Linux 

environment.  Instead, processes and applications are isolated from each other and this 

isolation forms the basis of application sandboxing.  In multi-user instances of Android OS, 

users are handled the same way as Linux and each user has their own unique user ID.  Android 

does not allow a UID of an installed application to change once it is installed.  Applications can 

actually share a UID, but this has to be specified at the time of installation.  As an added 

security measure, both applications that share a UID must be digitally signed with the same key.  

A feature of Android, called IPC or Binder, controls UID assignments and ensures that the UID 

cannot be forged. (Elenkov, 2014) 

In application sandboxing, each process is assigned a unique UID, which may be called 

an App ID.  When an application is executed, it runs in a process that uses the application’s 

UID.  This process also has a dedicated space to store data, so each application is essentially 

“sandboxed” at the file level and at the process level.  Although, each application can specify file 
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permissions on each file that is owned by the application.  If permissions are granted too 

generously, which often happens, this could open the door to modification of the application. 

(Elenkov, 2014) 

Mentioned earlier, applications can be digitally signed.  Since Android OS components 

are based on Java, the format that applications use is called an Android Application Package 

(APK) and is similar to Java’s JAR package format.  Each application developer has to digitally 

sign each one in order for it to be accepted by the OS.  Even system applications are not 

exempt from this requirement.  These certificates are the basis of trust relationships between 

applications.  System applications are signed with a platform key.  These keys are maintained 

by the company responsible for maintaining the Android OS. (Elenkov, 2014) 

Thanks to Android’s Linux roots, the features of permissions and SELinux are also a part 

of the OS.  Permissions are commonly found on all present-day operating systems.  The 

permissions in Android delegate access to hardware components, the currently connected 

network, data, or services.  At the install time for an application, rights are requested in the 

system file called AndroidManifest.xml.  Android then decides whether or not to grant the 

requested permissions.  Once a process has those permissions, they cannot be revoked.  In the 

case of private keys and user account access, a user has to confirm the access.  Each 

application can specify access granted to the application by other applications created by the 

same developer.  Access to lower level services are controlled directly by the kernel and access 

is granted based on UID.  In addition to permissions, SELinux was incorporate into version 4.3 

of Android to increase security.   SELinux is a mandatory access control (MAC) kernel-level 

framework that implements access rules called policies.  SELinux separates system daemons 

and user applications into separate domains and is intended to prevent unauthorized changes 

to the core system services. (Elenkov, 2014) 

Included in the Android security architecture is service called dm-verity (Verity).  Verity 

confirms the integrity of block devices and ensures that the system partition is unchanged.   This 

is accomplished by generating a cryptographic hash tree of the filesystem.  A SHA256 hash is 

generated for every 4 kb block of the filesystem.  Afterwards, a 4 kb root hash is generated from 

the previous hashes and is verified upon the next system boot by a public key that is located on 

the boot partition. (Elenkov, 2014) 

Just like Android, iOS has implemented a number of techniques to secure the devices it 

runs on.  These techniques include reducing the attack surface, privilege separation, data 

execution prevention, and address space layout randomization.  The two features that are 

shared between the two operating systems are code signing and sandboxing. 

Just like in Android, code must be signed by a trusted party, only memory pages that 

contain signed code will be executed in iOS.  This keeps code from being dynamically updated 

while stored in the memory.  In addition to signing, all applications have to come from the App 

Store, which are thoroughly scanned for malware and viruses before they are listed in the App 

Store.  If a malicious application were to somehow make it through Apple’s security screen, the 

attack surface available to it would be greatly reduced due to sandboxing.  Sandboxing also 

helps lessen the damage malware can do to the device. (Miller, Blazakis, Dino Dai, Esser, & 

Iozzo, 2012) 

Outside of the sandbox environment, iOS has been programmed with as little of an 

attack surface as possible.  Reducing an attack surface is reducing the amount of iOS code an 
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attacker can access will result in a vulnerability severity, if found.  As a result of the attack 

surface reduction, the vulnerability plagued applications Java and Adobe Flash support are not 

included in iOS.  Other applications are not included by default, which includes a shell (like 

/bin/sh).  This prevents shell attacks that are key to attacks in Mac OS X.  Also, iOS will refuse 

to process certain file types and only partially supports Apple’s .mov file format. (Miller et al., 

2012) 

iOS adopts a similar approach for users and processes like Android in that there is only 

one user account.  In iOS, this account is called “mobile”.  The user of the iOS device uses this 

account and all user facing applications run under this profile instead of having different UIDs. 

(Miller et al., 2012) 

The iOS implementation of data execution prevention (DEP) differs from the normal 

version in that only sections of memory that are derived from signed applications are allowed to 

execute.  This prevents the normal bypass of DEP called return-oriented programming.  Also 

dealing with memory, address space layout randomization (ASLR) randomizes the location of 

objects in memory.  When both DEP and ASLR are combined, an attacker would need two 

vulnerabilities in order to perform return-oriented programming. (Miller et al., 2012) 

The weakest link when it comes to mobile device security is the end user.  Malware uses 

social engineering techniques in order to be allowed onto a device.  As is the case with working 

on PCs, end users need to follow certain steps in order to stay as safe as possible while using a 

mobile device: 

 “Install anti-virus and anti-malware solutions to protect the device against malware and 

viruses. 

 Install a personal firewall to protect mobile device interfaces from direct attack and illegal 

access. 

 Install only applications from trusted sources that have legitimate contact information 

and a website. As the current Android Market (Google Play) does not adopt a 

certification process for applications, it is up to the end-user to make sure he/she only 

installs trusted applications from trusted developers. 

 Install only applications from the official and original developer. 

 Check the permissions carefully when the application is prompting you during the 

installation phase. 

 Ensure your OS and software is always up-to-date with the latest versions and security 

patches need to be installed. Turning on automatic update is recommended. 

 Install remote locate, track, lock, wipe, backup and restore software to retrieve, protect 

or restore a lost or stolen mobile device and the personal data on the device. 

 Only install applications that have a high number of downloads and positive reviews. 

 Never view sensitive data over public wireless networks which have no passwords or 

encryption. 

 Be alert to anomalous behavior and activities in their devices. 

 Be careful when clicking links on social network sites. Malicious links on social networks 

can be a very effective method to spread malware. Participants tend to trust such 

networks and are thus willing to click on links that are on “friends’” social networking 

sites.” (Arabo & Pranggono, 2013) 
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Organizations can also mitigate the risk to their business by following these steps: 

 Develop a mobile device security policy. 

 Determine which devices offer the best security. 

 Determine data access levels for each employee. 

 Utilize MDM software to manage each device. 

 Test the devices to ensure that it maintains a secure connection. 

When deciding whether to use a MDM suite, NIST authors Murugiah Souppaya and 

Karen Scarfone note the following security issues: 

 “The security controls provided by a mobile device often lack the rigor of those provided 

by a centralized mobile device management client application. For example, a mobile 

device often supports only a short passcode for authentication and may not support 

strong storage encryption. This will necessitate acquiring, installing, configuring, and 

maintaining a variety of third-party security controls that provide the missing functionality. 

 It may not be possible to manage the security of the device when it is not physically 

present within the enterprise. It is possible to install utilities that manage devices 

remotely, but it will require significantly more effort to use such utilities to manually apply 

updates and perform other maintenance and management tasks with out-of-office 

mobile devices.” (Souppaya & Scarfone, 2013) 

To the benefit of businesses and individuals alike, the modern mobile device 

environment is not fully consumed by malware.  If it were, then the sheer volume increase in 

devices would not have happened.  Thanks to security frameworks, device management, and 

end user awareness, malicious programs can be kept to a minimum.  However, the possibility 

and threat is still present.  Attackers are working diligently to find weaknesses in operating 

systems and the security processes they possess.  Likewise, defenders continue to find new 

ways to secure the devices we use and to prevent attacks from succeeding.  This is a battle that 

has long been fought and, for the foreseeable future, will continue with both sides continually 

trying to outwit the other. 
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