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 The attack on the World Trade Center on September 11, 2001 changed the way people view 

flying, globally.  People are more suspicious of the person standing in the corner of the terminal as they 

wait to board their flight.  They calmly scan the terminal and wonder could that person be a hijacker 

and if they are, what am I going to do?  What if the hijacker is not in the airport?  What if a hijacker is 

sitting in their car, waiting on your flight to taxi down the runway, take off and get to an altitude where 

they can take control of the aircraft safely from a vehicle?  Once they have control, will they fly your 

aircraft into the ground, a building, or maybe change the flight navigation system on the aircraft to alter 

its direction and fly until it runs out of fuel (similar to Malaysian flight 370)?  The possibilities of one 

of those scenarios is closer than we think as the Federal Aviation Administration prepares to implement 

its mandate that every United States aircraft have an Automatic Dependent System-Broadcast 

transmitter. 

The Automatic Dependent System-Broadcast (ADS-B) transmitter has been in development 

since 1999 and while countries such as Canada and Australia have already implemented the technology, 

the US has been weary to implement it 

due to high costs.  According to the 

Federal Aviation Administration (FAA) 

guidelines all aircraft were to have the 

technology installed by 2008 but 

commercial airliners and small aircraft 

owners pleaded to allow more time for 

the transition.  The FAA obliged and 

moved the date to 2020.  Approaching 

the deadline, most commercial airliners 

have already implemented the system as the FAA has stated they will not extend the deadline.  The 

ADS-B transmits a radio frequency which allows for secondary air traffic control by using its dual 



technology; ADS-B IN and ADS-B OUT.  ADS-B IN receives the data from nearby aircraft or 

transmitters on the ground and uses the technology to show its location to both aircraft in the sky and to 

ground controls.  Ground ADS-B transmitters are designed to enhance tracking capabilities of aircraft, 

allowing for better and safer air traffic control when in dense flight areas.   ADS-B OUT broadcasts 

information such as speed, altitude, identification, and velocity through onboard transmitters every 

second allowing for enhanced location tracking where traditional radars cannot reach due to terrain or 

distance from site. (Duncan)  ADS-B sends a signal out every second which enhances safety by making 

an aircraft visible to air traffic control and other ADS-B equipped aircraft near real time as opposed to 

traditional radars which “ping” an aircraft and the time it takes for the signal to reach back to the radar 

helps locate the aircraft.  ADS-B OUT is meant to send a signal out covering a 15 nautical mile radius 

and extending 3500 feet below and above its position.  (Collins, 2014)  The two systems are meant to 

communicate to one another to allow for safer flying, but due to costs if private pilots do not implement 

the system then there is cause for concern in the sky.   

If data can be reached, it can be broken.  The ADS-B systems rely on a high-integrity GPS 

navigation source and a data link, which is nothing more than another ADS-B system; this is where the 

vulnerabilities lie.  Data being transferred through the ADS-B systems are neither encrypted nor 

authenticated.  Though 1080 MHz is the primary frequency used, the FAA wants aircraft flying below 

18,000 feet to use frequency 978 MHz.  Using a 20 dollar dongle, a small antenna, programs ADS-B 

Scope and ADS-B Sharp, and a Windows operating system users can build their own transmitters 

(Youtube videos give directions), decode the frequency (Sun, 2105), then (theoretically) access the 

flight management system (Constantin, 2015) and take control of the airplanes systems or possibly 

“spoof” it.  At a DefCon 20 conference in 2012, Brad Haines and Nick Foster demonstrated the ability 

to spoof a fake aircraft into a simulated San Francisco airspace, using the Flight Gear simulator 

program.  Spoofing the airplane involves creating a signature(s) similar to it and causing chaos in the 

sky.  (Thurber, 2012)  Pilots may only see one plane on their radar but the ADS-B system shows 10-15; 



this could cause undue distress on the flight crew as well as panic on the ground.        

 In 2013 Hugo Teso, an aviation security consultant, showed how the absence of security 

features within the ADS-B systems left exploitable vulnerabilities to the inflight management system.  

Hugo stated theoretically, if a hacker is able to access the data link between a ground ADS-B system 

and the aircrafts ADS-B system then the flight management systems can be manipulated.   So Hugo 

acquired his own aircraft hardware and software and established a lab to simulate the flight 

management system.  The flight management system connects to critical inflight systems such as 

navigation receivers, flight controls, and engine and fuel systems.   Hugo created a post-exploitable 

agent dubbed SIMON that could run on a compromised flight management system and be used to make 

flight plan changes or execute various commands remotely.  While the FAA and other regulatory 

organizations dismiss his claims, Hugo claims the vulnerabilities were real despite his experiments 

being conducted in a simulated environment. (Constantin, 2013)  The FAA dismissed the claim stating 

Hugo did not face the same redundancy and protection system. (Pew, 2013) 

 In 2015 Chris Roberts, an aviation computer security researcher told the FBI he was able to 

connect to other systems within the aircraft after he hacked into the aircraft’s entertainment system.  

Once through the entertainment program Chris was able to access various avionics systems as well as 

control them.  He overwrote the code on the engine’s Thrust Management System and issued a climb 

command, which caused one of the engines to increase in thrust.  He stated he used Vortex software 

after hacking the computer networks to monitor traffic from the cockpit system.  Chris tweeted a joke 

about controlling the oxygen masks while on a flight from Denver to Syracuse.  Once they landed, the 

FBI were waiting for Chris where they questioned him for four hours and confiscated all of his media 

devices.  United Airlines instituted a bug bounty shortly after this incident to look for vulnerabilities.  

(Farivar, 2015) 



 Social media continues to be the fastest platform to spread information where users continue to 

post updates regarding ADS-B updates, outages, articles or even flights that are within their area.  The 

photograph to the right is a users ADS-B screen 

shot from a MAC.  Some tweeters conclude ADS-

B outages in Southeastern US are military 

exercises to discover methods to defeat the ADS-B 

transmitters while other tweeters state it is Obama 

turning the systems off.   Donald McCallie wrote a 

60 page paper in 2012 entitled “Exploring 

Potential ADS-B Vulnerabilities in the FAA's 

NextGen Air Transportation System” where he 

helps provide a comprehensive understanding of 

the attacks that can take place on the systems. 

 As technology continues to grow and 

advance, vulnerabilities continue to be exploited not only by people for malicious intent but by security 

professionals with hopes to show vulnerabilities to keep the public safe.  Currently the possibility of a 

commercial airliner being hijacked from the ground is minimal, the likelihood of it happening in time is 

there.  So the next time you fly, be weary of the individual playing on their laptop sitting a few aisles 

up from you, they may be up to something nefarious. 
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