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Abstract:  

This paper will explore the positive aspects and the challenges to managing information security 

in a world that is full of regulatory requirements. While the United States has the most 

requirements, such as Sarbanes Oxley, Payment Card Industry Data Security Standard, Gramm-

Leach-Bliley Act, Health Insurance Portability and Accountability Act, etc., providing direction 

for the management of information security in the US, there are many other regulations that 

affect other countries as well, sometimes in contrast to US requirements. In many other countries 

there are, at the very least, some type of privacy or personal information protection regulation. In 

addition to examining these regulatory requirements, I will analyze how these regulatory 

requirements affect information security management as a whole and how global organizations 

handle the different regulations in which compliance is required. 

 

  



United States Regulatory Requirements 

 

Regulatory compliance can be defined as “an organizations adherence to laws, regulations, 

guidelines and specification relevant to its business”. (Rouse, Regulatory Compliance, 2012) The 

United States has many regulations which organizations in specific industries must implement to 

maintain information security compliance. Regulations that contain information security 

requirements are intended to improve the level of information security of the organizations 

which implement them. The difficulty is knowing which regulations apply and the best way to 

implement them. The following regulations are a few of the more well-known and more widely 

implemented regulations in the United States.  

 

 Health Insurance Portability and Accountability Act (HIPAA) 

 Sarbanes Oxley Act (SOX) 

 Federal Information Security Management Act of 2002 (FISMA) 

 Gramm Leach Bliley Act (GLBA) 

 Payment Card Industry Data Security Standard (PCI-DSS) 

(Vanderburg, n.d.) 

 

HIPAA 

Every healthcare agency or any organization which handles patient health information 

must be in compliance with HIPAA. (*John A. Cassini, 2008) HIPPA is a two part bill 

which was designed to protect the health care of people who are switching jobs or are laid 

off and to simplify the healthcare process by mandating providers utilize electronic 

means to store patient data. In addition, and probably most important, it protects the 

privacy of individual patients. (Vanderburg, n.d.) HIPAA requires agencies to develop 

and implement policies and procedures that will result in the protection of patient medical 

information from disclosure or loss. Organizations must limit the risk of disclosure of a 

patient’s personal medical information by: 1) providing the proper training of employees 

ensuring they follow privacy requirements; 2) providing oversight of the organization’s 

privacy efforts and; 3) ensuring access to the patient’s electronic records is secure. (*John 

A. Cassini, 2008) 

 

SOX 

SOX required that publicly held companies have stringent corporate governance 

procedures, including the disclosure of financial records, accounting and auditing. In 

addition, Section 404 of the act mandates that all management must assess the 

effectiveness of internal controls over their financial reporting, by ensuring that controls 

are in place to prevent tampering of the financial records. (*John A. Cassini, 2008) 

 

FISMA 

FISMA was the first regulation that acknowledged that an organization’s information 

security affects national security. This regulation mandates that all federal agencies 

develop ways to ensure the protection of information systems. (Vanderburg, n.d.) FISMA 

defines a framework to protect government information, operations and assets from 

threats. It requires that organizations conduct annual reviews of information security 



ensuring these programs are mitigating risks. (Rouse, Federal Information Security 

Management Act (FISMA), 2013) 

 

GLBA 

GLBA mandates that organizations such as insurance companies, commercial banks, and 

investment banks ensure the security of customer’s private information. The GLBA 

contains three parts: 1) the Financial Privacy Rule; 2) the Safeguards Rule and 3) the act 

of obtaining financial data under false pretenses. The Financial Privacy Rule restricts 

what organizations who obtain a person’s financial data can do with that data. Under this 

regulation, organizations cannot sell or trade financial or account data to another 

organization or display over the Internet.  

The Safeguards Rule protects and secures the customer financial information ensuring the 

confidentiality, integrity, and overall security of the data. The last part of the GLBA 

prohibits falsely imitating a customer in an effort to obtain their personal financial data. 

(*John A. Cassini, 2008) 

 

PCI-DSS 

PCI-DSS has 12 requirements which are designed to reduce fraud and protect customer 

credit card information. Organizations which accept payment cards are required to 

comply with the requirements or implement compensating controls in an effort to 

maintain compliance. Requirements can be summarized as follows: 

1) Installing and maintaining firewall configurations to protect data 

2) Ensuring default passwords are changed 

3) Protecting stored data 

4) Encryption of data across public networks 

5) Use of regularly updated antivirus software 

6) Ensuring systems and applications are secure 

7) Restricting access to data by need-to-know 

8) Ensuring unique IDs are used for access management 

9) Restricting physical access 

10) Monitoring network access to data 

11) Testing security systems and processes regularly 

12) Ensuring policies address Information Security 

(Rouse, PCI DSS 12 requirements, 2012) 

 

 

Information Security Regulations enforced outside of the United States. 

 

While the United States leads the way in Information security regulations, some of these same 

regulations are enforced outside of the United States, especially in global organizations. For 

example, global organizations which accept payment cards, must ensure compliance with PCI-

DSS in their international countries. Additionally, foreign organizations which file financial 

reports to the United States Securities and Exchange Commission must follow SOX internal 

control requirements. However, some international countries have their own standards and must 

comply with additional regulations specific to the country. 

 



Two of the most well-known regulations outside of the United States are: 

 

 1995 EU Data Protection Directive 

 UK Companies Act 1985 (*Heiser, 2004) 

 

1995 EU Data Protection Directive 

The EU Data Protection Directive mandated organizations to protect consumer private data. 

Organizations are required to implement the appropriate technical and organizational controls 

to protect the personal data of customers. One year later the United States developed HIPAA 

in response. (*Heiser, 2004) 

 

UK Companies Act 1985 

The UK Companies Act was developed to prevent the falsification of accounting records, 

including electronic records. SOX internal controls mandate similar requirements for the 

United States. (*Heiser, 2004) 

 

In addition to these more general regulations, many other countries have their own laws which 

contain very similar regulations for their country. For example, countries such as; Argentina, 

Belgium, Canada, China, France, Hong Kong, Iceland, Japan, Korea and many more have a 

specific country consumer data protection regulation. (Laws and regulations on information 

security and business continuity, 2015) 

 

 

Why Comply with Information Security Regulations? 

 

Most experts would argue that organizations should desire to and make every attempt to comply 

with the information security standards and regulations because there are multiple benefits that 

come when you make the investment in information security. Some of these benefits are:  

 Business success – With the implementation effective information security controls, 

organizations can ensure that their information is secure and that the organization can strive 

to meet their goals. 

 Increased trust from external sources – Ensuring good security controls will only build on 

your public image. When people feel confident that their information is secure with your 

organization, business relations will continue to grow. 

 Accountable executives can relax – Ultimately security is the responsibility of the head of the 

organization and executives may face penalties if the organization does not comply with 

mandated regulations. While not one hundred percent effective, when appropriate security 

controls are in place executives do not have to constantly worry about what could possibly 

occur. 

 Integration of security into business processes – Building the businesses processes while 

ensuring the appropriate information security controls are considered will streamline and 

enhance the overall processes. Implementing these controls after the fact in a reactionary 

manner, make the process more convoluted. 

 Mature risk management – Risk management is the protection of the organizations assets so 

the organization can carry on its mission. Ensuring the appropriate information security 

controls are in place will help to mitigate potential risks that emerge.  



 Decreased operational risks – Implementing information security regulations invests in 

security and helps to mitigate an organizations operational and business risk.   

 

An important thing to remember is that technology is ever-changing and as information security 

regulations are being modified and improved upon, security efforts will need to be re-visited on a 

periodic basis in an effort to maintain compliance. Performing ongoing monitoring to 

information security programs can ensure that: the ongoing security activities are providing 

appropriate levels of security and support to the organization and its mission; policies and 

procedures are up to date and being followed; and the information security controls in place are 

performing effectively and as intended. (Pauline Bowen, 2007) 

 

Information security regulations, standards and polices are the foundation of your organizations 

information security program. If an organization fails to build out strong policies and standards, 

security controls will not be in place and therefore; organizations do not have an effective way to 

secure sensitive and critical information. This is why information security regulations require 

information security policies and standards as part of the basic foundation and use these policies 

and standards to build the information security programs.  

 

Strong information security policies and procedures help to: 1) secure management’s 

commitment to ensuring the security of critical data in the environment; 2) ensure uniform 

standards across the organization are implemented to secure critical data; 3) spell out the roles 

and responsibilities for managers and employees for keeping organizational data safe and secure; 

4) provide configuration standards for Information Technology personnel to build and maintain 

the organization’s network and infrastructure; 5) guide management as to the requirements for 

compliance with legal responsibilities for organizations which handle the sensitive information 

of others and; 6) provide the foundation on which to build the security for the entire 

organization. (Stan Stahl, 2011) 

 

Information security regulations play an important role in assuring an organization has an 

effective information security program. One of the hardest things for organization management 

to do in regard to information security regulations is to understand how the specific information 

security laws, regulations and standards apply to their particular organization. Only some 

regulations will be applicable and sometimes only to certain parts of the organization. For 

example, a healthcare provider will have to comply with HIPAA, and quite possibly SOX or 

PCI-DSS, but probably not GLBA or FISMA. (Pauline Bowen, 2007) 

 

Since the foundation of information security regulations is strong policies and standards, the 

Citadel Information Group provides seven requirements for the implementation of information 

security policies and standards, which will provide a better chance that the policies and standards 

will actually affect and enhance security and pave the way for compliance to information 

security regulations. 

1) Identify organizational issues that impact information security policy. 

Management needs to make sure that the implemented policies and standards actually reflect 

the type of business and/or services provided by the organization. If the policies and 

organization type do not mesh, there will be a clash between the security policies in place 

and business practice processes.  



2) Identify the various classes of policy users. 

Organization personnel have different roles and responsibilities and therefore different levels 

of security access. There need to be different standards that will apply to these different 

access levels. For example, access provided to an administrative assistant will be different 

from the access provided to executive management and even that access must be different 

than the access provided to an information security manager. 

3) Organize information security policies and standards into meaningful categories. 

Industry best practices indicate that information security policies are best organized in 

meaningful ways. Specifically, separating policies such as physical security apart from 

personnel security and infrastructure standards separate from application development 

standards. 

4) Review draft policies and standards with management, users, and legal counsel.  

This is a very important step that is often overlooked and can be detrimental in the long term 

when trying to ensure compliance with information security regulations. Creating and 

implementing policies and standards that do not have the support of management, users and 

the organization’s legal and privacy department will not last. Legal and privacy departments 

need to review to ensure the implementation of these policies and standards are adequate to 

maintain compliance with various information security regulations and consistent with 

business practices. 

5) Train all personnel in the organization’s information security policies and standards. 

Regular mandated security awareness training needs to be provided to all personnel. Without 

this training, users will not be aware of their roles and responsibilities in regard to 

information security. 

6) Enforce the information security policies and standards. 

Once policies and procedures are in place and users are aware of their roles, strict application 

of the standards must be maintained. Overtime it is natural for management to pay less 

attention to compliance; however if and when this happens, organizations could find 

themselves in a legal mess. Information technology allows for organizations to implement 

ways to ensure policies are maintained. For example, configuring controls to monitor Internet 

usage and block certain sites which should be prohibited.  

7) Review and modify policies and standards, as appropriate but at least annually. 

Technology, business needs and regulations change periodically. It is important to review 

policies and standards to reflect changes. 

(Stan Stahl, 2011) 

 

 

The Challenges in complying with Information Security Regulations? 

 

The challenge of complying with multiple different information security regulations has become 

the norm for many organizations. Maintaining compliance and performing the required reporting 

and monitoring functions, while ensuring the daily operations continue to run smoothly, have 

become a major hurdle for management.  

 

In an effort to overcome these hurdles, management needs to evaluate the requirements within 

the specific regulations and determine how they are similar as well as how they are different. 

When regulations have similar requirements, management should develop a set of policies that 



will address the more restrictive parts of each regulation, instead of creating separate paths to 

compliance with each regulation. One expert stated that “Instead of approaching regulations as 

separate sets of rules to adhere to, look for a common approach to complying with multiple sets 

of regulations that often overlap.” 

 

In an effort to evaluate the requirements, the advice of legal representatives and compliance 

experts should be sought. Legal and compliance experts can provide guidance on how these 

regulations fit with a risk assessment and once the organization can determine the risk 

assessment they can use it to develop the processes on how to absorb the regulation requirements 

into the environment of your organization.  

 

When regulation requirements are similar from state to state or country to country, organizations 

typically adopt the most restrictive. However, how should an organization handle a situation 

when information security regulations conflict? The simplest response is to develop state specific 

practices and processes which provide how the organization will perform certain requirements in 

that particular state. There may not be a need to develop a completely separate policy for that 

state, just to provide additional policies and processes for that state in order to be in compliance 

with the regulation. (Apgar, 2005) 

 

With these conflicts in mind, it is important to note that the more an organization can standardize 

their practices throughout the environment to cover the multiple regulatory compliance 

requirements, the more simple compliance becomes. As technology continues to become more 

and more advanced and more and more countries become more technology savvy, regulations 

will become more prevalent and complex.  

 

Another side to the challenge of complying with information security regulations is that they can 

present a false security for the organization. While most regulations are developed in order to 

make things more secure or more standardized, focus is often put on basic policies and 

procedures and not how to actually secure the environment. Security experts have noted that an 

organizations compliance to information security regulations may not adequately address the 

potential security concerns. One expert went on to state that “It is very rare that you will find 

auditors focused on performance-based issues. Instead, they are mainly focused on 

documentation supporting compliance to a particular rule or requirement. In some cases, 

adhering to the compliance program and related paperwork actually gives management an 

inaccurate and potentially risky perception that the organization is secure, when it may not be the 

case.” (Richards, 2013) 

 

Even with this in mind, organizations spend money in order to be compliant to the regulations 

and are not focused on true information security. Analyzing recent data breaches, it is clear to see 

that just because an organization is compliant with a particular standard, does not mean they are 

secure. Take the Target breach for example, it was determined that Target was in fact compliant 

with PCI-DSS, however, they still were victim to a major data breach. (Jr, 2014)  

 

The following table puts into perspective and summarizes the pros and cons of information 

security regulation compliance. 



Table 1. Do compliance requirements help or hurt Information Security 

Help Hurt 

Legally requiring long-held information 

security standards and practices. 

Causing confusion, conflict, and challenges for 

complying with multiple inconsistent laws, and 

leading to security implementation only where 

organizations think regulators will check. 

Increasing management awareness of security 

and how business risks are managed. 

Establishing many requirements that are not 

feasible within many organizations. 

Forcing management to address information 

security issues that they would not otherwise. 

Being inadequate or leaving gaping loopholes, 

ultimately not improving security at all. 

Increasing public awareness of information 

security and privacy issues; the public then 

demands that businesses address the problems. 

Requiring compliance costs that take away 

resources from other, possibly more critical, 

information security initiatives. 

Providing a solid new or improved foundation 

for information security within organizations 

that previously had no or insufficient 

information security programs. 

Resulting in compliance efforts that are more 

costly than self-regulation. 

Clearly reducing subjectivity of interpretation 

of specific safeguard requirements when the 

regulations are written well. 

Using compliance to justify unnecessary or 

poor information security solutions. 

Moving information security higher up in 

importance and higher up in the organizational 

chart. 

Creating management duress and ultimately 

creating the view of information security as a 

business cost not a business enabler. 

Requiring organizations to implement controls 

that are able to track activities for personal and 

sensitive information. 

Generating many compliance snake-oil 

solutions and outrageous billing rates that 

damage the information security reputation.   

 Enabling subjective interpretation of poorly 

written regulations that allows organizations to 

bend the requirements to what is most 

convenient for them and not addressing the 

spirit of the law.   

 Not addressing important risks outside the 

regulations compliance requirements.   

 Applying information security solutions only 

to minimally meet regulatory requirements and 

without regard to the business. 

Source: (Herold) 

 

Finally, according to 2015 survey conducted by Protiviti and North Carolina State University, 

information security risks brought about by regulation remains the number one concern for 

organization management. The survey defines the risk as “regulatory concerns” and states that 

“Regulatory changes and heightened regulatory scrutiny may affect the manner in which 

products or services will be produced or delivered.” Therefore, there is a major concern 

regarding how much organizations are being forced to focus on information security regulatory 



requirements which are resulting in lesser products or services being offered by said 

organizations. (*Tysiac, 2015) 

 

 

Conclusion 

 

While there are benefits to being compliant with information security regulations, such as 

standardizing policies and processes across the organization, state to state and even country to 

country, compliance must be balanced with ensuring your organization takes a risk-based 

approach to security as a whole. One of the most popular benchmarking agencies, Gartner, is 

predicting that security will become the focus of global risk management programs by 2020. 

Organizations will concentrate on security as a whole rather than simple compliance to 

regulatory requirements and the areas in which organizations spend their money will be 

consistent with this thinking. (Richards, 2013) While these predictions should be well received 

throughout the Information Security profession, the country and even the globe are a long way 

off from seeing this become reality. There needs to be a major shift in management thinking and 

management needs to embrace information security as a program and long term strategy, not 

focus on the minor security steps that come with regulatory compliance. Regulatory compliance 

is just the tip of the iceberg when it comes to Information Security Management. 
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