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Abstract 

Biometrics is the science of measuring and analyzing biological data. Biometric security is using 

the biological data to authenticate users that are attempting to access a secured device. The 

use of biometric security in authentication for personal devices has started to become more 

and more popular. This technology is being used to secure laptops, tablets and phones. In this 

paper I will be discussing the different types of fingerprint scanners and their birth into to the 

personal device market. I will also discuss how it has changed the way people will interact with 

their devices and how it may change in the next few years.  
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Biometric Security Past and Future and 

Their Effects on Personal Devices 

History of Biometric Security 

 The development of biometric technologies really became a priority after the attack on 

September 11, 2001 ("Federal programs,”). The US government was very much in need of a way 

to increase the security of its borders, and to do this they created a biometric data base that is 

shared across federal departments as well as with other nations ("Federal programs,"). The 

development of this technology allowed local police officers to have hand held finger print 

scanners that can verify a person’s identity on site. This technology was also just overseas in 

Afghanistan to identity IED makers from finger prints pulled off the devices after detonation 

("Federal programs,”).  This reason I bring this up in this paper is because of the scare that we 

had as a nation almost 13 years ago biometric authentication has become much more popular 

and desired by the everyday user as a form of security. 

 History of Biometric Security for Personal Devices 

 The human finger print is an interesting part of our body, it is like our own built in 

identification card, which allows us to be set apart from every other person in the world (Harris, 

2002). The idea of having a personal computer with a fingerprint scanner had been around for a 

long time but really wasn’t that popular of an idea because of the level of technology that we 

had in the 90’s and early 2000’s they devices were expensive and large. The first laptop to have 

a built in fingerprint scanner was built by IBM it was the ThinkPad T42 notebook (Germain, 

2004). IBM really raised the bar 10 years ago with adding this as an option to their ThinkPad, 
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the add-on was only fifty dollars. Since the addiction of the fingerprint scanners to IBMs 

notebooks lots of other venders have started to adapt the technology and provide it as an add-

on for many different kinds of devices. The use of fingerprint scanners for personal device 

security opened the door to other kinds of biometric security options. Most all computers, 

tablets and smartphones come with cameras built in so the adaptation of using them to run 

facial recognition software but the use still hasn’t drummed up enough popularity to compete 

with fingerprint scanners. All of these difference kinds of biometric security technologies have 

change the landscape of how to best secure our personal information on our devices. 

How Biometric Security works 

 The term biometrics is defined as "automated recognition of individuals based on their 

behavioral and biological characteristics" (Rathgeb, 2011). This information can be used as a 

method of authentication. This different kinds of biological data that is currently being use for 

authentication for personal devices include fingerprints and facial recognition.  

 How Fingerprint Scanners Work 

 The fingerprint scanner has two basic operations first it must take an image of your 

finger and second it must determine whether or not the image that it took matches the image 

that is stored (“What is biometrics,”).  There isn’t a real image of your fingerprint stored 

anywhere but instead what is stored is a binary output that cannot be rendered into an image 

of your fingerprint so it cannot be duplicated.  
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Different venders use different methods of capturing your fingerprint then others like 

Apple they use fingerprint scanners on their new IPhone 5s that is integrated into the home 

button on the screen. Their system is called Touch ID and it works with the new A7 chip. The 

system uses images taken from many different angles and better learns the user’s finger print 

over time, which differs from other scanners made (Apple, 2014).  IBMs scanner requires you to 

run your finger across the scanner and takes the image once. The print from the Touch ID is 

stored into what Apple calls the Secure Enclave which is a coprocessor fabricated in the new A7 

it is given its own Unique ID that is not accessible to other parts of the system and isn’t known 

by Apple (Apple, 2014).  The Secure Enclave makes it near impossible to gain access to know 

phone without having the passcode or the finger that unlocks the phone (Apple, 2014). I say 

near impossible because there is a method going around the internet on how to pull a print 

from the phones owner and then recreating a print to gain access to the phone but is not 

concrete.  

How Facial Recognition Work 

Facial recognition isn’t the most popular form of security for personal devices but it can 

still be used. I wanted to go briefly over how it works even though it isn’t the focus of this 

paper. I have seen the use of facial recognition software in devices like cellphones made by 

Motorola but hasn’t become much of a reliable selling point because of the unreliability of it.  

There are companies out there that are focusing on the development of facial 

recognition software (Bonsor, 2001). These programs can pick out faces in a crowd and 

compare them to a database of stored images. For this software to work it must be able to tell 



Biometric Security Past and Future 

 

 6 

 

the difference between the faces and the rest of the environment. Facial recognition uses 

measurements of different facial features to identify who it is (Bonsor, 2001). Everyone’s face 

has something called landmarks which are the different peaks and valleys that make up facial 

features. Each person has about eighty different landmarks that can be measured such as the 

distance between your eyes, width of the nose, and the shape of the cheekbone (Bonsor, 

2001). 

Implementation of this kind of technology at this time for personal devices doesn’t 

seem to be a good solution for security. The amount of processing needed and the need for 

lighting and have the device pointed directly at your face doesn’t seem to make it very popular 

for personal devices at this time. On the other hand the implementation of advance facial 

recognition is a very powerful tool to be used by law enforcement agencies. 

Future of Biometrics 

 Currently only a handful of venders have made biometric security a corner stone of their 

authentication methods but I see a future where every personal device we use will have some 

form of fingerprint scanner or facial recognition software. To use Apple as an example again the 

integration of their new scanner into the IPhone 5s has changed the way that we look at our 

interaction with our phones; you hold your phone in your hand and just place your finger on it 

and it unlocks the system is so fast I have a hard time not seeing all phones and tablets having 

the same kind of features with in the new two years.  

This same technology could  be integrated in all aspects of our daily life, so much that 

we forget it’s there, we could have these kinds of systems integrated into our cars as a way to 
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start it or unlock it  this would eliminate the need for a key on hand  at all times. The same goes 

for your house you could have this kind of technology on the front door so when you grab the 

handle it just unlocks or even a camera that will read the faces of who is at the door and notify 

you. The types of application of biometrics is just starting with our personal devices but I sure 

will spread to much more. 

Conclusion 

 Biometrics technology has been around for decades but with the recent adaptation for 

security of your personal devices things are going to change. The technology behind the 

fingerprint scanner has evolved and become much more refined in the method that it takes 

images. The future has lots of new and exciting application of biometrics in store for us. 
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