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Abstract
Over the past years there have been targeted data breaches that affected many large
corporation and even the federal government. Target store and Office of Personnel
Management OPM were two of the biggest data breaches of 2015. Some of these data
breaches could have been identified or remediated if the corporation or government
agency reported proper notification or conducted compliance audits as required by law.
The Communication Act of 1934 and Health Insurance Portability & Accountability Act of
1996 are some of the regulations that protect this type of information. These regulations
are due for an update by state and federal legislators to bring laws current with
technology. Legislators are starting to show some focus on regulation or compliance for
data breaches and cybercrimes after the data breach of Office of Personnel
Management.
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Introduction
Recent data breaches have put a spotlight on concerns about the security of personal
identifiable information stored by corporations. A data breach happens when sensitive
information is stolen, lost or accessed by unauthorized personnel. Security and breach
notification requirements and protections are regulated by federal laws such as Health
Insurance Portability and Accountability HIPPA, the Gramm-Leach Bliley Act, Federal
Information Security Management Act and Payment Card Industry Data Security
Standard.
Former Attorney General Eric Holder has requested to Congress that America needs a
national standard for notifying consumers and law enforcement of data breaches. A
chorus of lawmakers is calling for a federal law to supersede the state regulations
already in place. It took Target four days to inform customers about the hackers lifting
data from 40 million customer credit cards accounts. Neiman Marcus informed the public
about 10 days later. Only forty-six states have disclosure laws that require companies to
inform the public about security breaches within a certain period of time for consumer
protection. The different requirements have been a challenge for consumers and the
government regarding data breaches. There shouldn’t be more or less protection
depending on the state in which you reside. The national attention on Target security
breach brought the different protections laws to light. We will discuss some regulations
or compliance used to reduce the impact of data breaches or cybercrimes in this paper.

Federal Communication Act
The Federal Communication Commission is asserting authority to regulate cybersecurity
under the Communication Act of 1934. The FCC authority is to impose a forfeiture
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penalty against any person who willfully or repeatedly fail to comply with any provision of
the act (Black, Newman, & Tran, 2014). The Federal Communications Act contains
strong data security and breach notification protection for consumers. It protects
customer’s use of telecommunication services such as location data and phone call
histories (Consumer Groups Oppose H.R. 2205, Data Security Act of 2015, 2015). The
Federal Communication Act now consider it a violation if the telecommunication
company fail to properly protect consumer’s propriety information when stored on a thirdparty servers (Pryor & Sabett, 2014). The law will apply to telecommunication carriers
and vendors that the carriers use to obtain or store information about their customers.
Section 222 (a) of the Communication Act establishes a duty to protect customer
proprietary information (Kashatus, 2014).
The Federal Communication Commission’s Enforcement Bureau processed its first
privacy and data security settlement with Cox Communication for $595,000 because the
company failed to protect the customers’ personal information when their data was
breached in 2014 (FCC Settles Cox Communications Data Breach Investigation, 2016).
The hackers impersonated a Cox’s information technology employee and convinced a
customer service representative to enter their account IDs and passwords into a
phishing web site. The hacker was able to gain access to the Cox customers’ personally
identifiable information. The FCC Enforcement Bureau monitored Cox’s compliance for
seven years.

Health Insurance Portability and Accountability
Health Insurance Portability and Accountability HIPAA requires businesses to provide
notification following a breach of protected health information (Health Information
Privacy, 2016). The HIPAA establish standards and requirements for transmitting health
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information while protecting patient privacy. There is a requirement to report smaller
breaches of fewer than 500 individuals as part of the HIPAA protection. Beach
notification must be made no later than 60 days following the discovery of a breach.
HIPAA requires that the affected individuals must be inform of the steps the breached
company is taking to protect them from potential harm (HIPAA Journal, 2016). 94% of
health care organizations suffered a data breach in the last two years. There was an
average of 2,769 records lost or stolen per breach (HIPAA Rule Brings Changes to
Breach Notification, 2013). Higher security standards are needed to keep pace with
increased exchange of personal identifiable information. The HIPAA act protect
individual’s health information while permitting approved access to the information by
health care providers. The purpose of the HIPPA was to ensure businesses are
accountable to US Health & Human Services for protecting private information in
companies care.
New York Presbyterian Hospital NYP disclosed 6,800 patient’s information to Google
and other Internet search engines during a reconfigure caused by a server (Kelly, 2016).
The breach was caused when a physician attempted to deactivate a personally owned
server on the network containing NYP patient data. The lack of technical safeguards
while deactivating the server resulted in the data being accessible by Internet web
search engines (Kelly, 2016). New York Presbyterian Hospital failed to implement
processes for monitoring IT data system that were linked to patient data prior to the
breach incident. NYP paid Health & Human Service three million dollars because of the
lack of notification following the breach. NYP agreed to conduct a comprehensive risk
analysis of security risks and vulnerabilities for all their data systems (Kelly, 2016).
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The Gramm-Leach Bliley Act
Personally identifiable information and financial information have been the focus of most
data protection laws. The Gramm-Leach Bliley Act limits disclosure and use of customer
information. The Gramm-Leach-Bliley Act is also called the Financial Services
Modernization Act. This act was enacted by Congress in 1999 to provide rules regarding
the privacy of nonpublic personal information collected by financial institutions such as
insurance companies, commercial banks, higher learner institutions and investment
banks (Nunn, 2007). The Gramm-Leach-Bliley Act applies to financial institutions that
handle personal information including protection of customer financial records and other
personal information. Financial institutions collect personal information from their clients
including names, addresses, credit histories and social security numbers. States are
allowed to formulate protections that exceed Gramm-Leach Bliley Act federal law
(Gramm-Leach-Bliley Act and Compliance Regulations for Protecting Data-at-Rest,
2016). Financial institutions must takes steps to ensure confidentiality, security and
privacy of customer records. Higher education institutions are consider financial
institutions because they handle federal loans (Gramm-Leach-Bliley Act, 2016). GrammLeach-Bliley Act requires financial organizations to protect against unauthorized access
information that could result in substantial harm to any customer (Gramm-Leach-Bliley
Act and Compliance Regulations for Protecting Data-at-Rest, 2016). A financial
institutions is required by the Gramm-Leach-Bliley to provide consumers a copy of the
privacy notice. Gramm-Leach-Bliley Act also prohibits falsely impersonating someone in
order to obtain their financial data.
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Federal Information Security Management Act of 2002
The Federal Information Security Management Act was signed into law as part of the
Electronic Government Act of 2002 to protect government information, operations and
assets against threats (Rouse, n.d.). This act requires federal agencies to implement a
set of process and system controls designed to ensure the confidentiality, integrity, and
availability of information (Vanderburg, n.d.). Federal Information Security Management
Act help to bring focus within the federal government to cybersecurity. Federal
Information Security Management Act required the inspector general to conduct annual
reviews of the agency’s information security program. Office of Management and Budget
will use the annual results to prepare reports to Congress on agency compliance. The
NIST Special Publication 800-53 provide the guidance for the minimum security
requirements and security controls for organizations (NIST - Special Publication 800-53
R4 - Security and Privacy Controls for Federal Information Systems and Organizations,
2014). The security controls in the NIST are designed to help both private and
government to select the controls that protect mission critical services (Dumont, 2015).
The Inspector General found that Veterans Affair’s did not comply with the agency’s
rules for securing data and allowed IT specialist access to databases beyond their
security clearance (White, 2011). Federal agencies had problems implement Federal
Information System Management Act due to unfunded mandates for additional work.
The one challenge with the FISMA is that it relies on an agency’s compliance with
reporting (White, 2011).

Payment Card Industry Data Security Standard
Payment Card Industry Data Security Standard requirements are controls that require
businesses to implement credit card data protection and compliance (Rouse, PCI DSS
12 requirements, 2012). There are twelve requirements that organizations must meet if
they handle payment cards. The PCI DSS 12 requirements are as follows (Rouse, PCI
DSS 12 requirements, 2012):
1. Install and maintain a firewall configuration to protect cardholder data.
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2. Do not use vendor-supplied defaults for system passwords and other security
parameters.
3. Protect stored cardholder data.
4. Encrypt transmission of cardholder data across open, public networks.
5. Use and regularly update antivirus software.
6. Develop and maintain secure systems and applications.
7. Restrict access to cardholder data by business need-to-know.
8. Assign a unique ID to each person with computer access.
9. Restrict physical access to cardholder data.
10. Track and monitor all access to network resources and cardholder data.
11. Regularly test security systems and processes.
12. Maintain a policy that addresses information security.
PCI DSS information security policies protect the confidentiality, integrity, and availability
of payment card data and related information systems.

Sarbanes Oxley Act
The Sarbanes-Oxley Act of 2002 (SOX) was enacted on 30 July 2002. Sarbanes-Oxley
Act provides data protection compliance requirement in section 302 and 404. These
sections require that any financial information needs to be safeguard, and its integrity
assured. SOX requires that specific internal security controls need to be identified that
protect the data and the security posture re-assessed every year (Sarbanes Oxley Act
Compliance Requirements, n.d.). Information Technology and corporate finance have to
work together to ensure that financial and technological controls work together to protect
financial data. Corporations should understand which processes, services and systems
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need to be controlled (Sox, Security Standards and Building a Compliance Framework,
n.d.).

Data Protection Acts
There have been several federal privacy bills introduced in 2015 to help with updating
data protection in the United States. United States Senate Bill 1158 called the Consumer
Privacy Protection Act help create a federal security breach notification law. The bill
would override weaker state laws while leaving stronger state privacy laws in place
(Data Protection in United States: Overview, 2015). This bill required that Homeland
Security is notified if a security breach involving more than 5,000 individuals or federal
databases. It would also make it a criminal offense for concealment of a security breach
of computerized data contain personally identifiable information (S.1158 - Consumer
Privacy Protection Act of 2015, 2015).
Student Digital Privacy and Parental Rights Act H.R. 2092 introduced by the United
States House of Representative to prohibit operators from selling students’ personal
information to third parties or collecting for purposes unrelated to education instruction. It
also requires the implementation of security procedures in cause of data breaches.
Student Digital Privacy and Parental Rights Act requires schools to delete certain
student information that is not required by the school within 45 days (H.R.2092 - Student
Digital Privacy and Parental Rights Act of 2015, 2015).
The Data Broker Accountability and Transparency Act of 2015 S.668 requires data
brokers to ensure accuracy of personal information they collect or maintain. This Act
allow individuals to dispute the accuracy of their personal information with a written
request. Individuals are provided a cost-free method to review their identifying
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information (Data protection in United States: overview, 2015). These acts are a few of
the regulations that law maker have introduced to help update our current data
protection laws.

Security Breach State Legislation
There were around 25 states that considered security breach notification bills in 2016
(2016 Security Breach Legislation, 2016). These bills were introduced to amend existing
security breach laws. Consumers or citizens are required to be notified if their personal
information is breach in this laws. There are only three states that currently do not have
consumer notification for security breaches involving personal information (2016 Security
Breach Legislation, 2016). More than 50 bills have been introduced by these various
states. Most of these bills are still pending a vote in their state legislation.
California legislation introduce Bill A.B. 259 that require agency with personal identifiable
information to offer identify theft prevention at no cost for not less than 12 months if they
have a security breach. Bill A.B. 2828 requires a person or businesses in California to
provide notification if their data were breach by unauthorized person. A Georgia Senate
Bill 306 made an amendment to their current protection removing telephone notification
as a means of information a person of a potential breach of security. House Bill 1260 in
the Illinois state legislation required businesses of security breaches notify the Attorney
General and provide notice timelines (2016 Security Breach Legislation, 2016). This
legislation from the state of Illinois is still pending for Governor’s signature. Other state
governments are adopting more security breach legislation in hopes that they would
preempt federal laws (State Data Breach Laws Should Preempt Federal Laws, 2015).
State governments are moving in the right direction with at least introducing or increase
their security breach legislations to protect the citizens and businesses of their states.
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Compliance Challenges
The current legislation for security breaches does not provide a uniform nation data
breach standard for all personal sensitive information. The breaches are currently guided
by different legislation of all state laws. The states that currently don’t have data breach
notification laws are Alabama, New Mexico and South Dakota. The states have different
notification requirements for security breaches making the compliance very difficult and
confusing for businesses (Government Focus on Cybersecurity Elevates Data Breach
Legislation, 2013). Michael Bruemmer, the Vice President of Data Breach Resolution
made the following statement “Regardless of where you do business, there is a
complicated set of state laws and regulations for organizations to follow to ensure they
are in complete compliance. A best practice to navigate the complex regulatory
landscape is to identify and begin working with subject matter experts ahead of time to
stay on track with response to a data breach (Government Focus on Cybersecurity
Elevates Data Breach Legislation, 2013).” This shows the challenges that businesses
have to overcome when dealing with security breaches in the various states. Another
challenge in compliance is there are different laws that cover financial data or health
related data for security breaches.

Conclusion
The high profile breaches of personally identifiable information affected millions of
Americans have continue to drive the interest of lawmakers on the issue of security
breaches or security compliance. There are different federal laws implemented to protect
consumer data or require businesses to compliance with certain regulations to help
reduce or elimination data breaches. There are no federal data breach standards but
there are federal privacy laws that include data breach provisions including GrammRegulations to Reduce Data Breaches | David
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Leach-Bliley Act and the Health Insurance Portability and Accountability Act. Security
breaches are starting to be the normal as more and more businesses continue to grow
over the Internet. Congress will be forced to seriously consider legislation on a national
level to tackle these growing security breach concerns by the citizens. The
implementation or amendment of security breach laws in 49 states provide different data
breach notification requirements according to their state regulations. Congress is
considering a national data breach notification requirement to replace the confusing and
challenging security breach notification requirements in the 49 states. State
governments are looking at ways to modify existing statues or implement new ones
while Congress consider a national requirement.
Congress will need to overcome several hurdles before it can adopt a national data
breach standard. However, businesses and organizations would need to comply with the
existing regulations and security breach notification laws. It is also critical that the current
security breach laws are implemented or amended to bring the laws current with today’s
technology.
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