
Running Head: GOOGLE TWO-STEP VERIFICATION 

 

 

 

 

 

 

 

 

 

 

 

Google Two-Step Verification 

East Carolina University 

David Moore 

 

 

 

 

 

 

 

 

 

 

 

 

 

 



GOOGLE TWO-STEP VERIFICATION 

 

Abstract 

 

Google Two-Step Verification is a process in which adds extra security to your google account 

and other related google apps.  This is a very simple process and yet, it is very important for the 

security of google accounts.  During the course of this paper, you will learn the following: What 

exactly two-step verification is, how it works, who can use it, the features of it, application 

specific passwords, and other apps associated with it.  The most important thing that will be 

discussed, is the security of this feature for google accounts.  Security is key with anything now; 

all confidential data can be compromised in the blink of an eye.   
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Google Two-Step Verification 

 Have you ever had your email account compromised because someone accessed your 

account with your credentials (username and password)? If so, google came up with a solution 

for this.  If you are signed up with the Gmail email provider, you will probably be persuaded to 

sign up once you finish reading this.   

 Google implemented “Google Two-Step Verification” on their Gmail accounts, now 

there is not much of a need to worry about the security of your Gmail accounts and other apps 

related to Google.  Verification is another word for confirmation.  When you log into websites or 

your email clients, you are confirming with your username and password that you are who you 

say you are.  Two-Step means that there are basically two steps to the process of confirming who 

you are which in turn will you give you access to the information you are seeking.  Such 

information would be your accounts, email, websites, etc.   

 For the sake of this paper, we will stick to Google’s verification process (Google Two-

Step Verification, 2014).  Google wanted to make their email more secure.  They came up with a 

way to do so by using something mostly everyone has – a cellphone.  This cellphone needs to 

have messaging, unlimited messaging is recommended.  The process to use the verification 

feature is fairly simple.  When you logon to your Gmail account, a six digit code will be sent to 

your cellular device and that code will in turn be entered into the text box on the Gmail website.   

The two-step concept that Google developed for their email is a great way to keep your email 

secure.  If a hacker happens to have your logon credentials, they will still be unable to access 

your account unless they also have access to your cellular phone.  If you currently have Gmail or 

are planning to join Gmail, your account will not have two-step verification enabled by default.   
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 If you are asking yourself the question, “Why should I use two-step verification?” there is 

a very good answer for that (Top-notch Google account security with a two-step verification 

setting).  Online security is something that everyone should be worried about.  People all over 

the world use the internet to control almost everything they do on a daily basis.  If you are using 

online banking, email, paying bills, etc.  , you are at risk for an online security breach.  Security 

is very important and many people are using more sophisticated ways to logon to services such 

as online banking.  Most banks require you to enter your username and password along with a 

couple security questions to gain access to your bank accounts.  If banks are using this, why 

should your email not be the same way?  

 If you currently do not have two-step verification enabled on your Gmail account, it is 

very simple.  There is only a few steps and it is highly recommended.  InstaBlogs wrote an 

article with step by step instructions on how to enable two-step and also how to sign in (Top-

notch Google account security with a two-step verification setting).  The writer of the article 

stated, “You don't need to be a tech freak to be able to put in place the verification plan.  All you 

need are the following few things and the most basic knowledge of computers.  A combination 

of both and you would be rearing to go”.   To enable Google two-step verification on your 

account, you need to follow a few steps.  First you need to login to your account as your 

normally would with your username and password.  Once you do that, there should be a circle 

shape with your photo or a black grey default image in the top-right hand corner of the webpage.  

Click on the photo and then click the word “Account.”  This is going to bring you to an entirely 

new screen and then you are going to look for the word “Security” and click that.8  One this has 

been done, you will see the words “Two-Step Verification” with the word “Enable” to the right 

of those words.  Click “Enable” and follow the instructions that appear.  The instructions are 
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fairly simple, you will be prompted to enter the cell phone number you will be using to receive 

your six digit codes.  This is the end of the setup process.  If you would like to confirm that it has 

been setup, go back to the security tab under the account page and see if “Enable” changed to 

“Disable.”  

 To sign into Google after you have set up two-step authentication, make sure you have 

your cell phone with you.  You are going to sign in like you normally would with your 

credentials and then Google is going to request that you enter the six digit code that will be sent 

to your phone immediately.  Once you enter the correct code, you will be signed in.   

 Google has included many features along with the two-step verification feature.  The 

Google features added to two-step verification are: backup phone numbers, phone calls, backup 

codes, connection issues, computer registration.   

 Backup phone numbers are very important (Google Two-Step Verification, 2014).   

When using the two-step feature, and you happen to lose the cellular phone that is registered 

with two-step, you can use the backup phone numbers feature that Google offers.  This feature 

allows you to add other phone numbers such as your house number or another cell phone to the 

account so you can have the code sent to that number.  If you are planning to do this, make sure 

it is a number that you trust.  For example, don’t use a friend’s number that you don’t exactly 

trust that may want to get access to your account.  Make sure you make the right choices when 

choosing which backup phone numbers you use.   

 When signing up for two-step authentication, there is also an option to add a land-line 

number for the customers who do not have access to text messaging on their cellular plan.  

This is a more uncommon feature because most people will have test messaging (Google 
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Two-Step Verification, 2014).  If a Gmail user falls in this category, they can add their home 

phone number, or even their cell phone (without text messaging) to the account.  If they 

decide to do this, every time an attempt is made to log in on their account, they will receive 

an automated phone call which tells them the code they need to enter on their sign-in step for 

their Gmail account.  This is a great feature because there are a few people who may not 

have cell phones and still have a Gmail account.   

 The next feature that Gmail offers with their two-step verification is the option to 

generate a backup list of their codes (Google Two-Step Verification, 2014).  For example, a 

person is going to the mountains where there is no service or maybe even overseas where the 

cell phone company does not cover, they can use these codes to access their accounts even 

away from home.  Remember, you can only access your account with the codes from a phone 

unless you are using a registered computer which will be talked about later.   

 If you ever find yourself in a situation where you are not in an area with connection, 

there is a second solution. You can download an app called, “Google Authenticator App.” It 

can be downloaded for Android, Apple Products, and the Blackberry. This app is great for 

when you have connectivity and when you don’t but mostly used for situations where 

connectivity is an issue. This app will randomly generate codes without the use of messaging 

and data connectivity on your cellular device.  

 The last feature that I think may be the best feature and most convenient of them all is 

the ability to make some computers registered with your account. If you are someone who 

uses your Gmail account many times every day, this is perfect for you. When singing in to 

your account, you can select a box that reads “Trust this computer.” If you select this box, 
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the code will no longer be needed to access your account on that particular computer.  

Beware that when you sign up for two-step, the box may be checked by default. So if you are 

signing up on a computer that is not yours, or in a public place that is used by many people, 

make sure that you uncheck that box. Having this option to make certain computers is very 

convenient. For example, if you are a business person or a student who checks their email 

constantly and also have your own secure personal computer, this would be a good time to 

check that box. You will no longer be asked for codes every time you logon to your account 

which can be very time consuming if you are in a hurry.  

 When you sign up for Gmail and start using two-step verification, it will sign your out 

of all of your Google related apps on your cellular device or tablet. If you would like to 

continue using these apps you have to use a certain thing called “application specific 

passwords” (Signing-in using application specifc passwords, n.d.). Using these is rather 

simple, you are going to have to log back in to your apps but rather than using your normal 

password, Google will generate a sixteen digit password for you. Again, these numbers are 

randomly generated. To generate a password you have to go to your security settings like you 

did when you set up two-step verification and click the tab that says “App-specific 

passwords” and follow the directions. All you have to do is label the password you are going 

to use as the app that you are going to use. For example, an application specific password for 

your Android phone, you would label it as “Android Gmail.” Once you create this password, 

enter it on your Android device for your Google login and you are then able to use your app 

again. You can create as many passwords for your apps as you would like. Once you sign in, 

you don’t have to worry about logging in again with the sixteen digit password again.  
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One question most people want the answer so is, “Is it secure?” From the information 

gained, Google two-step verification is very secure. Adding the extra level of security and 

making sure that anyone who may have access to your login information still cannot login to 

your account is very important. Without the access of the user’s phone, you will never be 

able to gain access to their Gmail account.  
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