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Introduction 

 Internet Protocol version six (IPv6) is already running on most networks by default. The 

debate of whether or not IPv6 is going to stay around or not is over. Full implementation of 

native IPv6 networks may be very far in the future, or never; but IPv6 traffic is routing in, out, or 

to your network. This internet protocol has been around since the early 1990’s. Governments, 

large corporations, and industry leaders are implementing it globally. Information Security 

(InfoSec) analysts and managers must be pro-active in pursuing education and training on IPv6. 

Online learning resources are increasingly available. Along with improving expertise, InfoSec 

professionals must improve network visibility for IPv6 traffic. Using Network Intrusion 

Detection Systems (NIDS) and honeypots can help identify potential threats and reduce network 

impact. InfoSec professionals have the ability to mitigate network risks, after improving 

expertise and visibility 

 The importance of knowing how to secure network devices and nodes using IPv6 is 

paramount. IPv6 implementation is increasing, along with IPv6 overall traffic. Increased IPv6 

network traffic will result in increased malicious activity over IPv6. Figure 1 shows the 

percentage of users that are accessing Google.com resources via IPv6. Figure 2 shows number of 

hits a second, as well as traffic volume over time. This only visualizes the steady increase of 

IPv6 traffic over the internet. This is why InfoSec professionals must be willing to learn what 

IPv6 will do on their network. “That is why it is important to understand the issues with IPv6 and 

prepare your defenses. This should be done before IPv6 networks become a larger target for 

hackers[4].” 
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Purpose 

 This resource is for information technology professionals that are interested or need to 

learn about IPv6 security in a medium to large enterprise network environment. Small networks 

or Internet Service Providers (ISP) may find this information useful, but certain information 

directly pertaining to those types of network infrastructure will not be included, like Border 

Gateway Protocol (BGP). For more information on these types of networks, reference IPv6 

Security by Scott Hogg, Eric Vyncke.  

Education and Training 

 “IPv6 is an evolution, not a revolution, of IPv4”- Chip Popoviciu.  

The features and functionality of IPv6 were created based on lessons learned from the use 

of IPv4, including the security aspects. IPv6 was designed to be more secure, but has be 

undermined by changes in standards. IPv6 is a complex protocol that has many features and 

functions, many that were not present with IPv4. The Internet Engineering Task Force (IETF) 

has many Request for Comments (RFC) that highlight different parts of securing IPv6 to help 

InfoSec professionals. Familiarity with the many options with IPv6 is necessary to be able to 

identify vulnerabilities present in the IPv6 protocol.  

Education is only one facet of preparing to secure a network, InfoSec professionals need 

to get hands on, immediately. Reading about concepts, vulnerabilities, threats, and attacks is all 

good, but until it is put into practice, the pieces won’t fit. Setup a lab environment or test 

network and begin building expertise within your organization. [3]  
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Education 

Certifications 

Certifications that are available specifically for IPv6 are few and far between. The IPv6 

Forum is a “world-wide consortium of worldwide leading Internet vendors, Industry Subject 

Matter Experts, Research & Education Networks, with a clear mission to advocate IPv6 by 

dramatically improving technology, market, and deployment user and industry awareness of 

IPv6, creating a quality and secure new Generation Internet and allowing world-wide equitable 

access to knowledge and technology, embracing a moral responsibility to the world.” They have 

an well-established certification program. They certify industry vendor products and services, 

educational courses, and individual professionals IPv6 skills. Getting a certification will be a 

good start to becoming more proficient with IPv6. IPv6 Forum also provides certifications, such 

as the IPv6 Forum Certified Security Engineer, for InfoSec Professionals. A database of 

individuals and companies that provide training and certification testing is available[5]. IPv6 

Forum certifications are not vendor specific.  

 Along with obtaining an IPv6 Forum certification or two, pursuing some vendor specific 

certifications would be recommended. Cisco has recently updated it’s Cisco Certified Network 

Administrator (CCNA) exam to cover IPv6 related topics.  

Recommended RFCs  

 A list of recommended RFCs is in Appendix B. These RFCs are relevant to IPv6 security 

and/or implementation. 
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Known Vulnerabilities [4][1] 

 IPv6 is susceptible to many types of attacks which are familiar to most InfoSec 

professionals. The attack types are similar, but the methods have changed. For example, Address 

Resolution Protocol (ARP) Poisoning is similar to Router Advertisement (RA) spoofing. IPv6 

traffic is susceptible to many of the same threats that exist for IPv4. Both IPv4 and IPv6 operate 

at layer 2 and 3 in the ISO/OSI Model. Most commonly networks are attacked by Application 

layer (layer 7) types of attacks. Network vulnerabilities at this level will not change for better or 

worse, due to the types of attacks, including buffer overflow attacks, viruses, and worms. 

Information Control Message Protocol version 6 (ICMPv6), Extension Headers (EH), and 

network reconnaissance are a few vulnerabilities specific to IPv6.  

Devices and protocols operating within layer 2 are vulnerable, such as features using 

ICMPv6, defined by RFC 4443 and 4884 . Within Layer 2, attackers have the ability to disrupt 

features of Neighbor Discovery Protocol (NDP), Stateless Address Autoconfiguration (SLAAC), 

and Duplicate Address Detection (DAD).  

 Extension Headers (EH) are a new feature exclusive to IPv6. They are defined by RFCs 

2460, 6564, and 7045. Because an IPv6 header is a fixed size, if additional options and features 

are needed to be added to the packet header, EH are used. Extension headers are vulnerable Due 

to lack of constraints, EH can be manipulated for attacks.  

 Because Network Address Translation (NAT) is not required due to the massive address 

pool available for use in networks, networks are vulnerable to reconnaissance. Recon is not a 

new concept and is usually one of the first steps for any attack. Gathering information about a 

network is the key to gaining as much access to network nodes and devices. This ability allows 
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attackers to target specific nodes with specific types of attacks based on the information 

gathered. While scanning an entire IPv6 network is practically impossible, it is still possible[2].  

 Transition technologies that exist to translate IPv6 traffic to IPv4 only devices is known 

as a tunnel. These tunnels are another vulnerability to be exploited by attackers. This 

vulnerability is addressed in RFC 6324.  

Training 

 The biggest difference between education and training is the act of “doing”. Setup a test 

environment so security personnel within your organization can see IPv6 traffic and how it 

behaves on the network. Know how IPv6 is implemented on different operating systems. Install 

IPv6 on as many different types of devices and try and get them to talk to one another. This will 

help build some confidence and it will not seem so foreign.  

 Once you have a decent test lab setup, attack it. Kali Linux is a free operating system 

built for penetration testing networks. This Linux distribution has many tools for doing network 

reconnaissance and attacks[8][16]. Software known as “The Hacker’s Choice IPv6 Toolkit” 

comes installed on Kali (Figure 3). These tools are able to find and exploit vulnerabilities over 

IPv6. [13]. These tools can help you see how attacks are crafted and to know what type of traffic 

patterns to look for. Sometimes the best way to figure out how to defend, is learning how to 

attack.  

Visibility 

 Intrusion Detection Systems (IDS) and Honeypots are great for providing visibility of 

network traffic and attacks. These systems are used for IPv4 network traffic analysis. These 

systems vary in function and price. An issue with many of the IDS and honeypot solutions 
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currently available is the lack of IPv6 support. Even those that claim to support IPv6, are not 

fully functional or prepared to handle IPv6 traffic. The following solutions are recommended 

because they will support IPv6 traffic with high functionality[Interview with Joe Klein].  

IDS 

 IDS systems are used to detect and analyze malicious activity or network policy 

violations. Bro is “a passive, open-source network traffic analyzer.” Besides being free, Bro is 

able to provide an extensive library of logs containing information about network traffic packets 

and application-layer transcripts. Bro supports both IPv4 and IPv6 transparently. Because Bro 

handles both IP types simultaneously, it is an ideal solution for dual-stack environments. Bro is 

customizable for different organizations’ network needs. Bro has several different deployment 

configurations that allows for scalability. Bro is tested and used by InfoSec professionals. 

Downloads, documentation, and other supplemental materials needed to learn more about bro 

deployment and use can be found at www.bro.org.  

 Other IDS can be used in conjunction with Bro if needed, like Snort [12]. Snort is free 

also, but in order to get updated rules fast, a Snort Subscriber Rule Set License is required. This 

would be necessary for an enterprise environment. Also, Snort IPv6 functionality is not native 

and has to have IPv6 plugins installed. Snort signatures are capable of being written for 

IPv6[10]. One solution based on Snort, Cisco’s Sourcefire IPS/IDS solution claims to be IPv6 

compliant. There is a lack of documentation on exactly what it will do for IPv6 traffic. One 

known problem with Sourcefire is the inability to handle fragmented packets in high volume [7].  
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Honeypots 

 A honeypot is a device or node configured to attract hackers and attacks, and log the 

malicious activity for monitoring  and/or reaction. HoneyDrive is an open-source Linux image 

running on Xubuntu, that comes loaded with several honeypot applications, including Kippo, 

Honeyd, and Dionaea. Kippo is a honeypot solution that logs Secure Shell (SSH) connection 

attempts. Kippo has been successfully implemented to track IPv6 SSH connection attempts.  

 HoneyDrive does not inherently come with an IPv6 specific honeypot. A honeypot called 

6Guard can be installed on HoneyDrive and was designed to detect all of the attacks in the THC 

IPv6 Toolkit. [14]  

Data Collection and Analysis 

 Once IDS and Honeypots are implemented within the network, there is the taxing task of 

retrieving the log files and data associated with the machines. One free open-source tool that can 

be used for statistical analysis and visualization is Elastic tools. These products can be used to 

“search, analyze, and visualize your data, allowing you to get actionable insight in real time.” [9] 

Specifically for Bro and Kippo, Elastic’s products can handle continually growing log files, and 

allow for instant access. This can be automated via some scripts and provide some assistance 

when trying to translate the data to non-security proficient personnel.  Data collection and 

analysis can be done manually, but it is time consuming and inefficient. 
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Risk Mitigation 

IPv6 Considerations 

 Not every security feature is right for every network. Some additional security measures 

can be taken in order to help secure IPv6 traffic and reduce vulnerability exploitation. Before 

IPv6 is enabled, the following risk must be considered[1][4]:  

 Automatic address allocations and configurations, i.e. SLAAC 

 Preventing spoofed IPv6 routers aka rogue routers 

 Ensuring the integrity of IPv6 packets 

 Intranet tunnel traffic control 

 Traffic between intranet and internet 

 End user protection 

The following are defensive techniques, tools, and features in IPv6, as described by Joe Klein at 

the gogoNet Live! 3 event [6] that can be used to harden network nodes against attacks:  

 Take advantage of availability of large address pool. Use less NAT.  

 Non Routable Addresses (RFC 1918) via ULA 

 Secure Neighbor Discovery (SEND) – Crypto-Generated Address (CGA) 

 IPSec 

 Server Enclave Domain Isolation (SEDI) 

 Common Architecture Label IPv6 Security Option (CALIPSO) 

 DHCPv6 – Multi-Interface setup & signed 

 Multicast NTPv4 with Autokey public key authentication 

 Leverage DNSSec to storage or public Keys of registered devices 
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 Leverage DNSSec with ‘split-brain’ to limit disclosure 

 Multicast Signature and Security Information – “Parallel Push” 

 Fast Address Maneuvering 

 Infrastructure Hiding.  

Stick to the Basics 

Mitigating risk is a large concern for implementing security on any network. Create 

organizational policies that best fit the network infrastructure and functional needs. It is very 

important with IPv6 traffic, due to the large address pool, that ACLs are created to allow only the 

traffic needed on the network and deny everything else. Develop a strong device/node refresh 

cycle and take inventory of network nodes. Ensure the firmware, software, and applications are 

up-to-date[4]. Blacklisting, an IPv4 common practice involved blocking individual malicious IP 

addresses, and allowing the rest. With so many IPv6 addresses available, this method will prove 

to be ineffective at protecting networks. Whitelisting, is essentially the opposite practice of 

blacklisting, allowing IP addresses and subnets as needed and blocking everything else.  

Focusing on the basics is really the best way to prevent network attacks. Network 

security education should not stop with the system admin, engineer, or manager. Education needs 

to be passed to the end-user as well. “There is no substitute for generating awareness of dangers 

such as blind opening of attachments or the installation of unauthorized software [15].” 

Networks are getting more advanced, and security tools are getting more complex, but still 

education of end-users provides a single point of failure. 
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Conclusion 

 IPv6 risk mitigation can be done properly by having the right tools to provide visibility. 

Knowledge and hands-on experience will only improve capabilities to manipulate tools to 

provide increased visibility to be able to further reduce threats to network assets. Education, 

training, visibility, and risk mitigation should be the first step in any IPv6 implementation plan. 

The tools and resources referenced in this document contain far more information than what is 

included, but the tools and resources are available and mostly free. InfoSec Professionals can no 

longer afford to ignore IPv6. Vulnerabilities are present, threats are real, and attacks are 

happening.  
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Appendix A- Figures 
 

Figure 1- IPv6 Traffic Accessing Google.com resources  

(http://www.google.com/intl/en/ipv6/statistics.html) 
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Figure 2- Akamai IPv6 Traffic Volume  

(http://www.akamai.com/ipv6) 
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Figure 3- Kali Linux with THC IPv6 Toolkit 
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Appendix B – Security Related RFCs 
 

• RFC 1925 “The Twelve Networking Truths” 

• RFC 3226 “DNSSEC and IPv6 A6 aware server/resolver message size requirements” 

• RFC 3439 “Some Internet Architectural Guidelines and Philosophy” 

• RFC 3756 “IPv6 Neighbor Discovery (ND) Trust Models and Threats” 

• RFC 3776 “DNSSEC and IPv6 A6 aware server/resolver message size requirements” 

• RFC 3971 “Secure Neighbor Discovery” 

• RFC 4301 “Security Architecture for the Internet Protocol” 

• RFC 4443 “Internet Control Message Protocol (ICMPv6) for the Internet Protocol 

Version 6 (IPv6) Specification” 

• RFC 4891 “Using IPsec to Secure IPv6-in-IPv4 Tunnel” 

• RFC 4942 “IPv6 Transition/Co-existence Security Considerations” 

• RFC 6980 “Security Implications of IPv6 Fragmentation with IPv6 Neighbor Discovery” 

• RFC 7048 “Neighbor Unreachability Detection Is Too Impatient” 

• RFC 7123 “Security Implications of IPv6 on IPv4 Networks” 

• RFC 7217 “A Method for Generating Semantically Opaque Interface Identifiers with    

IPv6 Stateless Address Autoconfiguration (SLAAC)” 

• RFC 7321 “Cryptographic Algorithm Implementation Requirements and Usage Guidance 

for Encapsulating Security Payload (ESP) and Authentication Header (AH)” 


