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Cybercrimes refer to crimes that involves networks, and computers. For example, hacking, 

internet fraud, identity theft, and hate crimes are all consider cybercrimes. These crimes are 

divided into two categories, which are crimes that target computers directly such as viruses, and 

malware. Also crimes that use computer networks to steal personal information, financial 

information.  The first cybercrime is dated back to the 1820s in a textile manufacture plant in 

France, but it was not like a modern cybercrime because this particular crime did not involve a 

computer, and at that time the closest thing to a computer was an abacus. Joseph-Marine 

Jacquard, who owned the textile manufacture company invented the loom device, which is was 

used to weave special fabrics. This device threatened Jacquard’s employees because they were 

scare to lose their job to the loom device. Consequently, the employees decided to sabotage the 

loom device so that Jacquard would be discourage from using it. As I stated before this crime 

was very different from our current cybercrimes. In today’s world our technology is so advance 

that cybercrimes can be very devastating.  

Hackers are the criminals that perform cybercrimes such as identity theft, viruses, and fraud. 

These are people who are very knowledgeable with computers, networks, and programming. 

There are two types of hackers, which are the white hat, and the black hat hackers. The white hat 

hackers are also knows as ethical hackers because they do it for a non-malicious reasons. These 

White hat hackers are computer security experts who are hire by companies to test their network 

Security to make sure it does not have any vulnerabilities. On the other hand, the black hat 

hackers commit cybercrimes for personal gain and malicious reasons. These hackers focus on 

exploiting businesses, and residential networks hoping to find a vulnerability in their network 

that will give them access to their files, and information. Furthermore, there many different types 

of cybercrimes that are very common. For example, identity theft and fraud are among the most 



common cybercrimes. Identity theft can be done by phishing, which is when a hacker tries to 

steal bank information, or any identifiable information using e-mail spam and bogus websites. 

Another cybercrime is cyberstalking, which is when someone uses the internet to harass, stalk, or 

threaten an individual or an organization. This can be done by email, social media, or any other 

online means. Also, cyberterroism, which is the use of computers, networks, and internet for 

terrorist attacks against information systems to create panic and disruption. This type of 

cybercrime is usually done with viruses, which are programs that can reproduce themselves 

within your computer to harm files or other programs in your computer. These are just a few of 

the many cybercrimes out there, and because of the technological advances these crimes are 

becoming more common. Hacker are becoming smarter, and are always finding new ways to 

cyber-attack networks, which is becoming more costly every year. According to Tommie 

Singleton who is the author of The Top 5 Cybercrimes, “56 large U.S. businesses surveyed 

reported an average annual cost of $8.9 million for cybercrimes, with costs reaching $46 million 

for one company” (Singleton, 2013). Every day more major corporations in the U.S are being 

threaten with cybercrimes, and this number is going to keep increasing. The U.S. is ranked the 

number one country in the world with the most cybercrimes. 

 



According the 2012 internet crime report by the Federal Bureau of Investigation (FBI), and 

Internet Crime Complaint Center (IC3®) “the IC3 received 289,874 consumer complaints with 

an adjusted dollar loss of $525,441,1101, which is an 8.3-percent increase in reported losses 

since 2011”. IC3 is one way the government is trying to fight cybercrimes in the U.S. This 

organization was established in May 8, 2000. The FBI has developed many different task forces 

to help in the war against cybercrime. 

This is an issue that could affect anybody, not just major corporations. There millions of 

innocent people who are victims of cybercrimes around the world. For example, one the most 

recent incidents was the Target incident in 2013 that affected over 40 million people who used 

their credit cards to shop in Target. A lot of the people who credit card information was stolen 

from target were able to get the money that was taken out of their account back. But not 

everybody is that lucky, because there are millions of people who lives has been robbed from 

them. Identity theft, which is one of the most common cybercrimes in the world can devastate a 

person life. These hackers who steal people identity to sell in the black market or to open credit 

lines don’t think about how that person’s life can be ruined. There many things that can be done 

to try prevent this from happening to you. Make sure you have your computer or network 

firewall turned on to prevent hackers from hacking into your system and steal passwords or other 

important personal information. Also, you want to make sure you have a good anti-virus 

software install in your computer to prevent malicious viruses from entering your computer or 

network. There many great anti-virus software’s are developing new ways to make sure your 

computer is safe from hackers. Make sure that your network or computer is up-to-date to fix any 

bugs that your system might have. Another, great way to prevent hacker form hacking into your 

systems is to be careful with what you download to your computer or network. There many fake 



programs, and advertisements in the internet that contain malicious malware to harm your 

computer. Make sure you don’t open e-mails from people of companies you don’t know, because 

e-mails is the most common form of transportation for viruses. Finally, make sure you turn your 

computer and network off when you are not using it.  

Cybercrime have become a major issue in our world, this is something that everyone should take 

very serious because anyone could be a victim. There many agencies who are working very hard 

in trying to decrease cybercrime, but as I stated before hackers are becoming more intelligent and 

are finding other ways to cyber-attack major corporations and the people. This is a war that is a 

long way from being over.  
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