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  Social Engineering: The Overlooked Exploit  
 

 We are in a world where the rapid advancements of technology have become the 

focal point of almost every industry. Organizations are expanding faster than ever. 

Countries are rolling out attractive incentive programs for professionals who can protect 

its physical and digital assets. Past technical exploits of past generations, has resulted in a 

newfound awareness of the importance of information security. The phrase “information 

security” usually evokes an image of a tech savvy individual using various devices to 

probe for unauthorized information. However, the human approach, often called social 

engineering, is the art of using psychological manipulation to obtain unauthorized 

information. It is one area that is rarely thought of and is increasingly being seen as a 

vital tool in circumventing evolving security mechanisms. 

 When most people hear the phrase “social engineering” they think about a 

charismatic con man. However, in the context of information security, social engineering 

has no face and people really are not well informed on the finer details of it. Most of the 

world has a broad idea of what it encompasses due to the Internet and security overview 

classes. However, most lack the pertinent knowledge required to not become a victim.  It 

can be broken down into two interrelated categories: technical and non-technical. In this 

paper I will be explaining the concepts of social engineering including: the reasons 

hackers resort to social engineering, many of the common exploits they use, provide a 

plausible scenario, and discuss the future of social engineering attacks.  
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 Social engineering has become the precursor to a modern attack and in some 

cases, the main event of an attack. Hackers are combining their technical expertise with 

social engineering because they are aware that exploiting an individual is much easier 

than spending time attempting to bypass advanced security measures. They have learned 

that the main weaknesses of companies and organizations are the people protecting it. 

This is partially due to natural human behaviors such as the desire to trust people, be 

helpful, curiosity, carelessness, and lack of knowledge. Naturally, people do not want to 

assume that every stranger they meet is trying to exploit them. We also have a tendency 

to be curious about other people and helping someone in need makes us feel better about 

ourselves. Furthermore, there is a certain level of information we are comfortable with 

learning and we unconsciously choose to remain ignorant of knowledge we label as 

boring or irrelevant. These behaviors and thought patterns are the reasons the 

psychological approaches utilized in non-technical social engineering attacks are 

effective.  

 Non-technical attacks have a number of psychological approaches and physical 

procedures that some people choose not to challenge. An impostor could impersonate an 

authority figure, a CEO, in order to gain access to a facility; where in the process making 

a low-level employee fear losing his job or risk the ability of receiving a promotion. 

Additional examples include using urgency and scarcity in an effort to further coerce the 

employee to comply with your demand. Pressuring them to make hasty decisions by 

insinuating you are in a rush and forgo the established protocols of verifying the 

impostor’s identity is another example used by social engineers. The last approach 

involves building a relationship of trust, understanding, and intimacy. This is where the 
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impostor charms the victim into liking or trusting him. This could be the most dangerous 

approach because social engineers are aware that befriending one employee often leads to 

befriending other employees. All these approaches can be great tools of reconnaissance 

and when combined with the physical procedures in the next section, can dramatically 

lessen difficulty involved in orchestrating an attack.   

 Dumpster diving for information, tailgating behind unsuspecting victims, and 

shoulder surfing are the physical ways to obtain information that often goes unnoticed.  

Companies have a habit of improperly disposing of information they no longer need. This 

can include calendars, memos, phone directories, organizational charts, and policy 

manuals. Attackers might consider these old calendars as schedules, vacation days, 

conference events, or even hours when the office might be easily accessible. Old memos 

can contain names, letterheads, addresses of affiliated vendors, and even showcase the 

writing style of that corporate environment. Phone directories and organizational charts 

directly tell you names of employees and who has the most authority. In the right hands, 

policy manuals can give the attacker a broad overview about the security infrastructure.  

 Tailgating and shoulder surfing still are problems because of the aforementioned 

human behaviors. Most employees avoid offending their colleagues by holding the door 

open for them instead of making them use their access credentials or not directing them 

to look elsewhere while inputting sensitive information. People need to be more 

conscious of their habits and duties that put their organization at risk.  

 These techniques are powerful because they provide a convincing air of 

credibility. It’s difficult not to concede to someone with all the right credentials, who 

knows the finer details of your organization, and who has enough power to influence 
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your future based off of the interaction between you two.  Imagine how convincing and 

stressful it would be if the following scenario occurred at the end of your shift.  

 An impostor arrived as an important client to conduct business inside of your 

facility. This impostor obviously would have on the perfect outfit, authentic looking 

documents with the company’s letterhead signed by your manager, and a decent layout of 

the facility.  However, all of this information was obtained through the Internet, 

intelligent phone calls to customer service, and reconstruction of shredded documents in 

the company’s dumpster. Everything appears to be legitimate, but the security policy 

states that at this hour, no outsiders are allowed on the premises, regardless of the 

circumstances. The impostor knows you want to verify his information, so he hurriedly 

proceeds to give you the full names and positions of managers who arranged this, their 

exact schedules and times of meetings, names of your colleagues who have allowed him 

to enter in the past, and how you could lose your job if your boss knew about this delay. 

Unless you are well informed on the nature of social engineering attacks, this interaction 

would usually go the impostor’s way. 

 Let’s pretend this same impostor preferred the technical side of social engineering 

attacks. He can try phishing attacks and its many variations, spam, hoaxes, typo 

squatting, Trojan horses and other malicious software that do not require face-to-face 

interaction. Of these, the most common attack is phishing, the use of deceitful email 

messages in an attempt at obtaining sensitive information. In close second is spam, which 

is unsolicited junk email. Spam is successful due to the enormous volume at which it is 

distributed. Although only a small percentage of people respond to spam, attackers still 

net massive profits due to the shear volume at which it is distributed. Hoaxes take the 
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face of a false warning to a non-existent threat. Similar to the detailed scenario of the 

impostor, the success of phishing and hoaxes stem from their air of legitimacy and 

uninformed victims. Additionally, relying on the typographical errors of Internet users in 

web browsers, called typo squatting, is one exploit that in past years could easily go 

unnoticed. The user only needs to be incorrect by one letter and the imitated webpage that 

is loaded can execute its payload without any further action from the user. Most victims 

would not even notice the spelling difference in gooogle.com and google.com in the URL 

bar. The reasons for success between technical and non-technical exploits overlap and 

hackers will use them in combination to craft more elaborate schemes in the future. 

  According to Sharon Conheady from First Defence Information Security, there is 

an interesting future to social engineering. In her talk at Defcon 2010, she suggested the 

future will have some of the same tricks. With the development of new technology, we 

will see more sophisticated and targeted attacks, and the use of social media and 

automated systems to simplify the exploits will increase. We are likely going to see many 

old attacks originate in new forms using social media sites. It’s also becoming 

increasingly simple to impersonate characters from various backgrounds with the 

prevalence of consumer sites such as eBay and Amazon. Attacks will become more 

refined and there will be an increase in targeted attacks against specific individuals and 

corporations such as spear phishing and whaling, which also happen to be the most 

successful. As the popularity of social media sites continue to grow, we are likely going 

to see social media sites used for more than reconnaissance.  Automated systems can 

extract the information for the hacker, intelligently initiate the exploit, or even automate 
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an impersonation. This knowledge can be quite alarming but its important that everyone 

is well informed on the all the available platforms hackers now have at their disposal.  

 Social engineering is often one area of security that employers do not emphasize 

enough. It’s progressively becoming the attack and reconnaissance method of choice that 

employees need to learn how to handle. The focus should not shift from the more 

technical security vulnerabilities, as those are also vital, but the awareness level of the 

exploits presented in this paper need to be better understood by the people safeguarding 

the organization.  
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