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CLOUD COMPUTING: THE FUTURE IS CONTAINERS 

Abstract 

Cloud computing is a growing trend seen today in outsourcing computing needs. Through 

cloud computing, the costs associated with maintaining a plethora of physical hardware systems 

is being mitigated because companies are now using systems that are actually located remotely. 

Cloud providers must be able to provide these resources in the most optimal manner, both for the 

benefit of their customers and for the benefit of streamlining operations.  Imagine a data center, 

which is a site full of servers. Now, imagine a company like Amazon or Microsoft that provides 

cloud resources to companies around the world.   What is the best possible way for a company in 

Arizona, a company in New York, and a company in Mexico City to be provided, through the 

cloud, an operating system with applications to be used for day-to-day work activities?  The 

providing company would have to implement a solution that takes a part of its computing 

resources from the data center and dedicates it to the customer.  The current method that seems 

most popular is virtual machines.  Through this method, the computing resources can be divided 

up properly to meet the customer's needs, but there is another method, while not exactly new, 

that is growing in use.  This new method uses containers, and it requires less resources to run 

than those required through implementing a virtual machine.  This paper will explain what 

containers are, how they work, and the benefits of using them. 
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Cloud Computing: The Future is Containers 

Summary 

Nowadays, most people have at least heard of the cloud, but don’t fully comprehend how 

it works or how to best utilize it for business process improvement.  In the years to come though, 

the cloud will play a major part in the day-to-day operations of most, if not all, businesses.  “In a 

recent study by the Pew Internet and American Life Project, 895 technology stakeholders were 

questioned on their expectations for growth in cloud computing and nearly 71 percent believe 

that by 2020, the cloud will dominate information transactions” (Bowers, 2011, p. 50).  The 

struggle for providers of cloud services will grow as use increases and the market matures.  In 

such a market, competitors must find efficiency in procedures to gain advantages over those who 

strive to increase their own market share.  This will be reflected in the methods used to provide 

cloud services as these will become more agile and adaptable, thus making them more 

streamlined.  There will be many advantageous elements that come from streamlining any 

operational process.  Herein, we will cover one cloud process optimization called containers, 

which provide a way to give businesses their needed services from the cloud in a way that is 

faster and more efficient. 

Analysis 

Quick Cloud Services Overview 

 To establish what exactly the cloud is, it will be covered briefly here.  The cloud, in 

essence is the Internet.  When communications pass out of the local network, they can be routed 

through many different links on their way to a plethora of hosts and/or servers across the globe.  

Cloud services would then be a way for a businesses to outsource its information technology (IT) 
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needs to a provider, which is one of these places that can be connected to on the Internet.  A 

cloud provider will have a data center, which contains many servers with computing resources 

that can be dynamically divvied up as the needs of customers rise and fall.  Computing resources 

come in the form of CPU power, memory requirements, storage needs, and so forth.  There are 

basically three different services offered by providers, but keep in mind that there are many sub-

offerings or differentiations out there.  The main three classifications are Infrastructure as a 

service (IaaS), Platform as a Service (PaaS), and Software as a Service (SaaS) (Suciu, Halunga, 

Apostu, Vulpe &Todoran, 2013).  Firstly, IaaS is the process of offering the hardware needed by 

clients, meaning that the clients will oversee installations, maintenance, and security measures.  

PaaS, on the other hand occurs when the provider sets up services for the business to use such as 

an operating system or even a web server.  Lastly, SaaS takes this progression one step further.  

SaaS will provide a complete suite of computing services including things such as a full 

operating system and accompanying programs for the customer to use.  These are prime 

examples, but how are such things accomplished?  How do we take a data center full of 

hardware, and separate it, so that each customer has a portion of resources needed to operate 

efficiently? 

Containers vs. Virtual Machines 

Virtual machines have thus far been the prevalent method used in cloud data centers for 

dividing resources for customers.  This method comes in many different flavors from companies 

such as VMware, Microsoft, and other smaller ones.  To start with a description of virtual 

machines, it is good to get a look at an illustration to more fully understand it.  Below is Figure 

1, which represents this type of virtualization at work. 
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     Figure 1. Note. From (Strauss, 2013) 

Imagine a normal desktop computer.  It has all the required hardware items to function.  

Now, imagine the bottom layer seen in Figure 1 as that computer, but in reality it is a large server 

with the many hardware resources available from stacked systems in a data center.  This bottom 

level is a full operating system (OS) and can be called the host OS.  This host OS, in most data 

centers will also be the hypervisor.  The hypervisor allows for the sharing of physical resources 

to the upper virtual guest operating systems.  Just to clarify, there are two types of hypervisor 

implementations.  The first type, such as the freely distributed VMware Player, would be 

installed as a program into a home operating system, and the second type, such as the enterprise 

version VMware ESXI is a hypervisor that acts as its own operating system and communicates 

directly with the hardware (Kleyman, 2012).  This second mentioned system is the preferred one 

to use in large data centers as it is more efficient. 

Looking up from the host OS/hypervisor as seen in Figure 1, one can then see where the 

Guest OS lies.  This can literally be any operating system that the customer needs.  From Linux 

to Windows, even to UNIX, the installation programming sees the virtual machine presented by 

the host OS/hypervisor as a legitimate physical machine.  It is important to note that resources 
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for an entire operating system must be given and maintained for each instance of a guest OS.  

This has to be taken into account when considering resources needed, which will be an important 

aspect pointed out further on when making the argument for containers. 

Next, we see the binaries/libraries needed for the actual running of certain applications.  

Binaries can simply be described as computer code, programs, or even objects.  For example, 

think of the computer code a programmer writes to complete some simple task such as 

converting a JPEG formatted picture file to a GIF formatted picture file.  Binaries are the result 

of compiling the code written in C++, Java, PHP, python, etc….   This compiling creates a 

binary file that is readable by the computer.  It is important to understand that all major 

applications use smaller programs or objects to complete certain tasks.  In saying this, one can 

see exactly why these are so important because every application needs access to these types of 

files to function. 

Libraries are basically a collection of these binary objects that are used often by 

applications.  “A library, in a broad sense, is a collection of procedures, functions, classes or 

other elements of a computer program” and “these elements are usually grouped into categories 

that define their functionality” (wiseGEEK, 2015, para. 2).  These are used by all applications 

and programs that may run on the operating system.  Libraries are a common way for all 

programs to interpret data and definitions.  An example of a library would be a file containing 

compiled code that has many objects that relate to a specific concept such as the above 

mentioned example of graphic pictures.  This library would have many common objects that can 

be used during the conversion process.   
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Moving on to the final top layer, one can see the actual applications and/or processes that 

will be utilized to perform needed activities.  This layer is the final outcome of any computing 

system.  These are the applications used by biologist to write reports in Microsoft Word, by 

statistical analysts to perform calculations, or even a gamer to play Call of Duty. 

Now that the format or structure for virtual machines has been covered, a comparison to 

the structure of containers can be performed.  Once again, this will be best illustrated by using a 

figure.  Below is Figure 2, which represents container virtualization at work. 

 
     Figure 2. Note. From (Strauss, 2013) 

Instantly, we can see that one layer is missing as opposed to virtual machines.  The same 

three upper level components are present, but there is no need for a host OS/hypervisor as the 

container setup has the core operating system running directly on the bare metal.  Also, one can 

see that the binaries/libraries layer extends horizontally across.  Being that both this layer and the 

core operating system extend across, this means that they are shared by the applications and/or 

processes.  Already we have a leaner, more streamlined version as compared to virtual machines, 

but how is this possible?  Virtual machines, while not a simple concept, are a little easier to 

understand because the method separates, entirely, each operating system, thereby making the 
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installation of an entire operating system that runs on its own more comprehendible.  In 

comparison, we will explore exactly how containers work, and especially how the concept 

allows applications to share the levels below as opposed to having vertical separation throughout. 

Containers interact with the underlying host OS much like any process would.  Each 

container can be launched in seconds and provisioned the hardware resources needed on the fly.  

The reasoning for containers comes from this fact.  Imagine there is a need to launch an 

application such as a high level financial analysis program while at the same time launching a 

program to receive and process stock transactions.  Previously, through virtualization, there were 

two ways of accomplishing this.  Option one would be to install both applications on one virtual 

machine.  This presents a problem of allocating resources to fit the needs of both applications in 

a dynamic environment.  To do so, resources would have to be allocated for the whole operating 

system, as opposed to independently for each application.  The second option would be to have 

each application ride on top of its own operating system.  This is a solution for separation, but it 

incurs the cost of having to allocate extra resources for the operating system as well.  Containers 

solve this issue.  Containers separate applications that run on top of a single host operating 

instance, and each container can dynamically be controlled to give or limit an application’s 

hardware allowances while also providing a mechanism that allows the individual processes to 

communicate with each other, if need be, through IP networking without compromising each 

container’s security (Daci, 2012).  This is important in that separation means control.  High-end 

applications such as those used in the financial sector may need drastically high amounts of 

computing resources at certain times and much less at other times.  This can be better allocated 
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on a per application basis as opposed to a per operating system basis.  This allows administrators 

to drill down specifically to each problem, analyze the needs, and solve problems much quicker. 

The mechanisms for how this works are important to understand.  From the standpoint of 

data centers, the predominant host OS being used is the Linux kernel.  Although and obviously 

Microsoft uses a Windows kernel, the example that follows will be from a Linux standpoint.  

Back in the 70s and 80s, the concept of a “chroot jail” appeared on Unix systems, and since 

Linux is a more modern form or a Unix-like system, it is possible to implement this in Linux as 

well (Reiter, 2015).  This concept enabled administrators to effectively take a root directory, 

which is the top level directory for a Linux disk or operating system, and basically mount it 

under another, already established, host OS.  This effectively isolates that directory and all of its 

contents because, in a Unix-like system, the root directory acts as its own operating system, in a 

sense.  “Because Unix-like operating systems already run with ‘protected memory’, there is no 

need for further protection between processes or users” (Reiter, 2015).  This is the primary way 

for containers to implement multiple processes that ride on top of one host OS.  The processes 

being used inside this “chroot jail” are not visible to other processes being ran in a similar 

manner.  This provides for user authentication to one process, which also provides security 

because the user would not have access to any underlying files.  So, how is this applied to 

containers, and how is the above lying “jail” able to communicate to use the binaries/libraries 

and host OS kernel? 

“Chroot jails” were not a feasible or complete answer in the long run.  This is why virtual 

machines have dominated the cloud landscape thus far, because while the “chroot jail” did offer 

separation, virtual machines did it on a higher level and was able to allocate resources as needed.  
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Enter the Linux kernel feature called cgroups.  These “allow machine-type constraints to be 

applied to individual processes,” so “it’s possible to isolate networks, control CPU usage, and 

limit memory and other resources much like a hypervisor does for an entire virtual machine” 

(Reiter, 2015).  This is how containers compete with virtual machines because it gives the 

administrator options similar to using a hypervisor, in that, one can dynamically allocate 

resources on a process level as opposed to doing so for an entire Guest OS.  Combining cgroups 

with the “chroot jail,” allows processes in the upper layers, as seen in Figure 2, to use the 

resources of the host OS kernel and its binaries/libraries while also making sure that each process 

instance is separated from one another (Reiter, 2015).  Because of this ability for process 

isolation, containers can be seen as a more optimal alternative to using full blown virtual 

machines when a single application is needed. 

Now, we will point out the advantages seen for containers over using virtual machines.  

Certain matters such as hardware efficiency, energy efficiency, speed, quality of service, and 

security will be covered.  Although, there are these aforesaid advantages, there may be instances 

where virtual machines are a better alternative to using containers.  It is important to cover this as 

well as containers may not be an all-inclusive answer to every situation. 

Hardware Efficiency 

 Virtual containers require less system resources to operate as pointed out previously.  

This is because the footprint of a container is ultimately less when compared to virtual machines.  

“The most obvious benefit of Linux containers is that they are much more efficient in terms of 

memory, drive space and CPU utilization” (Daconta, 2013, para. 5).  One can take two 

perspectives when thinking about this.  To run the same processes currently needed for a 
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business, virtual containers would require less hardware resources to function, thereby making it 

cheaper to implement.  The other perspective would be to think that a business could leverage 

the same hardware components currently being used to do more by running more processes.  The 

first scenario would be considered as cost saving.  The second scenario would be considered as 

leveraging the optimization to gain more processing power.   

Energy Efficiency 

 As noted above, we see that less hardware is physically needed in virtual containers to 

run the same applications.  These efficiencies make the physical systems required leaner, which 

means less resources to do the same job as done before with virtual machines.  Pantheon (2015, 

para. 2) claims “containers 9x more efficient than virtual machines.”  This is possible because of 

the inherent configuration or design of the virtual container.  The system allows resources to be 

controlled more tightly or on a more granular scale because it is single process oriented as 

opposed to whole operating system oriented.  One may think that this would not necessarily 

increase efficiency so much as to be noticed, but in a large scale data center, the energy savings 

could be tremendous. 

Speed 

In a production environment, seconds may count in every situation.  The time it takes for 

a full blown operating system to boot up can take quite a long time in computer terms.  Virtual 

machines take upwards of five minutes to complete boot-up, whereas a container can be brought 

up and down within seconds (Daconta, 2013).  This does not consider other startup programs that 

may run after boot up as well.  One example that is a common occurrence when booting a 

Windows system is to have the anti-virus run a full system scan.  Another example is system 
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updates, which are a common occurrence on all system types.  Containers takes away the need 

for whole operating system boot, because a common host OS is used that should already be 

running, which decreases the time to wait for work to be completed. 

Quality of Service 

Throughout the years, virtual machines have been seen as being more dependable, hence 

their prevalent use.  Containers have come a long way in terms of usability, efficiency, and 

quality since cloud computing became popular.  Phelan (2014, para. 3) claims in relative terms 

that “containers and virtual machines are approximately equivalent.”  If containers can offer the 

same benefits as virtual machines and be more efficient, the technology can be seen as a viable 

alternative. 

Security 

Security is an area where containers receive a lot of argument, both for and against.  

Being that the technology, in computing terms, is relatively new, there is much yet to still 

understand.  Utilizing applications in containers is still new to the broader IT community, which 

means that standards and practices for security are not tested and proven (Zeltser, 2015).  

Patching and/or securing systems on a process level instead of an operating system level requires 

a different approach.  Two problems come to mind, one being container sprawl and the other 

being isolation. 

Container sprawl happens when a host OS has many application instances running 

concurrently.  For a large business, the number of containers needed could be quite large.  This is 

problematic in that an administrator may find his or herself with applications in containers 

existing with different patch levels, which could be a big risk (Zeltser, 2015).  Managing these 
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applications would be of the highest concern.  There would need to be a strict schedule for 

checking security patches to ensure vulnerabilities are not left exposed. 

The next concern may be the biggest.  Segregation used by virtual machines for entire 

operating systems is more robust, thereby making each guest OS highly separated from the 

underlying host OS (Zeltser, 2015).  In essence, the container uses separate runtime 

environments within the host OS to separate application instances, but this separation is less 

clean cut than that of a hypervisor.  One common threat is that gaining root privileges for the 

host OS may give a malicious attacker the means to traverse the limitations set for separation of 

containers.  This leads to a very big threat from the most prevalent attack seen by security 

analyst; social engineering.  If root passwords are the big vulnerability, then there must be trust 

given to those administrators with root level access.  It is then very important to increase 

awareness for staff to prevent password theft through attacks such as phishing. 

Given the above security risks talked about, is it plausible or worth it to use containers?  

The benefits may outweigh the risks.  As with any system, there will always be security 

concerns.  If we look back through history, unique and ingenious new technology that changed 

the way businesses conduct their affairs have always had security concerns.  In the long run, 

these security concerns were met through proactive security approaches and risk management.  

This is why containers are here to stay, and use will only increase in future. 

Instances where Virtual Machines may be a Better Alternative 

 Thus far, it has been proved that virtual containers offer many advantages such as cost 

savings through improved resource usage and speed, but using containers must be considering on 

a case-by-case basis.  There are specific examples of times where a virtual machine may be the 
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best solution.  If a company handles highly sensitive data, containers might not be the best 

solution.  As mentioned previously, the separation of a container and the underlying host OS 

seems to be less secure than the hard line drawn between a virtual machine and the hypervisor or 

host OS.  This is not to say that virtual containers are not secure, but the technology is still 

relatively new, and a technology leader may not feel the benefits outweigh the risks.  Such an 

instance may actually rule out the cloud entirely.  Another example would be if a business had 

the need to concurrently run many different operating systems.  Because of the nature of virtual 

containers, running many different applications specific to different operating system types 

would not be possible.  If you have a process that normally runs on an Apple server and process 

that is native to Windows, one would need two different host OS systems because the 

applications would need different underlying kernels.  The point is that evaluation of needs must 

be considered before any implementation, so there will likely be many areas or needs that cannot 

be fulfilled through virtual container usage. 

Conclusion 

Containers are here to stay.  Their use will only increase because the benefits are many.  

As the use of cloud technologies grow, so too will the use of containers.  Although we may see 

container usage surpass that of virtual machines in the cloud, virtual machines will still have a 

place and use.  Containers do not solve all problems, but the technology is just another tool in the 

arsenal for both cloud providers and cloud customers. 
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