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 Information Technology (IT) security has come into the spotlight in the healthcare 

industry recently due to the healthcare reform that is taking place with the introduction of the 

Health Information Technology for Economic and Clinical Health (HITECH) Act. Changes are 

being made to IT security in the healthcare industry because there is a big push from the 

government to move all patient records to an electronic format, and to give patients access to 

their records from anywhere in the world. We are in the middle of a healthcare reform that will 

bring the healthcare industry into the 21
st
 century. This change will be similar to the reform that 

took place in the financial industry. Almost everyone accesses their banking information online, 

or with a mobile device, and there is a push for healthcare to move in the same direction
1
. Also, 

during the financial reform, many policies and procedures were created around physical and IT 

security, and many regulations, like the Gramm-Leach-Bliley Act, were enacted to help keep 

sensitive banking information safe. The healthcare industry has the HITECH act, as well as the 

Health Insurance Portability and Accountability Act (HIPAA) that helps protect patient 

information.  

 HIPAA was introduced in 1996, and it was designed to protect the health information of 

anyone that visits a healthcare institution in the United States
2
. In addition to protecting the 

health information of the public, HIPAA also regulates how patient information flows between 

different healthcare facilities
3
. Depending on what a patient visits a healthcare facility for, their 

information may be shared with multiple departments within the facility, or it may be shared 

with another location if the patient is transferred. The rules set in place by HIPAA help to keep 

this information secure as it makes its way through the different locations.  

 In addition to HIPAA, the HITECH Act was signed into law on February 17
th

, 2009. Like 

HIPAA, the HITECH Act was designed to protect the health information of the public, but the 



 
 

HITECH Act focuses on the electronic storage and transmission of patient information
4
. In the 

early days of healthcare, patient records and information were stored on written paper charts, and 

they were stored in filing cabinets or on shelves in large offices. As technology has evolved, the 

way that healthcare facilities record and store patient information has drastically changed. Most 

facilities have converted to an electronic health record (EHR) system which stores all of the 

patient records on a computerized information system. With the information being electronic, it 

allows all of the patient information in a facility to be available at their fingertips, and it also 

speeds up the transmission of the information between healthcare facilities. Before EHR systems 

were created, employees would have to print out patient information and either mail or fax it to 

the requesting recipient. Now, healthcare facilities have the ability to e-mail and fax the 

information directly from their EHR system. In addition to e-mail and electronic faxing, a lot of 

facilities are connecting to each other with HL7 interfaces which will send the information over 

with the click of a button.  

 With all of these new technologies in healthcare, there are now many attempts by hackers 

and other criminals to steal patient information. By stealing patient information, the criminals 

can obtain a person’s name, address, phone number and social security number, which is 

everything that they need to steal an individual’s identity. Even with all of the policies and 

procedures put in place by HIPAA and the HITECH Act, information continues to be stolen from 

many healthcare facilities. In 2013, there were 267 healthcare related data breaches, which 

account for 43% of all data breaches in the United States
5
. This means that the healthcare 

industry had more data breaches than the business and financial industries combined. In addition 

to the number of breaches that occur, attackers also steal the most data from healthcare attacks, 



 
 

mostly because healthcare facilities almost always have a lot of information stored in their 

systems.  

 There are multiple ways that healthcare facilities are exposed to data breaches, but one of 

the most common ways is through unencrypted laptops and USB flash drives. Five out of the top 

ten largest data breaches in 2013 were the result of unencrypted laptops or portable devices
6
. The 

other five breaches were caused by business associate agreements with contractors or from 

patient charts or x-ray film that were either lost or stolen. With all of the vulnerabilities 

surrounding healthcare, it may seem like an insurmountable task to keep data secure, but there 

are a few steps that can be taken to help mitigate the risk.  

 One of the most important security tools that can be deployed in a healthcare facility is 

hard drive encryption. Hard drive encryption is software that is installed on a laptop or desktop 

computer with the purpose of encrypting all of the data and password protecting it so that it can 

only be accessed when a user logs in with password. Without hard drive encryption, a person can 

take a hard drive out of a computer and extract all of the data. Even if the computer requires a 

password to log in, without being encrypted, an attacker can get all of the data off of the hard 

drive with very little effort. When a computer is encrypted, the data can only be accessed with a 

password, even if the hard drive is removed from the computer and put in another device, it still 

requires a password to access the data. Hard drive encryption should be a standard security tool 

for any business, including healthcare. Having encrypted devices significantly reduces a data 

breach for any business, and with unencrypted devices being the most common threat to the 

healthcare industry, serious consideration should be given to implementing this tool. 



 
 

 Another major vulnerability in healthcare is the transmission of patient records and 

information from one facility to another. Some of the more common ways that patient 

information is transferred are CD’s, e-mail, fax, printed papers, USB flash drives, and HL7 

interfaces. Some facilities also give other facilities access to their EMR systems if they are going 

to be viewing records for multiple patients. All of these methods of transferring patient 

information are susceptible to being attacked. The CD’s, USB flash drives and printed pages can 

be lost or stolen, faxes can be sent to the wrong number or either lost after they are printed out, 

and HL7 interfaces can be hacked. To secure the transmission of patient information, a virtual 

private network, or VPN, can be used to prevent a data breach. A VPN is used to create a 

dedicated, encrypted tunnel in which information can be shared between two locations that can 

be a few feet, or thousands of miles away. A VPN is commonly used when two facilities want to 

share information between their EMR’s through HL7 interfacing or through file sharing 

programs. VPN’s are setup by each facility by using their public internet protocol (IP) address, 

some form of encryption and an access-list that defines what information can be accessed on 

each side. Implementing VPN connections between facilities that need to share information will 

greatly reduce the risk of information being lost or stolen. 

 Even with using VPN’s, healthcare facilities may want to think twice about doing 

business with other healthcare facilities and vendors. Half of the top ten data breaches in 2013 

were the result of negligence by a business associate. The breaches were caused by business 

associates that misplaced patient records, or either lost unencrypted devices that contained 

patient information. Data breaches involving business associates are really concerning, because 

even if a particular healthcare facility practices due diligence by encrypting their devices, and 

using secure methods to transmit patient information, they are relying on the business associate 



 
 

to keep the data secure as well. This is very similar to the same trust that we put in banks to 

protect our money and investments. After the money leaves our hands, we put good faith in the 

bank that they are going to secure it for us, and if not, we trust that they have insurance to cover 

the loss. The same is true with patient information. Whenever it leaves one healthcare facility, 

they have trust that the other facility will secure the data, and if the data is lost, they are trusting 

that they will provide insurance to cover any damages that are a result of their negligence. The 

only way to be sure of this is to implement a policy to require a Business Associate Agreement, 

or BAA to be signed between the two business partners
7
. As part of HIPAA, the government 

designed a BAA that covers hospitals and other healthcare facilities whenever they are working 

with other facilities or vendors. The BAA describes what measures need to be taken by both 

parties to secure the data, and it also defines what steps need to be taken if a breach takes place. 

All healthcare facilities should sign a BAA with the company that they are doing business with, 

and it should also be reviewed by an attorney or lawyer to make sure that the facility is protected.  

 Some of the tools and techniques from other industries can also be used in the healthcare 

industry. For example, a useful tool that will test the security of your network would be a 

network penetration test. A network penetration test is performed by a third party company with 

the intentions of hacking into your network. During the test, the company will try to exploit 

vulnerabilities on your network, A third party risk assessment is also a great tool that can be used 

to test the integrity of your network and data. Much like the penetration test, a company will try 

to exploit vulnerabilities, but this test expands to users and applications. They will check your 

applications for holes that may allow someone to hack into them, and they will also deploy social 

engineering tactics to see if your employees are vulnerable to leaking data. A third tool that will 

help test the integrity of your data is an audit performed by a vendor that is very familiar with 



 
 

HIPAA and healthcare applications. They will audit many aspects of your network and policies, 

and they will follow-up with recommendations that you can use to further secure your network. 

In the next few years, there will be a new vulnerability that will be hitting the healthcare 

industry. As part of the healthcare reform program that the federal government is pushing, there 

is a mandate that all healthcare facilities must interface their EHR system with every EHR 

system in the United States. This new technology is known as the Health Information Exchange, 

or HIE, for short. The HIE is the next big thing for the healthcare industry, but there are many 

concerns about how secure this portal will be. When all of the records are uploaded to a central 

location, other facilities will have access to this information as well. These other facilities could 

attempt to steal patient information, and use their information to market their facility to try to 

gain new customers. Also, with all of the patient data being online and available, the system is 

vulnerable to hackers. If a hacker were to gain access to this portal, they could potentially steal 

lots of patient information. Even with the tools mentioned in this paper, patient data will still be 

vulnerable to when it is one large system. The government, and security engineers, will need to 

work together to find the best way to secure all of this information before the portal is fully 

implemented in the next few years.  

 A lot of people may ask themselves why hackers and cyber criminals are targeting the 

healthcare industry. The most common reason why healthcare is a big target is because criminals 

have a lot to gain by selling patient information to other criminals. There are many underground 

markets where hackers can sell this information. When a patient registers for a doctor or hospital 

visit, they have to give the facility their name, address, social security number, phone number, 

birth date, and in some cases, a credit card number. This information would fetch a lot of money 



 
 

in the underground markets, so it encourages the hackers to continue to attack the healthcare 

industry.  

 In addition to the tools mentioned above, there are other ways that a healthcare facility 

can lower their risk of having a data breach. One of the most common ways is to implement 

policies and procedures. HIPAA and HITECH list some policies and procedures, but a healthcare 

facility should research which policies and procedures that they need to implement. The purpose 

of a policy is to define exactly what an employee should do for a particular function. For 

example, a company may have a computer password policy that tells employees details, such as, 

the length of the password, if it requires special characters or numbers, and how long the 

password will last before it needs to be changed. A procedure is a document that tells employees 

how they should complete a task. For example, a healthcare facility may have a procedure that 

details how to lock down a new server or computer before it is put on the network. The 

procedure would have step by step instructions on how to complete the task. Having policies and 

procedures for as many tasks and functions as possible will help secure the information that is 

stored on a network. They will not completely eradicate the risk of a data breach, but they will 

greatly reduce the risk. 

 Because the risk of having a data breach can’t be 100% eradicated, healthcare facilities 

should also look into purchasing cyber insurance which will help cover the costs associated with 

a data breach
8
. Just because a healthcare facility purchases cyber insurance, it doesn’t mean that 

they should give up the practice of making sure that their data is secured. Much like a person that 

purchases health insurance doesn’t give up the practice of making sure that they are careful not 

to intentionally injure themselves. The insurance is a “just in case” approach, that is certainly not 

a bad idea.   



 
 

 With all of the changes in the healthcare industry, now is an exciting time to be a part of 

healthcare information security. The days of a healthcare facility keeping all of their patient 

records on paper charts are rapidly fading away, which means that healthcare facilities will really 

start to depend on their IT departments.  This boom in healthcare may also lead to additional 

healthcare IT jobs in the future.  

 As monumental of a task as securing a healthcare facility from a data breach may sound, 

there are many resources available to help complete this task. From the HIPAA and HITECH 

guidelines, to policies and procedures found online, these tools will help you secure your 

network. There are also many vendors that specialize in securing hospital networks from data 

breaches. Being vigilant is, without a doubt, the best way to stay ahead of threats that your 

network may be exposed to. By keeping the network secure, you will do your part with allowing 

fast, reliable access to patient records, which will make your co-workers very happy.  
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