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Abstract 
 

Protection of healthcare information is a fundamental practice for all healthcare 

professionals. Previously, when paper charts were widely used, the concern was to protect 

patient information from theft or displacement. Recently, the goal has changed since health 

care professionals shifted to the use of digital information to serve and store information.  

 

Access, Authorization, and Validation  

Access control, authorization, integrity, accountability, and authenticity are the essence of 

protecting healthcare information.  

 

Risk Analysis and Management  

Evaluation, setting up a plan, reviewing, and modifying policies will prepare the facility and the 

staff from disasters and offer ways to recover.  

 

Staff Training and Awareness  

Humans are the weakest link in information security. They must be trained and made aware of 

potential threats and how to avoid them. Social engineering can be used to gain access by 

unauthorized personnel. Thorough and continuous training can help prevent disasters.  

Associated risk with healthcare information cannot be entirely avoided. But, certainly, good 

planning and preparedness can go a long way in protecting and maintaining that information.
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Safeguarding Healthcare Information 
 

Ideally, healthcare facilities process, store, and disseminate large amounts of 

confidential information. Healthcare information is not limited to patient’s records, but 

includes: Internal communication, marketing material, policies, procedures, protocols, financial 

data, banking information, details concerning affiliates, personal information concerning 

employees, training materials, business plans, strategies, trade secrets, quality and risk 

management, , computer information, details regarding Electronic Medical Records, and 

computer system. 

The loss, damage, or disclosure of such information could result in a significant harm to 

the customers, facility, and healthcare providers and professionals. It is imperative to insure the 

integrity, accuracy, availability, and confidentiality of these information resources through the 

use of effective security controls. Therefore, it is the responsibility of each healthcare member 

to guard against unauthorized use, destruction, or disclosure of the information resources to 

protect the facility’s information and information resources. Members in this context include: 

providers, professionals, employees, partners, vendors, contractors, staff member, and any 

other individuals who have been granted access control to the facility’s computers and 

network. 

 

This document will illustrate the best practices to safeguard healthcare information in a 

simple, yet reasonable, practical, and thorough format that can be implemented by any 

healthcare facility, its entire staff members, and affiliates. 
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Access, Authorization, and Validation  

 Staff members receive authorization to access healthcare protected information to use 

workstations, conduct transactions, and run software applications based on their job 

responsibilities. Users will be granted the right to access health protected information 

resources consistent with access policies and procedures. Users should not access information 

for other members who lack appropriate authorization. A unique user ID and password are 

required to use the information system.  

When access authorization needs to be changed, a formal request should be submitted 

to the Security Official, who then reviews the request and authorizes the revised access 

privileges if request meets the authorization requirement. The ability of staff members and 

other users to use workstations or computer programs, to conduct specific transactions, or to 

perform various functions, tasks, or procedures, is determined by the access authorization of 

each individual. These tasks include installation of new software, backing up data, and 

maintaining and configuring computer hardware and software.  

All components of the information system must be housed in a secure location. Visitors 

must be accompanied by a staff member when in a position to access information resources. 

Consultants and contractors responsible for installing, maintaining, or testing computer 

equipment and software are to register with the receptionist and sign the visitor log. 

Contractors, consultants, and maintenance personnel are given a unique user ID and password 

if their work involves using computer systems to monitor their access of the information 

system. They are authorized to access the information system in the same manner as though 
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they were staff members authorized to perform similar tasks or functions provided that all 

requirements for visitors are met. 

All installed hardware and equipment must be recorded in a hardware inventory and 

maintained by the security officer. The log should include detail information about the entire 

inventory. The removal of any equipment and storage media must be logged in a maintained 

record. This also applies to the transfer of storage media to off-site storage locations. However, 

this policy does not apply to routine shifting of equipment during ordinary operation or 

maintenance.  

Providers and other health professionals may access any information contained in a 

patient’s record (other than the information that has been restricted by the patient’s provider) 

for the purpose of treating the patient, including consulting with other professionals concerning 

the patients’ treatment. Clerical staff responsible for preparing and submitting claims and 

processing payment information may access any information contained in a patient’s records 

needed to meet requirements for submission and adjudication of a claim for services. 

Management members may access any information contained in patient records when 

required for the purpose of supervising staff or complying with licensing and other regulatory 

requirements. IT management staff may access information needed to configure security 

features of computer hardware and software. A member who requires access to information 

that he or she is authorized to access should request the assistance of an appropriately 

authorized staff member. Housekeeping and maintenance staff that may have physical access 

to information should be supervised closely enough to reasonably ensure that the security 

policies are not violated. All members who are authorized to access information must complete 
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security and privacy training, and must review the limitations on their access to information 

and any other resources.  

Risk Analysis and Management  

 All staff members responsible for the implementation of contingency plans have keys, 

passwords, and other information or devices needed to gain access to information system 

components during emergencies. Staff members responsible for implementing contingency 

plans may take whatever actions they determine necessary to obtain back-up data sets and 

restore system function. All actions taken by staff members to restore system functions during 

an emergency are to be documented and reviewed with the security officer upon the 

conclusion of the emergency. The security officer establishes policies and procedures that 

protect the security of protected healthcare information during and emergency caused by fire, 

vandalism, system failure, natural disaster, or other contingencies. Security includes the 

availability, integrity, and confidentiality of the information. 

 Every three years, the security officer develops a comprehensive contingency plan 

based on a comprehensive examination of the impact of natural, human, and environmental 

contingencies to secure information and information resources. The plan identifies the major 

natural and man-made disasters that could adversely affect the availability, integrity, and 

confidentiality of information maintained in electronic or physical form. The plan also identifies 

the actions that will be taken to compensate for the disasters to protect the affected 

information. The plan assigns specific responsibilities to members of the staff. These 

responsibilities specifically address failures in normal security safeguards that are likely to occur 
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during and emergency. The security officer reviews, tests, and updates the contingency plan 

annually.  

 The security officer develops a comprehensive plan to back up protected information 

and critical applications, or implements fault-tolerant systems that reduce the likelihood that 

equipment failure or disasters will adversely affect the integrity and availability of information. 

If an emergency condition exposes any components of the information system to theft or 

unauthorized removal, the security officer or a designated staff member is present to prevent 

loss of information or essential system components. A complete inventory of any damage to 

information system components is conducted after the resolution of the emergency condition. 

Staff Training and Awareness  

 The security officer is responsible for developing and implementing comprehensive 

security awareness and training program for all members of the workforce, including staff, 

partners, and management. All members, including management and professional staff, are 

required to complete security training before they can access or use the information systems. 

Every staff member authorized to use the information system is given a unique user name and 

selects a password know only to the staff member. Staff members must use their name and 

password when using information systems and accessing protected health information. 

Passwords should not be written down or disclosed to other members of the staff, friends, 

family, or anyone else. A staff member may not use another staff member’s user name and 

password to access the information system. Passwords should consist of between six to ten 

characters and should not be any word that can be easily guessed such as the name of a child, a 

pet, a sports team, a school name, or a hobby. Users must change their passwords at least once 



Ibrahim 6 
 

a year, but not so frequently that they are likely to be forgotten. To be able to access 

information, a staff member must meet the minimum professional or technical qualifications 

for the position they occupy; and a staff member must have not been disciplined for serious 

infarctions of security in previous jobs.  

Users must observe the guidelines on use of workstations. Users must log off all 

workstations than leaving them unattended. Screens should be positioned within workstations 

so that they are visible only to the persons who use them. Staff members should not access 

patient information when visitors can view the information that is displayed on a screen. Anti-

virus software shall be installed and regularly updated on all computer workstations and 

servers to protect form attacks by malicious software. Staff members must not disable anti-

virus software and must immediately take actions to report virus infections. Staff should not 

open e-mail messages or e-mail attachments from unknown senders. They should not visit 

suspicious website and must restrict internet access for official use only. 

All storage devices and media are to be given to the security officer for disposal. Storage 

devices and media may be disposed of only by an authorized staff member. Prior to disposal, 

the storage media are sanitized either by means of triple overwriting or physically dismantling 

and destroying the storage media. All CD-ROMs, including rewritable CD-ROMs, are rendered 

unreadable by abrading the data storage surface before disposal.  

To sum, each user of the information system is responsible for safeguarding the 

integrity, accuracy, availability, and confidentiality of the information resources to which they 

have access. Users include: providers, professionals, employees, partners, vendors, contractors, 

staff member, and any other individuals who have been granted access control to the facility’s 



Ibrahim 7 
 

computers and network. The loss, damage, or disclosure of such information could result in a 

significant harm to customers, facility, healthcare providers, and professionals. This goal can be 

achieved by developing and implementing a comprehensive plan that limits information access 

to the authorized and authenticated users. In addition, a plan that also identifies the major 

natural and man-made disasters that could adversely affect the availability, integrity, and 

confidentiality of information maintained in electronic or physical form. The plan further, 

identifies the actions that will be taken to compensate for the disasters to protect the affected 

information. Furthermore, the plan will satisfy the need to train, re-train and make the staff 

aware of the substantial harm that could occur as a result of the loss, damage, or disclosure of 

protected healthcare information. 
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