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NFC: Secure Transmissions 

 

With the rising influence of smartphones in today’s markets, multiple other 

technologies such as Bluetooth, “The Cloud” and Near Field Communication have 

started to emerge more and more. Near Field Communication, or NFC, is a topic that 

has a lot of buzz around it due to the potential “high risk high reward” factor related to it 

and its potential to do financial transactions. While many people are often wrongly 

educated on NFC, and confuse many of its flaws with its predecessor Radio Frequency 

Identification, or RFID, NFC provides a very safe, reliable way to transmit data. 

 As previously mentioned, Near Field Communication is a standard that is built on 

top of a previous, older technology called Radio Frequency Identification. RFID has 

initial roots in 1960’s military technology development for something called “Friend or 

Foe” tags (Genesis of the Versatile RFID Tag). They were attempting to develop a tag 

that could be placed on soldiers, and when read, would notify them if they were reading 

someone who was friendly or not. In 1973 a company called ComServ filed a patent for 

what would become the first official RFID ancestor. The patent speaks of a transponder 

that contains memory for storing data, is responsive to tramitting code both in and out of 

the device and is internally powered (Genesis of the Versatile RFID Tag). While this 

patent was filed in 1973, the first official patent with the “RFID” name in it was filed in 

1983 by a Charles Walton that was very similar to ComServ’s patent from 1973 in the 

requirements for the device.  

 With such a large history, RFID contains a multitude of applications in both 

commercial and consumer technologies. One of the largest implementations of RFID, 
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due to its ability to be read from a long range, and without a direct line of site to the end 

point, is for Animal Identification purposes. This includes not only domestic, but animals 

living in the wild as well (Jones and Chung 2008). This allows things like farm 

automation, as well as the ability to identify livestock during disease outbreaks (RFID in 

Animal Identification).  

 Another technology that is widely used that utilizes Radio Frequency 

Identification is “E-ZPass”. Utilizing passive RFID transmissions, owners of an E-ZPass 

stick the device to their windshield and allow it to be read under E-ZPass enabled tolls 

on the 900 MHz frequency band (Bosner). The information that is read is then looked 

up, and the appropriate account is charged. All of this can be done while moving with 

minimal slowdown, which eliminates the need to stop, find change and pay the toll to 

continue moving.  

 To fully understand Near Field Communication as a technology, understanding 

the flaws that RFID has is essential. One of the biggest flaws that RFID has is the fact 

that it is an “always on” technology. Things like your RFID smart chip enabled credit 

card, or the E-ZPass in your car are constantly waiting to be read at any time. What this 

means is that RFID enabled credit cards are extremely susceptible to things like Live 

Replay attacks and RFID Snooping (Jules, Thomas, Bailey, Fu and O’Hare 2006). As 

seen in a demonstration video, average consumer grade RFID readers can read RFID 

enabled credit cards at an average of 18 feet away without any issue (SignalVault). Due 

to the always on nature of RFID, there is no way to prevent this, other than utilizing an 

RFID-blocking wallet, which essentially creates a Faraday Cage around your credit 

card, and blocks all communications to it (Lee 2013).  
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 Now that we understand what RFID is, how it works, and how it is vulnerable, 

let’s take a look at Near Field Communication, and how it improves on RFID in almost 

every way. The NFC specification writes out 3 different personas, and two modes, 

Active and Passive that NFC can use (How NFC Works). The first is known as the 

“Reader/Writer” persona, which uses the Active Mode. This allows your NFC enabled 

device to participate in one way communication with what is known as an “NFC Tag” 

(which is very similar to an RFID tag). Your NFC device can write things to change how 

the tag behaves, such as it providing a link to a website, or it can read the information 

off of the tag when prompted. In this scenario, the NFC device is Active due to being 

able to read information off of the Passive NFC Tag, which can’t do any reading itself. 

The second persona is the “Peer to Peer” persona, which allows for two way 

Active-Active communication between two NFC enabled devices. This is one of the big 

selling points that cellphone manufacturers use; sharing pictures between phones 

instantly or swapping contact information with just a touch. This two way communication 

utilizes what is called the SNEP protocol (Clark 2011), which is built off of the initial 

NDEF protocol to allow for the peer to peer link.  

The third persona that NFC enabled devices can take on is the “Card Emulation” 

persona mode. This essentially turns the device into an NFC tag, or a device in Passive 

mode; something that can only be read and can’t actively send or receive any 

information. This is the mode that allows you to use your phone at consumer Point of 

Sale systems for payment. The vast majority of concern regarding utilizing NFC as a 

payment method resides in this persona, due to the vulnerabilities that we saw with 

RFID and RFID smart chip enabled credit cards.  
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Let’s look at some potential vulnerabilities that NFC inherited from RFID, some 

that are unique to NFC, and how the technology is built to completely mitigate these 

attacks before they can even happen. The first important point to note about Near Field 

Communication devices is that the actual Near Field Communication portion is not 

always on. Unlike its predecessor, NFC must be enabled and acknowledged when 

being utilized for things like payment or data transfer. This in and of itself completely 

takes away the ease of eavesdropping attacks that RFID is extremely susceptible. You 

can no longer go to an area filled with people, have your RFID reader on and just 

passively gather information. NFC payment on Android Systems requires 3 different 

things to happen before data transmission can occur.  

 

1. NFC needs to be enabled in the settings of the device. This is disabled by 

default to prevent these attacks from happening in the first place. 

2. A payment application must be installed and opened for use. The biggest 

contender here is Google Wallet. The application must be open on your 

screen after providing your pin number to the app. 

3. You must press the button to put the phone into payment mode so that 

you can place it against the reader. If you place the device against the 

reader previous to this, a prompt will come up asking what you would like 

to do. 

 

Many people question whether or not your communication can be eavesdropped 

on by someone once that process is complete and you have started data transfer. Two 
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pieces have been put in to prevent this from being possible. The first is that NFC is only 

operational at a maximum range of 4 inches. This creates a much smaller path for the 

data to need to transfer over, reducing the literal attack surface by 54 times compared 

to RFID. The second piece that protects the data is the secure channel that is specified 

by NFC-SEC-01 (Jules, Thomas, Bailey, Fu and O’Hare 2006). This creates a secure 

tunnel for the communication to take place over, rather than sending unencrypted 

information over the air.  

One of the only known vulnerabilities with NFC is not actually from NFC itself, but 

rather from the Android OS that it is running on top of. In earlier versions of Androids, 

what is called the “NFC Stack Bug” can be found, which allows for automatic Bluetooth 

pairing for WiFi-Direct without acknowledging the user. Wi-Fi direct and “Android Beam” 

are two technologies that utilize NFC to perform all pairing and prepping between two 

devices for data transfer. Wi-Fi direct allows two phones to essentially hotspot each 

other and create their own wireless network between themselves. According to the WiFi 

Alliance, Wi-Fi Direct supports up device-to-device speeds of up to 250Mbps. Android 

Beam is a feature built into Android that is very similar to Wi-Fi Direct in that is creates a 

personal network between two devices, but rather than being over Wi-Fi, it is created 

over Bluetooth, which has speeds of up to 25Mbps (PCWORLD). 

Currently in the United States, NFC in commercial and consumer products is still 

being implemented in useful ways. One of the biggest NFC implementations in the US 

is the NFC enabled parking meters set up all over San Francisco. Implemented by 

PayByPhone, the deployment has over 38,000 parking meters that allow you to pay via 
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NFC with a tap of your phone, as well as track the time left on the meter, etc. (Paul 

2010).  

When compared to the number of NFC implementations that the United States 

has, countries like South Korea make it look like they have been using the technology 

for tens of years; because they have. While the United States has only seen NFC 

widespread implementation with the rise of smartphones, South Korea, with some of the 

largest and most innovative cell phone manufacturers in the world have seen this 

technology for years, even in phones that we would consider “dumb phones”. Some of 

the newest implementations that are being put into place in South Korea are Guided 

Shopping and the Cross Border NFC movement.  

Guided Shopping allows consumers to walk through the store and pass their 

NFC enabled phone by an item that they are interested in (Brown 2011). On the phone 

will pop up additional information about the item that you can’t see in the store, as well 

as the option to buy the item online right then and there for a monetary discount. The 

Cross Border NFC movement is a joint effort between Japan and South Korea in hopes 

of getting a more standard implementation of NFC. Both KDDI Softbank and SK 

Telecom are offering joint services both the Japanese and Korean population allowing 

for full NFC compatibility for payments between the companies, as well NFC enabled 

“Smart Posters” being erected around both countries; over 110 in Tokyo and 150 in 

Seoul (Clark 2011). 

While Japan, South Korea, and the United States are all developed countries 

with stable economies, what about the emerging markets of the world? Is there a 

potential to see NFC implementations in these markets now that things like cell phones 
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are becoming prevalent all around the world? According to research done by Berg 

Insight, emerging markets in 2010 saw 133 million users of mobile money services and 

we can expect that number to jump roughly 40% a year, to over 700 million users in 

2015 (Brown 2011). With mobile phones becoming the primary data channel in these 

markets, the ability to unify everything and allow banking and payment to be done 

directly from a cell phone can be extremely beneficial. 

While NFC is still being implemented around the world, and being developed on 

every day, it is safe to say that while RFID still has its uses and implementations, NFC 

is a much safer and better alternative solution when it comes to things like mobile 

payments and data transfer. The ability to secure the data communication channel 

during transmission, and the need for devices to be at most 4 inches away provide 

much more security and reliability for important transactions. With it still being a very 

young implementation here in the United States, it should be very interesting to see how 

things progress forward with NFC in the future. 
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