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 A tunneling protocol can be defined as the action of a network protocol, otherwise 

known as the delivery protocol, to encapsulate a different payload protocol or to provide 

a secure path through an untrusted network. This payload can be any data that was 

compressed for transmission in order not to congest a network. In order to understand 

tunneling protocols and how they operate, a network engineer must first be familiar with 

TCP/IP networking model. The Transmission Control Protocol and the Internet Protocol 

are a group of communications protocols used for the Internet. 

 When the boom of the Internet happened in 1995, it was in demand and grew at 

an alarmingly fast rate, a rate that meant a 100% increase per year (Coffman, pg. 1). It 

connected people with each other that was not otherwise possible and provided users with 

an endless supply of information, knowledge, commerce and entertainment. Secure 

information that belongs to corporations such as banks, hospitals, government agencies, 

etc. is passed every day as well. Since the beginning of the Internet there has been 

individuals who prey on others for this type of information. The motive behind these 

individuals, also know as hackers, varies tremendously. They intend to disrupt business 

on a daily basis, gain access to another’s financial information for personal gain, ruin the 

reputation of an organization, or even to simply say they acquired something they were 

not supposed to have possession of. With the technology that is available today, these 

hackers can place themselves within a network and intercept such information. Therefore, 

it is important to keep this data safe and that is accomplished by using some form of 

tunneling protocols whether that is Secure Shell Tunneling, Hypertext Transfer Protocol 

Tunneling, Internet Control Message Protocol Tunneling or Point-to-Point Tunneling. 
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Either of these protocols will either provide a safe path through an untrusted network or 

carry a payload over an incompatible network.  

 Secure Shell Tunneling is an encrypted tunnel created through an SSH protocol 

connection. SSH is a cryptographic network protocol primarily known for remote 

command-line login with Unix operating systems, remote command execution and secure 

data communications (Ylonen, pg. 1). As a network administrator, one should have 

remembrance of SSH and some of the simple SSH commands that are used with Unix 

operating systems. To provide the basics, to set up an SSH tunnel one must configure an 

SSH client to forward a 

specified local port to 

another port on the remote 

machine. If this tunnel is 

successfully established 

then a user can interact 

with resources on the remote 

machine. The purpose of this tunneling method is to bypass firewalls that otherwise 

prohibit certain Internet services. Some users may use this method to simply visit a 

website that an organization blocks via a proxy filter on a particular port. This protocol 

isn’t specifically for visiting restricted or monitored web content but can also be used for 

other services such as email to avoid someone “sniffing” for passwords over free wireless 

access points in coffee shops, the airport, or the overnight business stay in a hotel 

(O’Brien, Web). 

http://www.pc-freak.net/images/create-ssh-tunnel-example-for-ssh-tunnel-with-

putty-on-microsoft-windows.jpg 
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 Some corporations that a network administrator may work for could potentially 

block all network traffic other than the traffic on the corporation’s intranet. While this 

may seem like an inconsiderate 

and controlling method to keep 

a lock on employees, it is 

actually used to lock down a 

network to protect it against 

external threats and internal 

threats as well. When you think of a corporation being breached from the outside and 

sensitive data falling into the wrong hands, one may lose sight of the fact that employees 

within that company can be just as much a threat as an attacker on the outside. If an 

employee disapproved of a corporation’s process of handling business day to day or was 

passed of a promotion just to name a few examples, then sensitive information that the 

company owns could be valuable to a competitor and the employee may wish to exploit 

this data. To bypass this security and use other resources than the company’s intranet, a 

network administrator may use HTTP tunneling to acquire more communications via 

firewall aversion. According to the Hypertext Transfer Protocol RFC 2616 memo, HTTP 

tunneling performs protocol encapsulation, by enclosing data packets of one protocol 

whether that is SOAP, JRMP, etc. within HTTP packets. 

 An ICMP tunnel, also known as ICMPTX, establishes a covert connection 

between two remote computers (a client and a proxy), using ICMP echo requests and 

reply packets (Stodle, Web). In computer security terms, that covert connection means 

that data objects have the capability to be transferred that are not supposed to be allowed 

http://http-tunnel.sourceforge.net/common/dgram2.gif 
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to communicate. ICMP tunneling operates by first injecting arbitrary data in an echo 

packet to be sent to a remote computer. The remote computer then replies by injecting an 

answer and sending that reply back to the client. By examining how ICMP tunneling 

operates, any one familiar with ICMP can conclude that essentially what the client and 

proxy are doing is “pinging” each other. While it may seem like a nonproductive way to 

do things with data, it can actually be useful 

in some cases. ICMP tunneling requires a 

software applications and that is where P-

Tunnel comes in. It can tunnel TCP using 

ICMP echo request and reply packets, 

connections are reliable, authentication 

equipped, acceptable bandwidth of only 

150kb/s, and the fact that it can handle multiple connections (Stodle, Web). This form of 

tunneling can either be used with good intent or maliciously. According to Daniel Stodle, 

a scenario that might require this you send TCP or UDP packets out to the rest of the 

Internet to check your mail. This form of tunneling is actually considered a form of 

vulnerability however and only exists because of RFC 792, which allows for arbitrary 

data length for any type 0 or 8 ICMP packets. Type 0 is the echo reply while type 8 is the 

echo message. Without the proper inspection or log review tools then network 

administrators will not be able to see this type of traffic occurring on the network. 

 Point-to-Point Tunneling, or PPTP, connects one local network to another over 

the Internet to create a wide area network and is a method of implementing VPNs also 

http://stuff.mit.edu/afs/sipb/user/golem/tmp/ptunnel-

0.61.orig/web/setup.png 

 

type of tunneling is when the network you join gives you an IP address but will not let  
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known as Virtual Private 

Networks. This technology allows 

for the safe passage of information 

as though the computer was 

directly connected to a private 

network. Resources are also accessed 

in the same manner as if those resources were directly transferred over an intranet setting. 

VPNs utilize some of the most strongest encryption techniques including: IPsec – double 

encapsulation and decryption at the end of the tunnel, SSL/TLS – picks up where IPsec 

may run into trouble with NAT and firewall rules, Datagram Transport Layer Security 

(DTLS) – to solve issues with SSL/TLS tunneling over UDP, Microsoft Point-to-Point 

Encryption (MPPE), Microsoft Secure Socket Tunneling (SSTP), Multi Path Virtual 

Private Network (MPVPN) and SSH as described previously (Microsoft, Web). 

 At East Carolina University, VPNs are being used to securely transport learning 

material and assignment data securely over the Internet. A particular college class is 

utilizing this technology and is taught by Mr. Lee Toderick in the class of Red Hat 

Enterprise Linux. ECU currently does not house enough servers to handle the amount of 

data needed for students to connect to the classroom-learning site to acquire learning 

material and submit assignments in a lab environment. In order to fulfill the needs of the 

course and have enough bandwidth for every student (which is around 45-50 at a given 

time) to participate in the lab environment, ECU connected with North Carolina 

University State to allow the college to VPN to their servers that house the RHEL servers 

with the classroom content. That means that even when students connect from their own 

http://img.labnol.org/di/virtual-private-network-vpn.png 
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personal networks, then the data would be as secure as if they were sitting in a physical 

lab with a secure private network on the NCSU campus. 

 VPN is still young and the future is looking bright. The general belief is that in a 

couple of years VPNs will evolve and demonstrate all the advantages they have promised 

and will continue as a global technology linking geographic regions around the world 

(Venkateswaran, pg. 15). Time works wonders with technology in terms of advancement 

and VPN will very well see more adoption of security standards, better Quality of Service 

(QoS), and reducing the costs of IT departments within a corporation. 

 With all technologies and especially ones regarding Internet security, hiccups tend 

to show themselves quite often and how these technologies become breached and expose 

users to threats never seen before. An instance occurred recently with SSL/TLS, which 

stands for Secure Socket Layer and Transport Layer Security. The first incident occurred 

with Apple, Inc. manufacturers of the popular iPhone, iPad, iPod and Mac computers. 

Due to a simple line of code being incorrect in the programming of their iOS and OS X 

operating systems, it led to SSL/TLS being disabled on all websites that were visited by 

their computers. This allowed man-in-the-middle attacks to occur and all data including 

e-mails and passwords to credit card numbers could have been vulnerable; essentially 

anything that was entered online could have been intercepted (Slawson, Apple SSL/TLS 

Security Breach). The second instance goes by the name of Heartbleed. This was a 

security bug in the OpenSSL cryptography library that is used in the TLS protocol for the 

Internet. When this bug occurred it was said that 17 percent of the Internet’s secure web 

servers certified by trusted authorities were believed to be vulnerable. This allowed theft 

of server’s private keys and user session cookies and passwords (Chen, Web). What these 
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two instances have taught network administrators is do not always believe you are 100 

percent protected, even if you are using virtual private networks to transport sensitive 

information. 

 In conclusion, the purpose of this white paper was to inform network 

administrators about the tunneling protocols available to be used with good intent or to be 

used to gain something maliciously. Tunneling protocols can encapsulate different 

payloads for transmission to free up networking resources, carry data over an 

incompatible network, or provide a secure path through an untrusted network. Tunneling 

contrasts with the TCP/IP protocols. As discussed earlier, the Internet continues to grow 

at an elevated rate and with that growth better knowledge will be required of tunneling 

protocols. Whether you would like to circumvent a corporation’s web filters or sneak 

through a firewall to cause damaging intent, then tunneling protocols has the information 

one would need to do so.  
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