
 

 

 

Risk Management in Information Security 

 

Jack Webb 

ICTN 6823 

 

 

 

 

 

 

 

 

 

 

 

 

 



Jack Webb   pg. 2 

Table of Contents 

1. Abstract ........................................................................................................................ 3 

2. Introduction .................................................................................................................. 3 

3. What is Risk Management? ......................................................................................... 4 

4. Risk Management Plan ................................................................................................ 8 

5. Risks Analysis .............................................................................................................. 9 

6. Monitoring Risk ......................................................................................................... 15 

7. Risk Management in IT ............................................................................................. 15 

8. Risk Management Failures ........................................................................................ 16 

9. Conclusion ................................................................................................................. 17  

 

 

 

 

 

 

 

 

 

 

 

 

 



Jack Webb   pg. 3 

Risk Management in Information Security 

 

1. Abstract 

Protecting assets and valuable data is the goal of information security. In order to initiate 

the necessary measures, there are many areas under information security management that must 

be considered. One of these is risk management. Under risk management, management must 

identify the different types of risks whether they are negative or positive. This allows 

management to assess each risk and then prioritize them based on a predetermined guideline that 

assists in implementation or possible corrective actions. Based on assessments, management can 

determine what measures to place which could prevent or at least mitigate possible 

consequences. There are predetermined steps and principles that assist management in drafting a 

tailored risk management policies. This also includes well established risk management 

guidelines that are meant to set standards within information security management. 

2. Introduction 

Over the years, the IT landscape has drastically changed. In the past, store and managing 

data and assets was not a concern; however, that is no longer a stance that can be taken. Because 

data equals power and revenue, it is necessary to protect these assets. The loss of data and assets 

can equate to loss of competitiveness, business, and trust to name a few. Designing a protective 

and trustworthy IT environment allows an organization to protect their assets while progressing 

in a competitive environment. The problem is how does an organization place the necessary 

measures or build upon what is in place. First, it is necessary to understand the risks that are 

involved and that can affect the different assets the organization is wanting to protect and then 
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develop an organizational risk management plan. This will allow an organization to make the 

necessary moves in infrastructure strengthening and asset protection. 

3. What is Risk Management? 

  So, what is risk management? Risk management is the process of identifying any type 

of threat that could affect an organization’s assets. After identification, the threats are managed 

and actions are decided upon that will address the potential threats. Risk management is driven 

by conditions within our businesses, economic, or political environments to name a few. These 

drivers can be either external, internal, or both (Fig. 1) (Kremijak). These risk drivers pushed 

organizations to take the necessary steps to identify, manage, and mitigate risks to protect assets. 

Risk management is a necessary tool to either eliminate or lessen the possible impacts to a 

business (whatisriskmanagement). After risks are identified, they are prioritized and ranked in 

order for a risk manager can create the necessary plan. Risk management is not different than 

most processes in IT. It is a continuous process that does not end. As a business continues to 

move forward, so does its advancements, which can incur new risks that have to be dealt with.   

   Figure 1. Risk Drivers 
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As stated, risk management isn’t a onetime event but a process that is ever evolving. 

Within risk management, there are four elements that make up the process. Figure 2 shows the 

four elements associated with the risk management process. The process begins with planning. 

During this step, it is essential to ask all of the necessary questions that will guide or send the 

process in the right direction. The next step, which is assess, requires the identification and 

assessment of assets and possible risks that are associated. This is a key phase of the process as 

missing key assets and their associated risks could place these items at risk to potential loss or 

compromise. Risk handling is the third step, which entails how the risk will be handed through 

various methods and techniques. This is can be referred to as risk mitigation. The last step in the 

process is monitoring. Under risk monitoring, the already know risks are tracked while new risks 

are identified.    

  Figure 2. Risk Management Process 

 

Is the above risk management process the standard that all organization will follow? To a 

point yes. However, when it comes down to it, there isn’t a set procedure to follow. There 

different approaches an organization can take within risk management but in all the outcome will 

have the essential composition (Tweeddale). One such procedure that comprises the basic 

essential components is shown in figure 3. The procedure still includes the basic necessities such 
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as planning, identification, handling, and monitoring. This is just one of many outlines used by 

risk managers to use during the risk management process. 

Figure 3. Risk management outline   

 

The goal of risk management does not only protect the organization from being 

vulnerable due to financial risks but protect other assets such as its employees, data, facilities, 

and customers to name a few. How detailed and what is protected by risk management will be 

determined by the type and desires of the organization. While small businesses may only be 

concerned with protecting assets that relate to financial risk, larger businesses may use a risk 

management plan that is all encompassing. 
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So, where does the responsibility lie in the risk management process? As with most 

policies or plans, there has to be top-level support. In this case, the chief executive officer or 

head of the agency needs to be a main player in risk management. Their responsibility is not just 

towards risk management but to the organization as a whole. They will work with the risk 

manager and/or the risk management team by providing leadership, support, and direction in 

establishing strong policies and commitment towards effective risk management (NIST).  

The next major position within risk management is the risk manager or risk management 

team. Depending on the size of an organizations generally depicts on which is being used. 

However, the risk manager is the middleman between the senior management, the risk 

management team if applicable, information security officials such as the chief information 

officer and chief information security officer, other staff members that provide architecture 

support, and manage business assets (NIST). The risk management team will consist of a mixture 

of department heads and experienced personal that understand the mission and strategic goals of 

the organization. This mixture can then follow the risk management process and ensure that the 

establish organization risks are identified and managed. This way the organization can run 

efficiently and is effective. The risk manager’s responsibility include some of the following 

(NIST): 

 Development and implementation of the organizations risk management strategy that 

assists the organization in its risk decision making.  

 Establish the different responsibilities and roles in risk management. 

 Establish communication guidelines and forums that allow for collaboration and 

information sharing. 
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 Establishes cooperation and communication with security officials to ensure decisions 

in relation to risk follow established guidelines and promote mission and business 

success.  

 Ensure all personnel involved in risk management have a better understanding of the 

risks involved and measures to mitigate or nullify these risks. 

 Provide oversight in all risk management activities to ensure proper risk-based 

decisions are made.  

The last position to consider is the chief information officer. This individual is overall 

responsible for information security of the organization. The CIO is responsible for ensuring that 

the organization’s information security policies and procedures are developed and implemented. 

This position is also responsible for ensuring that information security personnel are trained and 

informed. The CIO also designates the various information security positions and responsibilities 

that are required to ensure that the designated security policies are followed throughout the 

organization. Because information security assets and infrastructure generate risk, the CIO works 

with the risk manager to identify all known risks and actions needed to mitigate them. It’s their 

responsibility to designate the necessary personnel to assist in the risk management process and 

incorporate the risk management plan within the information security plan. 

4. Risk Management Plan 

An effective risk management plan can help an organization protect and deal with issues 

that arise due to the various risks and threats that can impact the organization. The risk 

management plan is built to protect valuable assets that are determined by the organization. The 

plan identifies the possible risks, threats, how these will affect the assets, and how the steps the 

organization can take to either eliminate or mitigate the occurrence. The plan not only provides a 
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policy to follow when incidents occur but help identify vulnerabilities that may have been 

overlooked. The risk management plan is prepared by the risk manage and designated staff but 

also requires support by upper and lower level management to ensure the document is properly 

prepared and followed. The risk management plan begins with identifying the entities’ asset, the 

risks involved, the threats, probability of a risk occurring, consequences or impact, mitigation, 

and prioritization of risks. These make up the risk analysis process. After risk analysis, the 

organization then develops contingency and strategy plans followed by risk monitoring. 

5. Risk Analysis 

After establishing key roles in the risk management process, the next step is to identify 

the risks associated to the organization. Risk is the possibility of loss, injury, disadvantage or 

destruction (Simmons). Risk is based on the probability that a certain action will happen and how 

the action will affect the business. One can see there is more involved that just risk to 

information assets. Risk can also be applied to personnel, business decisions, natural disasters, 

theft, fraud, and failures in projects. It is very tricky and time consuming when it comes to 

identifying all possible risks within an establishment. This is a constant process because as the 

organization continues to evolve new risks are identified.  

There are basic standards that are used to identify and manage risk but can vary to 

degrees depending on the setting. Basically, there are six steps that are used to start the risk 

analysis process. In the first step, the organization lists its business assets that need to be 

protected. The identification of risks and threats are part of step two. The next step is then to take 

each identified asset that is susceptible to a threat and assess its probability of a risk occurring. 

The fourth step is to look at each asset and determine the consequences if a threat occurred. In 
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step five, ways to reduce or mitigate the risk is established. Then in step six, these are then 

prioritized based on how important they are to the organization (Peltier).  

In order to identify the possible risks and threats, it is necessary to first identify the assets 

that may become threatened. In information security, possible assets can be intellectual property, 

private customer data, financial data, people, business designs, networks, and servers to name a 

few. The list will cover any asset that is critical to the wellbeing of the business (May). As this 

list could be very long, it is necessary to place a value to the protected asset. This way, the risk 

manager or team can determine, which asset is more cost effective to protect. It doesn’t make 

since protecting a $1,000 asset by spending $50,000 when there is a $20,000 asset. In asset 

identification and protection, cost is a factor is decision making.  

The next piece of the puzzle is to identify the different threats that can jeopardize the 

identified assets and associated risks. Threats can be almost anything ranging from 

environmental issues such as fires, storms or floods to hackers and employees. An organization’s 

employees may pose the greatest threat to the organization as they can have a variety of reasons 

that could cause them to be a threat (May). For example, an employee with a grudge could see an 

opportunity to see revenge or could be in debt and be used to assist third parties. More times than 

not, employees play as unwilling parties. Third parties can use overheard information, follow 

employees into restricted areas called tailgating, or illicit information through social engineering. 

All threats have to be considered in risk analysis. When it comes to threat identification, threats 

can be sorted into three categories; natural threats, human threats, and environmental threats 

(Peltier). Natural threats include fires, floods, and hurricanes. Obviously, human threats require 

actions from human beings. Lastly, environmental threats include power outages, pollution, and 

various spills.  
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After the various risks and threats have been identified, it’s time to determine how likely 

the listed threats will occur. The risk manager and team will look at each possible threat and 

address the different possible risks they pose and the likelihood that they could occur. This can 

be accomplished in a spreadsheet manor allowing for the listing of definitions that describe what 

they perceive probability. Probability can be determined by using or designing a tool/table as 

shown in table 1. The table shows the definitions as outlined by the risk management team and 

the meaning of each definition. This is followed by a point value. In this case, a point value of 5 

is a high probability where a 1 is very low.  

Table 1. Probability table 
 

Probability of Occurrences 

Definition Meaning Value 

Frequent 
• Occurs frequently 

• Will be continuously experienced unless 

      action is taken to change events 
5 

Likely 

• Occur less frequently if process is corrected 

• Issues identified with minimal audit activity 

• Process performance failures evident to 

      trained auditors or regulators 

4 

Occasional 
• Occurs sporadically 

• Potential issues discovered during focused 

       review. 

3 

Seldom 
• Unlikely to occur 

• Minimal issue identification during focused 

       review 

2 

Improbable •     Highly unlikely to occur 1 

   

The next step is to determine the impact that the threat will have on the asset and 

organization. The team must decide on the risk levels and then establish the appropriate actions 

to take. Going into the initial assessment, the team would have conducted the assessment of the 

threats as if there weren’t any controls in place. This allowed for the creation of a baseline 

(Peltier). However, now that the team is determining the impact of the threat, they can use 

controls that are known to be emplace to determine the impact of the threat. For example, if the 

threat is a breach to the network, the control could be the network firewall or IDS/IPS. This will 
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allow the assessment team to properly assess the impact against an asset. The impact matrix can 

be a single entity or combined with a matrix that also lists probability. One such matrix that 

could be used in impact determination is shown in table 2. This is a combination of probability 

and impact. The matrix lists the probability that an event may occur and the impact against an 

asset. The values assigned determines actions that need to be taken. The assigned values in the 

table can be considered the control measures.  

Probability: 

 High: Highly likely that the threat will occur within the next year. 

 Medium: There’s a possibility that a threat may occur in the next year. 

 Low: Highly unlikely that there will be a threat within the next year. 

Impact: 

 High: Shutdown of critical assets that could lead to a significate loss within the 

business. 

 Medium: A short interruption within the business that could lead to limited loss 

within the business.  

 Low: A slight interruption that may create an insignificant to no loss to the business. 
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Table 2. Probability/Impact Matrix. 

Probability/Impact Matrix 

 Impact 

P
ro

b
a
b

il
it

y
 

 High Medium Low 

High A B C 

Medium B B C 

Low B C D 

A: Corrective actions must be implemented 

B: Corrective actions should be implemented 

C: Requires monitoring 

D: No actions required 

 

 

The next step in the risk analysis process is risk mitigation. There are six common 

methods that an organization can take to mitigate risks (Peltier). Whenever one of the six 

methods are used the businesses’ objectives must be considered because if the wrong method is 

implemented a loss could be created within the business. The following are the methods that can 

be considered in risk mitigation: 

 Risk assumption: With this method, the business accepts the possible risk and 

continues to function as normal. The reasoning is that the risk level isn’t high enough 

or cost effective enough for the business to implement any further control measures. 

 Risk alleviation: Risk management staff recommend certain controls that will lower 

the risk to a level that is acceptable. This requires approval from upper management. 

 Risk avoidance: Using this method, management decides to eliminate the asset all 

together. This will eliminate the threat and remove the possible exposure to the 

business. 
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 Risk limitation: This method relies on the controls that an organization has put in 

place. These controls would either limit or nullify the threat. An example would be 

the security features placed on the organization’s network architecture. This could 

also involve a recovery method in case the threat had succeeded. 

 Risk planning: The method is where risk is managed by designing and implementing 

a control measure that would manage the risk. 

 Risk transference: With this method, management utilizes options that would 

compensate the organization for any loss such as purchasing insurance.  

The last step of the risk analysis process is to prioritize or rank assets in an order from the 

most important to protect to the least. This allows and organization to design, implement, and 

manage the different controls and methods to protect the top assets. As stated, there are some 

assets that may be on the list to protect but carry a low ranking where the control or method may 

cost more than the assets worth (Simmons).  

Even after maneuvering through the risk analysis process, there can still be left over risk 

that still remains. This is after identification of risks and threats, implementation of different 

controls, and using various methods to mitigate threats and risks. This left over risk is referred to 

residual risk. Residua risk is calculated by sing the following formula: Value of the assets x 

Threats x Vulnerabilities x Probability – Existing Controls = Residual Risk (May). In some 

cases, eliminating residual risk isn’t possible but to reduce or control it. Residual risk can be 

managed to some degree as normal risk by using the aforementioned methods of mitigation. But 

if the risk is considered low, the best decision is to leave it in play and accept any outcome. This 

is typically what occurs in smaller sectors as these organizations do not have the funding to 

implement strong control measures to mitigate threats.  
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At the beginning of the section covering assets, risks, and threats, it was necessary to 

determine which assets should be protected over others. This determination is made through 

cost-benefit analysis. This is a necessary process to undertake as there are assets, control 

measures, and methods that may not be cost effective. If the control measure or method of 

mitigation costs more in the long run, then the asset may not be worth protecting or 

implementing. Therefore, management decide whether it’s feasible to protect the asset or to 

accept the risk associated with it.  

6. Risk Monitoring 

The last item associated with risk analysis is risk monitoring. This is the process of 

monitoring and controlling the identified risks, residual risk and identifying new risks 

(Kremijak). Risk management plans and policies are put in place, executed, and evaluated to 

ensure they are effective. As with most processes, this is an ongoing process throughout the life 

of the organization. Over time, risks change and new ones are identified as the business matures 

and assets are removed or increased. 

7. Risk Management in Information Technology 

As information technologies have evolved and used across the board, information 

technologies has created a huge risk due to its wide implementation and use. Businesses rely on 

these technologies to conduct everyday business. However, IT has also created opportunities for 

those that have chosen to profit by using exploits and vulnerabilities within IT. This has place 

excessive risk on those using these technologies and require them to take measures to protect the 

assets that drive progress. Without the implementation of a risk management plan and going 

through the process of risk analysis, many would take extreme losses not only the loss of 

financial gains but in reputation that could lead to litigation, fines, and business termination 
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(Ginzberg). Has the implementation or integration of new technologies make coping with risk 

easier or harder? In some case, it could work in both directions. With advancements in 

component technology, it’s possible to implement stronger information security measures. On 

the other side, our technologies have worked against mitigating risk such as the integration of 

Bring Your Own Device (BYOD) into the work place. Risks have now been increased by 

introducing these types of devices that are limited in security and can be easily stolen. Risks have 

also risen with the addition of laptops. As with BYODs, laptops have been used to store sensitive 

data. The loss of this data possess a risk for the owners and must be accounted for within the risk 

management plan (Willbanks). Risks within information security has increased substantially 

each year. It’s been determined that some type of security breach is increasingly approaching 

100% (Schliemann). Most businesses know that it isn’t if but when will they suffer a loss. 

Through risk management, business can only hope to implement the necessary controls to 

minimize any successful compromises.  

8. Risk Management Failures 

So is risk management in information security a failure? It depends on whether there has 

been an asset lose. What could cause risk management failures in information security is the fact 

that identifying all IT assets is expensive. A large organization can have a considerable amount 

of assets that need to be identified and takes time and funding. The other problem that could 

cause a risk management failure is not being able to identify all of the assets. In a large 

environment, identifiable assets can range from computers, printers, applications, personnel, e-

mails, communication devices to servers. So many that the possibility of overlooking assets is 

high, which places unforeseen risk into the business architecture. Add in personal devices such 

as smartphones, iPads, and the residing data, risk has increased especially if these are unknown 
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devices added to the network. The next possible failure in risk management within information 

security is properly assessing the value of an asset. The value of an asset can be insignificant 

compared to the loss that may occur from its compromise. Next possible failure is that the risk 

management plan doesn’t properly predict an actual disaster. What if a list of possible threats 

were listed and several were seen as nominal. Now, what if that nominal threat towards an asset 

was in play and caused a significant loss. Therefore, the plan failed to predict a disaster because 

the risk management process failed (Stiennon). So, it is possible for the process to fail within 

information security.   

9. Conclusion 

Risk management is not just to be considered but must be implemented. The environment 

is rich with assets to target and it is necessary to take every possible steps to protect them. 

Creating a risk management plan provides away to identify possible assets, the risks involved, 

the threats the plan will try to mitigate, and the controls that could be used to lessen possible 

losses. A risk management plan is only effective if it is properly constructed and implemented. 

Of course, not all plans are perfect. It is always possible for assets to slip through the cracks and 

the inability to provide enough funding for the risk management plan’s requirements could cause 

a considerable loss. Having an experienced risk manager is a good start towards developing a 

risk management plan that could be successful in the protection of assets.  

 

 

 

 

 



Jack Webb   pg. 18 

Works Cited 

Dix, John. Why Don't Risk Management Programs Work? 20 May 2013. 13 July 2014. 

<http://www.cio.com/article/2385723/security0/why-don-t-risk-management-programs-

work-.html>. 

Ginzberg, M.J. and R.T Moulton. "Information technology risk management." Oct. 1990. 

IEEEXplore. 13 July 2014. 

<http://ieeexplore.ieee.org.jproxy.lib.ecu.edu/stamp/stamp.jsp?tp=&arnumber=128338>. 

Kremijak, Z. "Risk management." 2010. Annals of DAAAM & Proceedings. 14 July 2014. 

<http://content.ebscohost.com.jproxy.lib.ecu.edu/pdf25_26/pdf/2010/8RKQ/01Jan10/556

74585.pdf?T=P&P=AN&K=55674585&S=R&D=a9h&EbscoContent=dGJyMNHX8kSe

p7c4yOvqOLCmr0yeprNSsK24SrCWxWXS&ContentCustomer=dGJyMPGrtkqwrbBLu

ePfgeyx44Dt6fIA>. 

May, Cliff. "Risk mangement - Practising What We Preach." 1 Mar. 2002. ScienceDirect. 13 

July 2014. <http://ac.els-cdn.com/S1361372302008102/1-s2.0-S1361372302008102-

main.pdf?_tid=1d1a3f58-0f28-11e4-a19c-

00000aacb35d&acdnat=1405762749_a1240c0ee14acb167774c6913979a0e9>. 

"NIST Special Publication 800-39." Mar. 2011. National Institute of Standards and Technology. 

13 July 2014. <http://csrc.nist.gov/publications/nistpubs/800-39/SP800-39-final.pdf>. 

Peltier, Thomas R. "Risk Analysis and Rsk Management." Sep. 2004. EDPACS. 14 July 2014. 

<http://search.proquest.com.jproxy.lib.ecu.edu/docview/234907521/fulltextPDF?accounti

d=10639>. 

Risk Management. n.d. 13 July 2014. <http://www.whatisriskmanagement.net/>. 



Jack Webb   pg. 19 

Risk Management, Disaster Planning and Protecting Against Crime. n.d. 14 July 2014. 

<http://managementhelp.org/riskmanagement/index.htm>. 

Schlarman, Steve. Why Risk mangement Can Succeed in IT. 22 Oct. 2012. 14 July 2014. 

<http://www.cio.com/article/2391005/risk-management/why-risk-management-can-

succeed-in-it.html>. 

Simmons, Chester. Risk Management. n.d. 13 July 2014. 

<http://home.btconnect.com/managingstandard/risk_1.htm#START>. 

Stiennon, Richard. Why Risk Management Fails in IT. 16 Oct. 2012. 13 July 2014. 

<http://www.cio.com/article/2391215/risk-management/why-risk-management-fails-in-

it.html>. 

The Basics of a Risk Management Plan Sample. n.d. 14 July 2014. <http://www.quality-

assurance-solutions.com/risk-management-plan-sample.html>. 

Tweeddale, Hamish Mark. "Principles of risk management." Mar. 1994. ScienceDirect. 14 July 

2014. <http://ac.els-cdn.com/0955388694900450/1-s2.0-0955388694900450-

main.pdf?_tid=8222438c-0f28-11e4-aa4a-

00000aab0f6b&acdnat=1405762918_db2ef1dc53ae2459fa2eb6bb2b5807d6>. 

Wilbanks, Linda, Risk Kuhn and Wes Chou. IT Risks. Jan. 2014. 13 July 2014. 

<http://ieeexplore.ieee.org.jproxy.lib.ecu.edu/stamp/stamp.jsp?tp=&arnumber=6756730

&tag=1>. 

 


