
Running head: TAKING A DEEPER LOOK AT THE CLOUD: SOLUTION OR 1 

 

 

 

 

 

 

 

 

 

Taking a Deeper Look at the Cloud: Solution or Security Risk? 

LoyCurtis Smith 

East Carolina University 



TAKING A DEEPER LOOK AT THE CLOUD: SOLUTION OR SECURITY RISK? 2 

Abstract 

As the technology industry begins its shift from mobile computing back to central 

computing, data goes from being stored on devices to being stored in the cloud. In this day and 

age whether you are a smartphone user, tablet user, or a company, there is a possibility that you 

have some sensitive information being managed at a remote site by a cloud service provider. 

While your information is being managed at this remote site, one may wonder what the security 

posture of the cloud service provider is and more importantly how secure is your information. 

The main benefits of utilizing cloud services for a company is saving money due to less power 

consumption and equipment purchasing as well as having more space to utilize for more 

employees locally, but at what cost? With entities like the government and Apple, which are 

perceived to have an immaculate security posture, being hacked into, cloud computing can be 

seen as creating more of a vulnerability than a solution for an entity. The cloud services solution, 

as it is being marketed, needs to be scrutinized and evaluated more in the sense of security. 

Placing a closer eye on the group of companies that are providing cloud services, on the 

companies that are shifting to or using cloud services, and on the users that are contemplating the 

shift, would allow the security vulnerabilities that are inherit in the cloud to be met with 

solutions, which will provide a more secure solution to cloud users.  

Introduction 

Due to the on the go lifestyle introduced to the world by mobile computing , the typical 

employee, student, business, and etc. in today’s society needs access to particular resources 

throughout all parts of the day with whichever device that they may be using at the time whether 

a laptop, a tablet, a smartphone, or a desktop. At this current time the main solution with the 

capability to supply this demand of nonstop availability is cloud computing. According to 
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National Institute of Standards and Technology (NIST) Special Publication 800-146: Cloud 

Computing Synopsis and Recommendations, cloud computing allows computer users to 

conveniently rent access to fully featured applications, to software development and deployment 

environments, and to computing infrastructure assets such as network accessible data storage and 

processing (Badger, Grance, Patt-Corner, & Voas, 2012).  Cloud computing services are 

currently able to be used in multiple scenarios that assist most businesses with their daily 

requirements as well as those that assist some consumers with the daily requirements of their 

personal lives. Its uses range from remote storage for a business’s information or a person’s 

information to cutting costs and/ or distributing liability with the outsourcing of either a single 

service or multiple services that either the subscribing company uses internally or provides its 

customers This multifaceted solution has become the hot topic of the information technology 

field as well as many other areas in multiple ways. In 2009, cloud computing services brought in 

58.6 billion dollars in revenue, which increased to 68.3 billion in 2010 (Bizarro & Garcia, 2012). 

Typically the terms “the cloud” and cloud computing are tossed around in several conversations, 

however, many do not know the true dynamics of the cloud, what the cloud really is, nor what it 

encompasses. Most individuals if asked to define “the cloud” would either sum it up as being a 

remotely hosted service or group of services or they would be unable to define it at all. In the 

Basics of Cloud Computing, Huth and Cebula define it as a subscription-based service where 

you can obtain networked storage space and computer resources (Huth & Cebula, 2011). 

However, one can find a more in-depth definition in NIST Special Publication 800-145: The 

NIST Definition of Cloud Computing, cloud computing is defined as a model for enabling 

ubiquitous, convenient, on-demand network access to a shared pool of configurable computing 

resources (e.g., networks, servers, storage, applications, and services) that can be rapidly 
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provisioned and released with minimal management effort or service provider interaction (Mell 

& Grance, 2011).  The following topics will be covered in this paper: an in depth look into the 

cloud and what all it encompasses (essential characteristics, deployment models, and service 

models) and the risks associated with subscribing to cloud computing services to include both the 

legal risks and the security vulnerabilities.  

What is the Cloud? 

The cloud is a multifaceted system that includes a myriad of services that are offered to 

subscribers in many different formats. For a cloud consumer to accurately purchase the correct 

subscription, to meet all of their personal or business needs or for an entity to accurately be able 

to provide security for their subscription, an in depth view of cloud computing is necessary. The 

definition in its different variations only does the following: states what it is, gives a surface 

view of its composition, and relays the concept of the technology. However, the definition fails 

to reveal what it encompasses in entirety. In an International Journal of Advanced Research in 

Computer Science research paper titled, A Panoramic Perspective on Cloud Computing, the 

authors state that the cloud architecture refers to the following required components and 

subcomponents : front end platform, back end platforms, a cloud based delivery and a network 

(Kumar, and et al, 2015.). This multifaceted technology is composed of several different 

deployment models that can be utilized by a subscriber. NIST Special Publication 500-291: 

Cloud Computing Road Map, states that the model is composed of five essential characteristics, 

three service models, and four deployment models (Cloud Computing Road Map, 2013).  NIST 

Special Publication 500-299: Cloud Computing Security Reference Architecture, states that 

deployment models describe the relationship between the cloud services Provider and the cloud 

Consumer(s) (Cloud Computing Security Reference Architecture, 2013).  
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Essential Characteristics 

On-demand self-service 

Broad network access 

Resource pooling 

Rapid elasticity 

Measured Service 

Table 1. Essential Characteristics 

Essential Characteristics 

Table 1 lists the five essential characteristics of cloud computing: on-demand self-

service, broad network access, resource pooling, rapid elasticity, and measured service. NIST 

800-146 defines the essential characteristics as:  

 On-demand self-service is when a consumer has the ability to provision 

computing capabilities, such as server time or network storage, as needed and/or 

automatically without requiring any human interaction from the service provider.  

 Broad network access is the availability of cloud capabilities over the network 

and the ability to access those capabilities through standard mechanisms that 

promotes use by heterogeneous thin or thick platforms such as mobile phones, 

tablets, laptops, and workstations.  

 Resource pooling is the pooling of a provider’s computing resources, which 

allows the service of multiple consumers through the use of a multi-tenant model, 

with different physical and virtual resources dynamically assigned and reassigned 

according to consumer demand.  
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 Rapid elasticity is when capabilities can be rapidly and elastically provisioned, in 

some cases automatically, to scale rapidly outward and inward based on the 

customer’s demand. 

 Measured service is the automatic control and optimization of resource use of a 

cloud system by leveraging a metering capability at some level of abstraction 

appropriate to the type of service (e.g., storage, processing, bandwidth, and active 

user accounts) (Badge & et al, 2012). 

Service Models 

Cloud Software as a Service (SaaS) 

Cloud Platform as a Service (PaaS) 

Cloud Infrastructure as a Service (IaaS) 

Table 2. Service Models 

Service Models 

 Table 2 reveals the service models that are available for consumer subscription: Cloud 

Software as a Service (SaaS), Cloud Platform as a Service (PaaS), and Cloud Infrastructure as a 

Service). According to Kulkarni, Mandhare, Bendale, Belsare, and Patil in their paper Software 

as service cloud, the serviced models are defined as: 

 Software as a Service: a subscription in which the cloud infrastructure to include 

networks, servers, operating systems, storage, individual application capabilities and etc. 

are managed by the cloud service provider. The cloud consumer is able to access the 

service provider’s applications via the Internet. Examples would be Amazon Web 

Services (AWS), Google search, and Salesforce.com.  
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 Platform as a Service: a cloud service in which the cloud subscriber can control the 

change in the application and the hosting environment such as system software. Customer 

can deploy onto the cloud infrastructure consumer-created or acquired applications 

created using programming languages and tools supported by the provider.  

 Infrastructure as a Service: subscription in which the consumer has the capability to 

provision processing, storage, networks, and other fundamental computing resources 

where the consumer is able to deploy and run arbitrary software such as operating 

systems and applications. The physical infrastructure is still owned by the provider 

(Kulkarni, Mandhare, Bendale, Belsare, and Patil, 2012). 

   

 

Table 3. Deployment Models 

Table 3 displays the last important piece of cloud computing, the 4 deployment models: 

Private, Community, Public, and Hybrid. NIST 800-145 defines the deployment models as 

follows:  

 Private cloud: cloud infrastructure is provisioned for a single organization and its 

multiple business units. The organization and/or a third party may own manage, 

and operate it themselves. It may exist onsite or offsite.  

 Community cloud: a cloud infrastructure that is provisioned for a community of 

organizations with shared interests/concerns to include mission, security 

requirements, policy, and compliance considerations. Any company in the 

Deployment Models 

Private Cloud 

Community Cloud 

Public Cloud 

Hybrid Cloud 



TAKING A DEEPER LOOK AT THE CLOUD: SOLUTION OR SECURITY RISK? 8 

community and/or a third party may own, manage, and operate it. It may exist 

onsite or offsite.  

 Public cloud: The cloud infrastructure is provisioned for no one in particular and 

is open to the public. It may be owned, managed, and operated by a business, 

academic, government organization, or a combination of the listed. This will exist 

on the cloud provider’s premises.  

 Hybrid cloud: a combination of two or more of the private, public, or community 

cloud infrastructures. It remains a unique entity however, it is bound together by 

standardized or proprietary technology that enables data and application 

portability (Mell & Grance, 2011). 

Cloud Risks 

Information technology inherently involves some type of risk especially when it is 

connected to the Internet. The cloud computing concept sounds very promising and beneficial for 

regular users and business users, however one must first know what risks are being assumed by 

subscribing to it. Cloud risks are broken up into two categories: legal risk and security 

risk/vulnerabilities.  

Legal Risks 

 When subscribing to cloud computing services an entity must pay close attention to the 

contract of the cloud service provider, especially in regards to major public cloud service 

providers. According to Dan Burge in his Computer Weekly article titled Legal Risk of Cloud 

Computing, major public cloud providers typically will keep performance assurances and 

warranties to a minimum, offer their products on an “as is “ basis drawn from consumer services 
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where they started, may also retain the right to suspend service at any time in the event of any 

unanticipated downtime or availability, and even in the occurrence of a breach most cloud 

service providers require a broad exclusion of liability. Cloud service providers will also seek 

indemnities for the following: if any claim is made against the provider for any information, 

data, or electronic material placed into their cloud which causes it to breach a third party’s 

intellectual property rights, the protection of suppliers against losses suffered from a customer 

breach of the service agreement, failures to secure passwords, as well as the permitting of 

unauthorized access to the cloud computing service (Burge). There also lies compliance issues. 

According to Geopfert in The Important Risks of Cloud Computing, a host of compliance issues 

arise when a company decides to migrate into the cloud. The industry specific regulatory issues 

are Payment Card Industry (PCI), Health Insurance Portability and Accountability Act (HIPAA), 

and Financial Industry Regulatory Authority (FINRA). Due to these regulations constantly 

change a consultation with legal counsel and its internal audit functions are necessary prior to the 

deployment of a cloud strategy (Geopfert, 2012).  Cloud subscribers must pay close attention to 

the service level agreement (SLA). NIST 800-144 Guidelines to Security and Privacy in Public 

Cloud Computing defines the service agreement as what defines the terms and conditions for 

access and the use of services offered by the cloud provider. The SLA also establishes a period 

of service, conditions of termination, and disposition of data (preservation period) upon 

termination. It represents the understanding between the cloud service provider and cloud service 

subscriber about the expected level of service to be delivered as well as the compensation 

available to the consumer if the provider fails to deliver the service at the level specified (Wayne 

& Grance, 2011).  

Security Risks 
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 In the cloud computing environment security is essentially a shared task with the cloud 

customer and the cloud service provider. The cloud provider typically dictates their role in 

regards to security in the contract, the subscriber can either negotiate, accept, or decline to 

subscribe. In the document Cloud Security Considerations, the National Security Agency (NSA) 

discusses the following security risks associated with the cloud:  

 API Security:  providers typically have proprietary Application Programming Interfaces 

(APIs) that they use to build services. The data being accessed is only as secure as the 

application that is accessing or modifying it.  

 Cloud Portability and Continuity Operations: cloud subscribers will have to ensure 

that their data and services can be exported to a standard interchange format for 

continuity. The risk associated with this is the having the periodic snapshots of critical 

and essential data being securely stored outside the operational cloud.  

 Data Encryption: data encryption tools need to be configured and implemented properly 

in the cloud architecture. Cryptographic keys will have to be properly managed, 

protected, and changed periodically. They should be managed separately for each cloud 

instance.  

Cloud services also experience risks associated with reliability, denial of service, and with 

traditional security requirements such as authentication, authorization, availability, 

confidentiality, identity, integrity, separation of duties, audit, security monitoring, risk 

assessment, active security defense, incident response, and security policy management (Cloud 

Security Considerations,2013). 

NIST 800-144 discusses the following fundamental concerns:  
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 System complexity: it takes several components to make up a public cloud service, 

which creates a large attack surface. As the complexity increases the security 

decreases, the vulnerabilities increases, and the privacy risk increases.  

 Shared Multi-tenant Environment: client organizations typically share components 

and resources with other cloud consumers that they have no association with. This 

separation is only in the logical sense. Software errors could lead to one consumer 

gaining access to another consumer’s data or the owner of the information being 

blocked from their own information. This also allows an attacker to pose as a 

consumer, overcome the logical separation, and gain unauthorized access.  

   Internet-facing Services: cloud services over the Internet delivery exposes 

administrative interfaces used to self-service and manage an account as well as non-

administrative interfaces used to access deployed services. Remote administration as 

well as moving services from a company’s intranet to a cloud exposes it to risk that it 

was defended against initially. There is also the issue in regards to performance and 

quality of services delivered over the Internet.  

 Loss of Control: cloud subscription involves external control over organizational 

assets. This external control amplifies the security and privacy of traditional IT 

(Jansen & Grance, 2011).   

According to the article Review of Cloud Computing Security Issues, subscribers are also 

vulnerable to the following: data breaches, account hijacking, abuse of cloud services, and 

insufficient due diligence (Kaur & Bhagat, 2014). 

Conclusion 
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 In conclusion, cloud computing offers the benefit of not having to develop and maintain 

an IT infrastructure for a company, it offers on-demand service, accessibility through multiple 

platforms via the Internet, and rapid provisioning of a flexible environment. Before subscribing 

to any cloud computing service an organization must do research to ensure that they know what 

exactly cloud computing is, what all it encompasses, what to expect from a provider, what to 

look for in a provider’s contract as well as the risks that are associated to cloud computing. An 

organization has the potential to save some money since the necessities of having an IT 

infrastructure are outsourced and managed by the provider, but at what cost? Subscribing to a 

cloud service, especially a public cloud service, offers an organization more risks than just those 

that would be associated with a non-cloud IT infrastructure managed and maintained by the 

organization itself. The cloud offers issues inherent in virtualization that an organization would 

be protected against had it not outsourced. There are risks associated with the legal aspect as well 

as the securing of a subscribers information that is being accessed over through the cloud.  

Outsourcing services exposes a company to the following risks/issues: an “as is” agreement that 

typically favors the provider, issues inherent to services being offered over the Internet to include 

privacy and information security concerns, less control of subcontractors that the provider may 

utilize, provider dictated compatibility, inadequate and unchangeable service agreements, 

increased single point of failure due to shared resources, lack of responsibility/liability in regards 

to the provider, insurance policy that covers interruption covered by vendor failure, subscriber’s 

ability to terminate the contract in an effort to minimize interruptions, physical location of data 

backups, jurisdictional issues in regards to the locations of the data vs the location of the 

services, data access, data security laws compliance, and subjection to the cloud service 

provider’s business continuity and disaster recovery practices (Zottola, 2012).   Essentially in 
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regards to subscribing to cloud services the risk outweighs the benefit of cost in numerous 

situations. If an organization is determined to move their services to the cloud then they must do 

their due diligence in regards to research and the choosing of a cloud service provider.  
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