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Abstract 

As the innovation in the information age continues to sculpt the norms in everyday life, we 

unknowingly become more vulnerable to cyber threats. In the sake of communication, mobility, 

and convenience mobile devices have allowed us to tackle personal, business, and educational 

tasks on the go, which in the past users were only capable of doing such while stationery. This 

convenience, this mobility, this multitasking has also enabled us to become more vulnerable in 

regards to being exploited by malicious individuals and having information taken from us. The 

average user is not trained, informed, nor tech savvy enough to know how to slightly protect 

themselves. Their banking information is on their mobile device, they have apps that allow them 

to monitor and control their home, and unlock their car, all of which can easily be exploited by a 

hacker. Users also have the tendency to connect to free Wi-Fi to surf the net or connect to 

Bluetooth devices for answering calls and/or listening to music while driving or working out in 

the gym. Unknowingly users could be connecting to evil twins opposed to Starbucks’ free Wi-Fi 

as well as opening themselves up to rogue Bluetooth connections. Ultimately our convenience 

creates a convenience for the opposition. We can conveniently be productive away from home, a 

desk, the office and etc. and they can conveniently steal our identity, information, and finances. 

We have the ability to check our email, transfer money, pay bills, browse the internet, do 

homework, read or write a book or some form of text, communicate across the globe and etc. at 

our fingertips due to mobile devices. This great amount of convenience, this mobile productivity 

simply changes basic tasks in everyday life at an increasing cost. However there is hope, with a 

few practices we can secure our personal devices as well as those on an enterprise or government 

network to mitigate most of our increased vulnerability. 
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Introduction 

According to National Institute of Standards and Technology (NIST) a device is 

classified as a mobile device only if it has the following characteristics: it is a small form factor, 

has at least one wireless network interface for internet access, a built-in data storage, an 

operating system (OS) that is not a full-fledged desktop or laptop OS, applications that are 

available through multiple methods, and built in features for synchronizing local data with a 

remote location (Souppaya & Scarfone, 2013). In the recent years mobile devices have become 

an integral part of everyday life since the introduction of cellphones in the 70s, the introduction 

of tablets as we know them by Microsoft in the early 2000s, and then the world changing 

Android and Apple mobile operating systems in 2008. By the end of 2009 there was an estimated 

4.6 billion mobile cellular subscriptions globally (US-CERT, 2010). By the end of 2012 the 

amount of mobile cellular subscriptions had increased to be approximately 5.9 billion 

subscriptions worldwide. Mobile devices have grown to assume their current stature as an 

essential part of everyday life due to them allowing a constant connection to friends, family, and 

information for the average user and additionally business for the corporate user (Paulett & 

Pinchot, 2014). The risks associated with mobile devices are due to them becoming very 

appealing targets of exploitation because of their complex design, enhanced functionality, and 

expanding market share (US-CERT, 2010). In each mobile device there are numerous factors 

that contribute to its functionality as well as its vulnerability: its manufacturer, its operating 

system, its mobile carrier, and its applications. The manufacturer and mobile carrier can assist in 

securing devices by the security mechanisms that they put into place, to include: password 

requirements, encryption, biometrics, and etc. (GAO, 2012). In figure 1 it illustrates how unit 

shipments of smartphones and tablets will both increase over 70 percent from 2013 to 2017, 
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while desktops will decrease by 8.4 percent and laptops will only increase by 8.7 percent 

(Columbus, 2013).  

Product Category  

2013 Unit 

Shipments  

2013 

Market 

Share 

2017 Unit 

Shipments 

2017 

Market 

Share 

2013-

2017 

Growth 

Desktop PC 134.4 8.60% 123.11 5% -8.40% 

Portable PC 180.9 11.60% 196.6 8% 8.70% 

Tablet 227.3 14.60% 406.8 16.50% 78.90% 

Smartphone 1013.2 65.10% 1733.90 70.50% 71.10% 

Total 1556 100% 2460.5 100% 58.10% 
Figure 1: Smartphone Connected Market by Product Category, Unit Shipments & Market Share, 2013 and 2017 

(shipments in millions) 

The substantial difference between the shipments of the three types of devices provides 

more than enough evidence needed to display the change in the ways of the people. It puts into 

context how more people are transitioning and are expected to continue transitioning to a more 

mobile lifestyle that allows them to always be connected opposed to the old way that utilized 

laptops and desktops, required a platform to rest on, and offered limited connectivity. In this 

paper I will discuss the following topics: mobile device vulnerabilities, government best 

practices to mitigate those vulnerabilities, best practices for the enterprise environment, and 

lastly personal tips for securing mobile data and protecting personal information on a mobile 

device for the average user.  

Mobile Vulnerabilities 

In regards to security we must first acknowledge the fact that essentially every device that 

is connected to the Internet is vulnerable to some type of exploitation in some form or shape. The 

only initial protection is whatever security mechanisms that are in place on the device and the 
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knowledge, training, or tech savviness of the user. In regards to mobile devices, there are a 

multitude of vulnerabilities that may threaten its confidentiality of data, integrity of data, and 

availability of resources that are present by nature. United States Computer Emergency 

Readiness Team (US-CERT) lists the following vulnerabilities in Technical Information Paper 

(TIP) 10-105-01: mobile malware, social engineering, exploitation of social networking, mobile 

botnets, exploitation of mobile applications, and exploitation of mobile e-commerce (US-CERT, 

2010). There is also loss/theft/damage of the device, exposure of sensitive information through 

wireless sniffers, spam, malformed short message service (sms) messages that can crash a 

device, and the use of the mobile device as a proxy to establish a virtual connection from an 

attacker to an internal network (Milligan & Hutcheson, 2008). The more common vulnerabilities 

of mobile devices include failure to enable password protection, lack of capability to intercept 

malware, and operating systems that are not kept up to date with the latest security patches 

(GAO, 2012). A 2014 Ponemon study showed that mobility was predicted to be the biggest 

threat vector of 2014 and that 68 percent of mobile devices have been targeted by malware 

(Secure Network Access for Personal Mobile Devices, 2014). According to the mobile threat 

report of 1 January 2014 to 31 March 2014, 277 new threat families were found for mobile 

devices with 275 of those being for Android, 1 for IOS, and 1 for Symbian mobile operating 

system. From those 277 families, 91 percent were classified as malware and 9 percent were 

classified as potentially unwanted application (PUAs), which if misused could cause privacy and 

security risks on the device. Also out of the 277, 19 percent were associated with botnets and 88 

percent of the threat families were profit motivated (Mobile Threat Report Q1 2014, 2014). 

These are the problems that each one of the more than 5.9 billion mobile device subscribers face 

with the only requirement being possessing one and utilizing it without properly securing it.  
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Government Practices 

Often times as information technology professionals we are quick to only list the 

problems that some request of the users may cause, however we are in the business of providing 

solutions to the entity in which we support despite our views. To provide such support we take 

the known vulnerabilities and offer solutions, based on research, that will either completely 

neutralize or mitigate a threat and in turn protect the organization, its employees, and its 

customers from exploitation. A typical way of mitigation is through policies that provide the 

minimum security requirements necessary to gain access to logical resources as well as practices 

that should be followed by every user on the network. In this section I will cover mobile device 

policies and practices for professionals that are employed by a government entity.  In the 

government environment there is a higher demand for security due to the leaking of government 

information having the potential to cause harm to national security, depending on its 

classification level. In an effort to mitigate this, several interagency documents have been 

published to assist other departments and agencies in achieving the same goals of providing 

mobile services and providing confidentiality, integrity, and availability to the respective 

missions of each. One of these documents is the Mobile Security Reference Architecture 

(MRSA) version 2.0, written by the Federal CIO Council in conjunction with the Department of 

Homeland Security that presented the following components: Virtual Private Networks (VPNs), 

Mobile Device Management (MDM), Mobile Application Management (MAM), Identity and 

Access Management (IAM), Mobile Application Store (MAS), Mobile Application Gateway 

(MAG), Data Loss Prevention (DLP), Intrusion Detection System (IDS), and Gateway and 

Security Stacks (GSS), which are all necessary to achieving secure services (Mobile Security 

Reference Architecture [MRSA], 2013).  In the documentation they go on to list several ways to 
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secure the device from data on the device to communication. At the same time of this 

architectural view the CIO Council published the Government Mobile and Wireless Security 

Baseline that provided mitigation strategies to assist departments and agencies as well.  The 

mitigation strategies identified to reduce the risk of mobile threats involve applying 

management, operational, and technical controls to address threats to each element of the mobile 

architecture. In addition to mitigations, management controls include safety awareness training 

to address mobile-device specific threats and security policy defining rules of behavior and 

acceptable use of mobile devices (Government Mobile and Wireless Security Baseline, 2013). 

From personal experience, in order to utilize Department of Defense information systems, users 

are required to annually sign an acceptable use policy, take a series of cyber awareness courses, 

and take a cyber-awareness test to ensure that they are fully aware of the rules and 

responsibilities that come with utilizing a government owned information system. Also every 

time that they log onto or unlock their mobile device a banner is presented to them, which is an 

information system user agreement, that they must agree to each time before utilizing any 

system. The Department of Information Systems Agency (DISA) website holds configuration 

policies named Security Technical Implementation Guides (STIGs) for information systems that 

are allowed access to the Department of Defense’s (DoD) network. These STIGs provide IT 

personnel within the DoD the minimum required configurations that must be on a particular 

information system to mitigate the known threats to that system and protect the network and its 

users. There is a STIG created for every device that anyone may use on a network associated 

with the DoD. According to the DoD Annex for Mobile Device Fundamentals (MDF) Protection 

Profile (PP) version 2.0 published on 18 November 2014, mandated configurations for mobile 

devices are as follows: minimum password length is 6 characters, passwords must not contain 
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more than two sequential or repeating characters, screen lock must be enabled, device must have 

a lock timeout of 15 minutes or less, the device must be configured to allow a maximum of 10 or 

less failed authentication attempts , only allowed applications on a mobile device must come 

from either the DoD-approved commercial application repository, the Mobile Device 

Management (MDM), or mobile application store based on the application whitelist,  which 

looks at digital signatures or cryptographic hashes or the app name and version ,  all protocols 

supporting wireless remote access are to be disabled, the information systems user agreement 

must be present on a device whether in full text or summarized depending on the amount of 

characters allowed on the device, USB mass storage mode must be disabled, back up to a remote 

system and backup to a locally connected system are to be disabled as well, USB tethering 

authentication is enabled, user acknowledgement of advisory message is enabled and the 

automatic transfer of diagnostic data to an external device other than an MDM service that the 

device has enrolled is disabled (DoD Annex for Mobile Device Fundamentals (MDF) Protection 

Profile(PP) V2.0, 2014). Essentially All aspects of deploying mobile devices in the government 

must be covered. In the Department of Defense Mobile Device Strategy version 2.0 of May 

2012, the DoD acknowledges the benefits that mobile devices could provide to their workforce 

and list 3 goals that would guide the DoD in capitalizing on those benefits. The goals set forth at 

that time were to advance and evolve the DoD Information Enterprise Infrastructure to support 

mobile devices, institute mobile device policies, and promote the development and use of DoD 

mobile and web-enabled applications, all of which included at least 3 objectives. These goals and 

objectives were followed by implementation considerations which were based upon three broad 

categories of users. The three categories of users are enterprise-wide, executive, and tactical 

support, all of which have their own daily function and requirements for deploying mobile 
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devices (Department of Defense Mobile Device Strategy v2.0 [DMS], 2012). There are six 

categories for what type of controls would have to be implemented on the device for the required 

level of hardening for the three user types. The implementation consideration fall within the 

following hardening categories of security, transport, gateways, mission critical services, mobile 

device management, and application management. . The implementation considerations within 

the categories differ based on the classification of the information and the user category. The 

only configuration difference in the device hardening procedures for the three user types is that 

the more mission critical categories, which are executive and tactical support, have different 

network controls than each other as well as the enterprise-wide category, due to the higher 

demand of security (DMS, 2012).  

Enterprise Practices 

In an enterprise environment an insecure mobile device can allow unwarranted access to 

the company’s network through the exploitation of that device. Unauthorized access to an 

enterprise environment can lead to the leaking of company secrets, the spreading of 

viruses/malware throughout the network, and the stealing of personal information in regards to 

company users and its customers. The approach to securing mobile devices in the enterprise 

environment is similar to that of the government environment; however the seriousness of the 

information is different. Leaked information in an enterprise often times does not equate to a 

threat to national security. As vulnerabilities increase in frequency and severity, IT personnel are 

more inclined to establish rules and policies for data encryption, secure email, and mobile 

browsing to mitigate the chances of data leakage (Three Steps to Mitigate Mobile Security 

Risks). In order to tackle the vulnerabilities that mobile devices inherently have and the risks that 
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they bring to the enterprise environment, each vulnerability must be addressed and provided a 

solution. However, before designing and deploying mobile device solutions, organizations 

should develop system threat models for the mobile devices and the resources that are accessed 

through them.  In NIST publication 800-124 revision 1: Guidelines for Managing and Securing 

Mobile Devices in the Enterprise, it states that threat modeling involves the identifying of 

resources, then quantifying the likelihood of successful attacks and their impacts, and finally 

analyzing this information to determine where security controls need to be improved or added. It 

helps organizations to identify security requirements and design the mobile device solution to 

incorporate the controls needed to meet the security requirements (Souppaya & Scarfone, 2013).  

In all aspects of securing mobile devices the approach is pretty similar. The entity must first 

become aware of the vulnerabilities effecting the proposed uses, then once becoming aware they 

must figure out what controls need to be applied in the form of policies, practices, and 

procedures, and finally once those controls have been finalized they begin with the 

implementation.  According to Mobilesafe, IT professionals should implement the following 

steps for an effective security approach with their companies in regards to employees bringing 

their own device: establish a full visibility for all devices and users connecting to the company 

network, continuously monitor and assess the vulnerability risk of each device, and focus on 

actions to mitigate vulnerability risks (Three Steps to Mitigate Mobile Security Risks). From my 

experience in the enterprise environment part of the security structure is set based on best 

practices provided by the vendor of the device in use or the vendor of a device that provides 

some type of resource to it. An example of this is the best practices provided by Cisco and 

Microsoft which offer guidance on how to deploy one of their products or devices to best suit a 

certain use. According to the IBM white paper Securing Mobile devices in the business 
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environment, creating a mobile security strategy for the enterprise should focus on the following 

key areas: data and resources accessible for mobile devices, platform support, management 

methodology and best practices. It goes on to state that companies must first decide the 

following: what information that they want to be stored and processed on mobile devices which 

will allow them to determine what exactly needs to be protected and to what extent does that 

information need protection, which mobile platforms will be allowed and need to be supported, 

and the responsibility for mobile security management work in regards to if the current personnel 

will handle it or another company. In regards to best practices, the following best practices that 

apply to laptops and desktops are also applicable to mobile devices: specification of roles and 

responsibilities in managing and securing devices, registration and inventory of mobile devices, 

efficient installation and configuration of security applications on devices, automatic update of 

security patches, policies, and settings, reporting of security policy enforcement status, and 

employee education on securing mobile devices (Kao, 2011). In my opinion outside of the things 

that can be done by the IT department educating the user is one of the most important pieces of 

mitigation. My logic is based on the fact that the user is the one that can cause the enterprise a lot 

of issues and headaches by not knowing any better. They can click on spam links, allow 

outsiders access to the network and etc. Informing them allows them to be aware of the 

vulnerabilities that they can prevent which are a lot. An example would be the use of untrusted 

networks like free Wi-Fi. Users could essentially bring some of the headache off of the IT 

professionals with proper education and allow them to react quicker to possible vulnerabilities. 

Best practice security considerations listed in Mcafee’s Securing Mobile Devices Solutions 

Guide are as follows : Protect the device, protect the data, control what networks the device 

accesses and what data it interacts with, enforce policies and privileges by associating a user with 
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the mobile device and a unique identifier, embrace solutions with security and scalability as well 

as ease of use for end users and IT staff, leverage mobile device security solutions synergistically 

with the existing security infrastructure, and to expand the demonstration of regulatory 

compliance to include mobile devices. At the conclusion of the solution’s guide it lists the 

following value drivers that mobile devices should provide for operational value to your 

organization: protecting personal and application data to help decrease legal fees and fines in the 

event of a lost or stolen device, facilitating remote locking and monitoring to help ensure 

compliance to corporate policies and identification of devices if “misplaced”, decreasing overall 

compliance monitoring costs because of the ability to demonstrate appropriate levels of due care 

and due diligence in tracking and managing devices, and empowering employees to be more 

agile in terms of where and how they work and thus improve productivity and the bottom line 

(Contos, 2011).  

Tips for Personal Use 

For personal use of mobile devices there is not much one can do that does not involve 

funding or some capability that the typical user does not have. There are a few tips and strategies 

that one could follow to keep their device as secure as possible and to protect themselves. The 

most common mistakes of the average user is to click on things that they should not have, to not 

keep their device and applications up to date, to connect to free/ unsecure Wi-Fi, to leave 

Bluetooth on, to leave location services on, downloading untrusted apps from the internet and 

from the market, and not installing an antivirus on their mobile device. To mitigate the 

exploitation that comes with these mistakes a user could simply research to learn better practices. 

Mcafee’s 10 Quick Tips to Mobile Security lists the following that the average user has the 
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capability of doing: lock your device with a pin/password and configure device to automatically 

lock after a certain time period, only install applications from trusted sources and check app 

reviews by users, backup your data, keep your system updated, don’t hack your device, always 

log out of bank and shopping sites, turn off Wi-Fi, location services and Bluetooth when they are 

not in use, avoid texting or emailing personal information, don’t click on links or attachments in 

unsolicited emails or text messages, and install a mobile security application (10 Quick Tips to 

Mobile Security, 2012). By following those simple tips the average user can protect themselves 

from the most common vulnerabilities and threats that come with the convenience of having a 

mobile device.   

     Conclusion 

In conclusion, mobile devices welcome a world of threats that information technology 

professionals were never prepared for, which is usually the case with a lot of things as 

technology advances. However, the factor that makes them different is that they are essentially 

mini computers yet their functionality at first was limited and now it seems to be expanding at an 

almost exponential rate. Every year a new version of an advanced mobile device is replaced with 

the newer version that may be stronger, bigger, faster, and includes more features. With each 

increment the mobile device is becoming closer to having complete functionality of a desktop or 

laptop although it does not have the standard operating system of either. In the same instance 

security practices or policies may need to be reevaluated depending on the market. Mobile 

devices require a rethinking of the security models that have been traditionally employed to 

protect information accessed by off-site/remote workers. Appropriate authentication methods, 

traditional security products, and connectivity options may be limited, nonexistent, or require 
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modifications to accommodate them (MRSA, 2013). Mobile device vulnerabilities are a given, 

however with well thought out policies, user education, and security mechanisms securing 

mobile devices will become less of a problem in an entity.  
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