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Abstract 

This paper seeks to provide an understanding of the different computing needs being 

utilized in public school systems by identifying devices used to provide digital communication 

services to employees and students.  By identifying what services are being provided, protocols 

and procedures for security can be identified as well.  This will enable the reader to more fully 

understand what is needed to secure the underlying networks that make up the backbone for the 

devices used throughout a public school system. 
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The Increasing Use of Digital Technology in Public Schools,  

Possible Threats, and Methods used for IT Security 

Summary 

From the very first day a student of 5 years begins his or her scholarly journey, of which, 

on average, is about 13 years, he or she is introduced to new technologies now prevalent 

throughout our public school systems.  Although not having quite the cash flow that colleges 

have, public schools are now resembling college campuses in that teachers and students have 

access to desktops, laptops, iPads, and much more.  Along with all this connectivity comes many 

hidden aspects that must be seen to.  Providing network connectivity for all these apparatuses is 

one thing.  Hosting servers that provide services for the networks, databases, and so forth is 

another.  The true problem comes when trying to secure such a service oriented architecture in 

such a way as to make it secure without making it so inaccessible that it becomes difficult to use.  

The purpose herein will be to describe some of the technologies used in public schools, the 

benefits, and how to adequately meet security concerns. 

Analysis 

End User Devices 

Not long ago, many public school would only provide computing services in a single lab, 

which provided very minimal use for students.  Nowadays, it is common for every teacher to 

have their own personal desktop, laptop, and iPad provided by school systems, which gain 

funding from higher level state and federal sources.  Often, though, schools will gain resources 

from charities and donations as well.  Along with these teacher devices, schools will most likely 

have varying numbers of student computers in each instructional room, but will also have mobile 
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labs that can be checked out, consisting, for example, of 30 laptops or iPads to be used for 

various implementations.  

Not only are students using devices provided by the schools.  They are using their own 

devices.  Instead of banning personal devices from being used on school property, many are now 

allowing it.  The versatility of portable devices has many uses.  A school board member in 

Caldwell County, NC claimed “Now you don't have a dictionary -- you look it up on your 

iPhone” (Frick, 2013, para. 5).  With this increasingly new thinking across the nation, it is 

changing how students retrieve information, but is also leading to a need for heightened security 

awareness. 

Basically, this means that all personnel can be connected in real time with one another at 

all times in some form or another.  This includes teachers, students, administrators, staff, and 

even parents.  This can be both an exciting and daunting task to regulate. 

Network Devices and Servers  

For the most part, the central hub for any school system is going to be the county.  The 

county will be comprised of IT specialists including database administrators, network 

administrators, desktop support personnel, helpdesk personnel, and various other levels of 

management and support.  One can associate a county with a large organization with branch 

offices spreading throughout the coverage area, however big that may be.  Network devices will 

include routers, switches, firewalls, wireless controllers, wireless access points, and many others 

that may be needed.  Servers will most likely provide services such as SQL databases, remote 

access, Network Address Translations (NAT), Dynamic Host Control Protocol (DHCP), Domain 

Naming System (DNS), file servers, and much more.  A general network representation for a 

county school system can be seen below in Figure 1. 
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Figure 1. 

The combination of these apparatuses provide the backbone for the technology operations 

that take place throughout a county.  This interconnectivity can get complicated and hard to 

manage.  Ensuring that adequate service is being rendered is a must at all locations, and in order 

to do so, the above mentioned personnel at the county level must ensure that security precautions 

are being met throughout the network. 

Possible Security Threats 

Threats come from many places, both inside and outside of the network.  Although 

schools may not seem like prime targets for hackers, security risks must still be mitigated.  The 

list of possible threats that could cause damage to this system or interruptions in service is a long 

one, but the major categories to think about are physical intrusion, network breaches, and 

malware. 

Physical intrusion constitutes an event where a person with malicious intent gains access 

to the property on which the network is hosted.  Access may be gained through doors, windows, 
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or other entry points.  Network breaches, on the other hand take place when the physical or 

logical network has been accessed from outside the physical property.  This gives the malicious 

party the ability to possibly view or steal data stored on devices connected to the network, but 

also the ability to introduce hidden programs that run in the background.  “Malware is short for 

malicious software, meaning software that can be used to compromise computer functions, steal 

data, bypass access controls, or otherwise cause harm to the host computer” (Veracode, 2014, 

para. 2).  Common forms of malware are viruses, adware, and spam. 

Security Solutions and Guidelines 

Physical Intrusion Prevention 

This may be one of the most common protocols implemented for any organization, but 

also one of the most important.  “The security planner should conduct a systematic and 

comprehensive analysis of the threats to which the facility is exposed, the physical characteristics 

of the building which houses the facility and the organization and mission of the facility” 

(National Bureau of Standards, 1974, p. 45).  Controlling and monitoring physical access points 

is important.  Doors should obviously never be left open.  Most modern schools will implement 

some form of keycard entrance for exterior doors.  Cameras should also be used to monitor 

potential events in order to identify persons involved in a incident.  Segregation of work areas 

within the school is important.  Giving staff members access to only those places needed will 

deter them from venturing into secure places where only IT members should be such as data 

closets where servers and network devices are hosted.  All systems will or should have password 

or multi factor authentication methods, but the importance of physical intrusion prevention 

comes from the fact that being physically present beside a device means it can be destroyed if 

not accessed. 
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Firewall Configuration 

The entry point to any private network must be protected.  The first layer of protection is 

the firewall.  The firewall is a device that functions as an outer perimeter protection mechanism 

to the network by applying rules to regulate incoming and outgoing network traffic.  Common 

safeguard rules are normally applied by blocking certain traffic by filtering port numbers that 

they use.  For instance, if an administrator wanted to block incoming secure shell (ssh) traffic, he 

or she would block port 22.  By doing this, a network can be more secure as it provides a front 

end security wall to the outside world.  In saying this though, there is not a common 

methodology or rulebook for blocking ports.  Any administrator or more likely a group of 

administrators must discuss what services are being provided by the internal servers.  Those 

services use certain protocols, and the firewall cannot block them or services will not function.  

The solution is that the firewall should only allow needed or provided service protocols to flow 

into or out of the network.  Blocking all others is a key security risk mitigation practice. 

County systems will be hosting a wide array of servers that provide these services to 

those working for the school system, but also those that do not.  Servers that must be able to 

provide outside services should be placed in a Demilitarized Zone (DMZ).  “A DMZ is a 

network construct that provides secure segregation of networks that host services for users, 

visitors, or partners” (Flynn, 2006, p. 2).  This is basically just an operating space between the 

outer firewall and another internal firewall that protects the private network as seen in Figure 1.  

Servers that contain sensitive data or are for employees only should be placed behind the second 

firewall, but servers that are accessed by the public should be placed in the DMZ.    Examples of 

these would be web servers or remote access servers.   
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Antivirus Implementation 

Software implemented at the application layer to detect and remove potential threats is 

absolutely necessary.  Malware such as adware, bots, spyware, or viruses can ruin system 

performance in both hosts and servers.  These threats must be mitigated as much as possible.  

The county school system will need to purchase high level antivirus licenses for the whole 

district because the software must be deployed across all platforms.  Finding a single solution for 

different platforms may be a nuisance.  For instance, if a school is using both apple and windows 

operating systems, different licenses or different antiviruses may need to be purchased.  

However, Microsoft Windows will be the primary system used throughout all schools.  This 

system has been the popular choice for end users for so many years now that it has become the 

primary focal point for malware creators, and a single attack can cost above 8,000 dollars to 

remedy (Mamaghani, 2002).  This does not mean that other systems can be overlooked.  A full 

organizational antivirus solution that protects all devices must be implemented. 

Implementing Group Restrictions 

IT administrators must use tools available to incorporate policies for groups of users.  

Users will come in many forms such as IT personnel, Office staff, support staff, teachers, and 

students.  Certain users will obviously need more access than others.  For instance, an IT 

administrator will need full access to the systems he or she is responsible for, but not any other 

systems.  If he or she is in charge of certain servers, then access to those servers is granted, but 

access to servers and systems administered by other IT personnel should be restricted.  In this 

way each group has policies and restrictions specific to them that allow them to do their jobs, but 

further access is limited.  This does two things.  It allows for security incidences to be better 

tracked while also limiting exposure.  Lower level groups such as office staff will normally have 
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varying levels of restrictions.  For instance, office staff may have a need to access and change 

items on the computer drive whereas teachers and students may only have access to a network 

drive, but use the desktop programs specifically installed for their use.  Having groups also 

makes administration easier by being able to quickly change policies as needs arise, especially in 

large organizations.  Using a configuration manager such as provided on a Windows server can 

enable an administrator to apply group restrictions to hundreds, if not thousands of users in a 

dynamic and changing environment (Melber, 2014).  Instead of having to change each 

individual’s restrictions, the whole group’s can be changed to meet new requirements and 

implementations.   

Logically Separating Schools and Groups 

A county school system, theoretically, should be made of one logically connected Local 

Area Network (LAN).  The LAN is logically connected through the use of an Internet Service 

Provider’s (ISP’s) Virtual LAN (VLAN) technology.  Normally it will be a private network as 

leasing so many network addresses from the ISP is too costly.  The LAN specialist can then 

logically separate each school using VLAN techniques and port forwarding on switches to 

subnet each school.  The groups within the school can then be sub-netted further into smaller 

groups.  Separating groups in this way is a security technique commonly used to separate zones 

of users or physical locations. This makes troubleshooting network problems easier while also 

limiting security risks to each individual subnet instead of the entire LAN. 

To implement these guidelines, the county must ensure that knowledgeable staff are on 

hand that have experience with such network endeavors.  “Knowing how and when to implement 

VLANs can help set you apart from the competition and improve the customer's IP networking 

experience” (Boulter, 2014, p. 14).  This is because the organizations and the users within the 
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school system will have varying needs, but also be utilizing different equipment.  Network 

devices at some schools may be outdated as compared to others.  Network and VLAN creators 

have to be aware of these situations and must evaluate circumstances before proper 

implementations can be used.  

The Use of Portable School Devices versus Portable Personal Devices 

Portable devices will come in two forms; those provided by the school district and those 

that are brought from home.  School devices should follow and adhere to the same group 

restrictions and polices as hardwired network devices such as desktop computers.  On the other 

hand, personal device use and provisioning will fall under the administration’s discretion as to 

whether the devices are allowed or not.  Providing internet access to personal devices does have 

many legitimate reasoning’s such as providing access for visiting speakers or other traveling 

personnel (EdTech, 2014).  Normally, wireless connectivity is provided in schools through duel 

channel or duel frequency wireless access points.  This means that two networks will be 

accessible; one that is secure and requires some form of authentication, and one that is not 

secure.  The unsecure network is commonly called a guest network, which is used for personal 

portable devices.  The guest network is sub-netted using VLAN technology in order to logically 

separate it from other secure resources.  It should have its own servers housed in the main county 

facility as well.  Offering a guest network is highly recommended, but must be strictly separated 

from more critical networks as security polices are less stringent. 

The Importance of Wireless Security 

The use of wireless devices is more common throughout public schools each and every 

year.  It provides easy access to resources for roaming devices.  It enhances work by making it 

easier to use resources from varying locations throughout a school and throughout the county as 
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well.  In saying so, it is important to secure these networks, but the approach must be different as 

wireless networks present different risks, and therefore require specific security methods be 

applied (Kirankumar, Babu, Prasad, & Vishnumurthy, 2012).  Wireless communications are 

classified as unguided media.  This means that data is not transferred through a fixed medium 

such as a cable, but rather through the air or the atmosphere.  Two common wireless 

transmission types in schools will be radio waves and infrared waves.  Infrared waves will be 

used for remote controls and other similar devices, so these are not inherent security risks to be 

managed.  Radio waves, on the other hand have to be managed as these are the medium though 

which wireless communication is made possible.  Wireless networks are created by using access 

points that are controlled by a device called a wireless controller.  The controller enables IT 

administrators to configure devices from a central county location.   

The threats to these networks may come in many forms.  Two common attacks are war 

driving and rogue access points.  War driving takes place when a person discovers that access to 

a wireless network can be achieved from outside of the building.  The spot is normally marked in 

some manner such as using chalk on asphalt.  This free or unsecured connection is then shared 

with others who may have malicious intentions.  A rogue access point is the placement of a non-

authorized wireless access point into the network.  It is unrecognizable by IT administrators and 

provides unencumbered access to the network for those who may possibly have malicious 

intentions.   

Protection against these types of threats must be highly implemented.  Access point 

coverage areas should be limited so as not to provide connectivity any further than needed within 

each building.  Wireless network designers should initially see to this, but the IT Administrators 

should consistently reevaluate placement and configurations.  Rogue access points are a bit 
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harder to detect and remedy.  A rogue access point such as an unauthorized wireless router could 

possibly be placed on the network by an employee.  A common way to remedy this is by using a 

Wireless Intrusion Prevention System (WIPS).  “A wireless IPS monitors the radio spectrum for 

the presence of suspicious access points,” “detects the use of wireless attack tools” and “alerts 

the network or system security administrator” (Arora, 2013, para. 30).  This is an invaluable tool 

that should be utilized in large networks such as those implemented in public school systems. 

Conclusion 

As public schools become more connected, it is important to verify that security concepts 

are understood in order to prevent threats from making the computing networks inoperable.  A 

good security policy that covers all aspects of the internetwork being utilized is one of the most 

important aspects in order for the systems to function properly.  As the technology world moves 

forward, utilizations will make the work of employees and students in the public school systems 

more productive if networks can be maintained and secured in a manner that provides an optimal 

quality of service.   
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