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The 2014 Sony Pictures Hack: Theories of the Truth 

 

Many users in today’s society are precarious about the topic of information security while 

exploring the depths of the virtual world. Fortunately, there are pre-configured layers of 

security provided by default via the operating systems firewall. However, how much protection 

do we truly believe the manufacturers and service providers offer in the terms of safeguarding 

our personal information? 

In the content of this report, I intend to expand the recognition of newly discovered system 

vulnerabilities through malware insertion. These malicious tactics include cross-site scripting 

(XSS), embedded cookies and email spoofing used to exploit the information of a targeted user 

or enterprise. In doing so, my purpose is to share knowledge of the enterprise level of attack 

and inform best practice of disaster response methods by examining The 2014 Sony Pictures 

Hack. 

 

 The three prominent measures of a cybersecurity invasion include: reconnaissance, 

malware insertion, and data exfiltration. Reconnaissance is the preliminary observation or 

research of a region, organization, or individual in order to locate a target or ascertain strategic 

features. This is also the initial phase of every ploy to infiltrate an organization’s network 

infrastructure from an attacker’s standpoint. Without gaining prior knowledge of operations, an 

attacker would have no inclination of where to begin or an attack vector for intrusion. 
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Presumably, the impression of Sony’s information governance was less than solidified from the 

outside leading to the interest of the assailant(s).  

Subsequently once general knowledge is gained and a point of attack has been 

discovered, there is the choice of which mechanism to utilize to accomplish the desired goal. 

Relative to Sony “this incident is reportedly the first cyber-attack on a major U.S. company to 

use a new kind of malware designed to render computers inoperable.” [3] Whether the 

objective is to compromise internal data or sabotage for the sake of doing so, malware 

insertion is the most common approach. As mentioned, Cross-site scripting is one technique of 

exploitation. According to Symantec, Cross-site scripting carried out on websites accounted for 

roughly 84% of all security vulnerabilities documented since 2007. [4] Two common types 

include: persistent, and reflected (non-persistent). Whereas the first permanently stores user 

information on a separate medium without the victim’s knowledge for later use by an attacker. 

The latter is most typically script that executes once received on the client-side of a web 

interaction. A separate but relative method is the use of embedded cookies to attain user 

credentials or other personal information. A user must first be misled to a spoofed webpage 

and willingly (however, unknowingly) provide information to a rouge server or machine. This 

stratagem is more so the foundation for a more advanced incursion of said users’ privacy. Email 

spoofing in parallel with the previous techniques is the more believed concept associated with 

Sony’s data loss. According to Sony’s general counsel, “It is about the fact that email is not the 

correct repository for this . . . . While undoubtedly there will be emails that need to be retained 

and or stored electronically in a system other than email, many can be deleted and I am 

informed by our IT colleagues that our current use of the email system for virtually everything is 
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not the best way to do this.” [2] Centralizing all communication and intellectual assets internally 

rather than outsourcing to a data center, creates a single attack vector and minimizes the 

difficulty of successfully executing a breach.  

The previously stated methods are all but tactics to accomplish a common goal, data 

exfiltration.  

 

Figure 1. Targeted Attack Campaign Diagram [5] 

As exhibited in Figure 1, data exfiltration consists of a threat agent obtaining unauthorized 

access to confidential or sensitive information by means of pinpointing an attack vector and 

further controlling the communication between employees and company equipment. Sony’s 

data loss involved upward 10 terabytes of data being deleted and diverted to an external 

source(s) including, executive compensation records, employee social security numbers, 

unreleased movies and a massive trove of corporate emails. [2] As there exists a plethora of 
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theories explaining how the information may have been leaked. The accusations of a culprit 

stem as far as North Korea.  

 To be specific the organization believed to be involved identify themselves as 

“Guardians of Peace” or GOP. It has been speculated that this group of hackers were funded 

through the North Korean government with the objective of compromising Sony’s networks 

and equipment to thwart or otherwise precluded the US Company from releasing a new film 

enacting the assassination of the country’s leader Kim Jong-un. In support of this belief the US 

responded with actions against the country and its supporters until viable evidence proved 

otherwise. According to John Curran, The latest sanctions build on a long list of U.S. actions 

against North Korea in reaction to development of the country's nuclear weapons program. The 

latest order specifies that it applies to "all property and interests" that are in the U.S. or 

controlled by a U.S. person and says that such assets are "blocked and may not be transferred, 

paid, exported, withdrawn, or otherwise dealt in" by any person that the Treasury Department 

deems to be controlled by, or an official of, the North Korean government or the Workers' Party 

of Korea, or that provides material assistance, financial, or technological assistance to the 

government and the party. [6] It isn’t complicated to see how the connection could’ve been 

made to North Korean government considering the malware, upon further analysis, revealed 

signs of partially being derived from the country. However, with respect to the information that 

was disclosed it would be foolish to not consider the complete incident as a very intricate 

cover-up by a disgruntled ex-employee. Basic knowledge of internal procedures may already be 

learned in this scenario. 
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 The breach heightened awareness of cybersecurity, as Sony’s response was to shut 

down the studio’s email and other systems, and employees were forced back to the pre-

Internet age, with business done for days by pen, paper and blackboards. [8] In terms of 

mitigation tactics this may not always prevent further damage to systems nor assist with the 

investigation if in doing so, any logged information on the incident not permanently stored is 

lost. Alternatively, suggested best practice is to detach from the network and allow hired help 

from trusted technicians experienced with analyzing and locating malware within the registry to 

do so.  

 In conclusion, there is expected to be more releases of what was stolen from Sony to 

follow in the coming months. This type of issue will continue to be a burden and implicit target 

on any company that chooses to neglect the topic of cybersecurity. Don’t become the next 

Sony, ensure that all facets of internal communications are protected even if a slight cost 

increase is required. The integrity of your personal information may depend on it. 
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