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 In modern society, the use of networked based computer systems is a core component in 

almost any form of business, research, or social undertaking.  These systems contain sensitive data that 

ranges from family histories to medical records, to vital financial data the serves as the lifeblood for 

modern society.  Due to the sensitivity of the data stored on these networks it is the primary goal of 

Information and network security to protect and secure this data.  Much of this data is located in private 

networks that are attached to the public internet.   Malicious actors will use a wide variety of methods 

to gain access to these private networks and the valuable data they contain.  Therefore, it is crucial to 

detect any unauthorized intrusions into these private networks from the public networks.  The systems 

detect and prevent these intrusions, Intrusion Detection and Prevention Systems, and more specifically 

the rules that govern them are the focus of this paper.  

 An Intrusion detection is defined as “a security system that monitors computer systems and 

network traffic and analyzes that traffic for possible hostile attacks originating from outside the 

organization and also for system misuse or attacks originating from inside the organization.” (Intrusion 

Detection systems: Definition, Need and Challenges, 2001)   Intrusion Detection Systems typically reside 

in one of two places on a networked computer systems.  The first location is on a specific host.  A “Host 

Intrusion Detection System or HIDS is a software product, resides a specific machine called host, and 

does its job by protecting the entire system and disclose if a system has been compromised” (Prabhu & 

Jain, 2014).   This is a powerful tool in protecting an individual host, but to protect an entire network, 

the HIDS would need to found located on each host on the network.  The other location to monitor 

using an Intrusion detection system is the network itself.   A “Network Intrusion-Detection system 



software process on a dedicated hardware system.  The NIDS places the network interface card on the 

system in promiscuous mode, meaning that the card passes all traffic on the network to the NIDS 

software.  The traffic is then analyzed according to a set of rules and attack signatures to determine if it 

is traffic of interest.” (Prabhu & Jain, 2014)  This method of monitoring network traffic and comparing it 

to rules attempts to protect the entire network by detecting and possibly stopping traffic from non-

authorized intrusions into the network.  It is the creation, processing, distribution, and management of 

these rules that we will investigate. 

 Before looking at the Intrusion Detection System rules creation and distribution systems, we 

must look at the alternative to the rule based technique.   While rule or signature based are a powerful 

tool for detecting intrusions, to create a rule or signature it is necessary for the attack or intrusion to 

first occur.  To protect against these zero-day attacks it is necessary to use an alternative method of 

Intrusion Detection based on anomaly detection.  “An anomaly detection system first creates a baseline 

profile of the normal system, network, or program activity.  Thereafter, any activity that deviates from 

the baseline is treated as a possible intrusion.” (Prabhu & Jain, 2014)  These systems seek to recognize 

the systems behavior and reaction to an intrusion, rather than actually detect the intrusion itself.  This 

method is often used in parallel with rule based systems to create the highest level of security.  Because 

these methods do not use rules or signatures, they fall outside the scope of this paper, but are worth 

mentioning since they are a core component of modern Intrusion Detection Systems. 

 While Anomaly Based methods provide necessary zero day protection, the core of Intrusion 

Detection Systems are the signature and rules that these systems use to detect malicious access to 

private networks.   These rules seek to match patterns in network traffic.  “Signature-based NIDS 

compares the intercepted packets against its database of know vulnerabilities and malware signatures 

to detect such cyber-attacks.   These signatures are represented using Regular Expression (Res) and 

strings.” (Kumar & Singh, 2012)  Regular Expressions are a key component of these rules since the act as 



wildcards when matching traffic.  A Regular Expressions is defined by Wikipedia as “a sequence of 

characters that form a search patter, mainly for use in pattern matching with strings or string matching” 

(wikipedia.org, 2015)  To understand the creation of Intrusion Detection System rules, we must first look 

at how regular expression can be used as wild cards.   

 A simple example of an Intrusion Detection use case for regular expressions is matching an IP 

Address in network traffic.  The simplest form of a regular expression searching for a matching pattern 

of an IP address would be the “\b\d{1,3}\.\d{1,3}\.\d{1,3}\.\d{1,3}\b” (www.regular-

expressions.info/examples.html, 2013)    This regular expression pattern can be broken down to four 

repeating octets of the regular expression \d{1,3}.  The \d in the statement says it is attempting to 

match a digit and the {1,3} says the regular expression will match anything one to three digits long. 

(http://www.regular-expressions.info/refquick.html, 2014)  At first this seems to be an appropriate wild 

card for a valid IP Address since the standard IPv4 Address format is four octets of one to three digits 

each.  However, octets in IPv4 address also have a maximum value of 255.  The regular expression above 

will match one to three digits up to 999. So it would match the invalid IP address 999.999.999.999 as 

well as a significant number of additional invalid address (www.regular-expressions.info/examples.html, 

2013).    Inside an Intrusion Detection system rule, this could cause a large number of false positive 

alerts.  Luckily, the advantage of regular expression is that they can always be modified to be more 

specific. 

 The above issue can be resolved by using the powerful tools within regular expressions to 

filter the octets to only numbers less than 255.    The final regular expression looks long and complex, 

but is an example of how regular expressions can provide elegant matching patterns for use in an 

Intrusion Detection Systems.  The resulting expression is : 

 



“^([01]?\\d\\d?|2[0-4]\\d|25[0-5])\\.([01]?\\d\\d?|2[0-4]\\d|25[0-

5])\\. 

([01]?\\d\\d?|2[0-4]\\d|25[0-5])\\.([01]?\\d\\d?|2[0-4]\\d|25[0-5])$” 

(mkyong, 2009)   

 

This expression can once again be broken down to four identical repeating expressions.  This time it is 

“[01]?\\d\\d?|2[0-4]\\d|25[0-5])\\.”  This represents a single octet within the expression.  The first part 

of the expression, “[01]?\d\\d? “ states that it will match either 1 or 2 digits and allow the digits from 0 

to 9.  (mkyong, 2009)  If a third matched it states that it must start with either a 2 “|2”  or 25  “|25”.   If 

the 2 is matched it can be followed by the numbers 0 through 4 “[0-4]” and if 25 is matched it can be 

followed by the numbers 0 through 5 “[0_5]”. (mkyong, 2009)  Any third digit above 2 will not be 

considered a match.   When this expression is repeated three additional times, it will match any valid IP 

address.  While this example matches all possible valid IP addresses, this expression could easily be 

modified within an Intrusion Detection System rule to match various malicious IP address ranges. Using 

this example you can see that regular expressions are a powerful tool when creating Intrusion Detection 

System rules.   

 A practical example of using regular expressions in Intrusion Detection and Prevention systems 

comes from the Cisco IPS.   The Cisco IPS allows you to specify what OSI layer or protocol a rule is 

targeting and allows you to target specific fields within that layer or protocol. (Vanveerdeghem, 2011)   

If you are monitoring HTTP traffic, for example, you can specify which part of the Uniform Resource 

Identifiers (URI) you are attempting to match.   The rule we are creating is targeting specifically the 

Argument value.  “Argument regular expressions can be used to search on the HTTP arguments field, 

such as variable within a form input.” (Vanveerdeghem, 2011)   The rule we are creating will attempt to 

detect if an attacker is attempting to log into the website using the account name “admin” or 

file://d|25[0-5])/


“administrator”.  For example the HTTP messages sent could be http://www.richter.com/cgi-

bin/user.id=12 & user.name=admin .  The URI arguments in this statement would be “12” and “Admin”.  

To catch this attack you would need to edit the “Arg Value Regex” under the “Specify Arg Value Regex” 

Value in the Cisco IPS (Vanveerdeghem, 2011).  The regular expression you would need to add is  

“[Aa][Dd][Mm][Ii][Nn][Ii][Ss][Tt][Rr][Aa][Tt][Oo][Rr]|[Aa][Dd][Mm][Ii][Nn]”.  This would search all URI 

arguments for the word “Administrator” or “Admin” regardless of case.  This simple use case could be 

used as a fairly powerful tool.  While it is true, if this was a malicious attack, that you would have a 

record of the login attempt in the logs of your authentication system, you could use this IPS rule to block 

the login attempt before it even reaches the authentication system.  This could be used to block admin 

logins from unknown IPs or dynamically block multiple admin logins to avert a brute force attack.  While 

this example uses application layer traffic to monitor and block on, the Cisco IPS and other Intrusion 

Detection and Prevention Systems allow the use of regular expression rules for monitoring any layer of 

the network stack.  

 While regular expressions are powerful tools in crafting Intrusion Detection and Prevention 

rules, there is are negative performances issues while using these rules.   Kumar and Singh write “  The 

comparison of traffic payload against regular expressions, known as Deep Packet Inspection (DPI),  is a 

compute intensive task.  The profiling of NIDS software’s run time estimates the payload inspection time 

to as high as 75% of the total time.” (Kumar & Singh, 2012) This increased inspection time is a concern as 

the rulesets grow in size and network traffic and bandwidth increases.  They propose an alternative 

method of processing Regular expressions known as “Cascaded Automata Architecture” (Kumar & Singh, 

2012) that is outside the scope of this paper. 

 An additional issue with rule processing is that usually only a small subset of rules is appropriate 

for the data they are examining.  By running all incoming traffic through all rules, the overhead required 

can have significant effect on performance.  Kang, Seon and Im looked at the popular open source 

http://www.richter.com/cgi-bin/user.id=12%20&%20user.name=admin
http://www.richter.com/cgi-bin/user.id=12%20&%20user.name=admin


Intrusion detection system Snort and “the detection engine in Snort basically examines incoming 

packets with all Snort rules; however, inspecting packet contents against every rule is a wasteful 

approach as the majority of packets would not contain signatures that are in the Snort rules.” (Kang, 

seon, & Im, 2012)   

To overcome this issue Kang, Seon, and Im suggest using an indexing method.  By using indexing 

“Each index points to a subset of Snort rules, which have signatures that include the index; therefore the 

Snort rules are arranged into several groups according to indices.  Before the packet inspection stage, 

the rules are pre-process to create indices and group the rules together.” (Kang, seon, & Im, 2012)  This 

preprocessing allows all non-matching groups of rules to be disqualified before processing and only a 

small subset of appropriate rules are used. They describe the two indexing methods used to avoid this 

issue, Prefix Indexing and Random Indexing.  In Prefix indexing “The indices” …” are determined by 

extracting first N bytes as an index is efficient in cases that the beginning of rule signatures within a 

ruleset shares a number of common strings.” (Kang, seon, & Im, 2012)  The other method they suggest is 

called Random Indexing (RI).  “RI extracts an N-byte substring from an arbitrary point of Snort rule 

signatures.” (Kang, seon, & Im, 2012)  It then builds the index out of these terms.   These two methods 

were both tested.  “We conducted experiments, which showed significant improvement to the packet 

inspection, reducing the number of strings to be match to around 26% of the original Snort’.” (Kang, 

seon, & Im, 2012)  This large increase in processing efficiency can significantly reduce the overhead 

involved with the Snort Intrusion Detection System.  

 

While rule creation and processing are important components to an effective Intrusion 

Detection System the distribution, procurement, and management of large scale rulesets is a 

fundamental issue is building a robust system.  It would be impossible to build a custom ruleset from the 



ground up.  Instead large sets of rules are available in either open source or paid format.  These rules 

cover the vast majority of Intrusion Detection scenarios and only need to be loaded and possibly 

augmented by custom rules specific to your environment.   For commercial systems, rulesets are 

proprietary and are built into the licensing and maintenance programs for the systems.  For open-source 

products the development of rulesets is done in a more open environment.  We will be looking at the 

Snort rule development and deployment community.  Snort rules are used not only by snort, but many 

popular open source Intrusion Detection Systems.  While Snort itself is open source, it’s has been 

acquired by Cisco Systems, so it must be licensed for commercial use. 

 Due to the open-source roots of Snort, most organizations that provide rulesets provide at least 

two distinct sets of rules: an open free set and commercial set.   One of the leading provider of snort 

rule sets, Emerging Threats, follows this model.  Their free ruleset offering is called the ETOpenRuleset.   

The rules are created and shared by the Emerging Threats Open Source Community Project.  According 

to the Emerging Threats website, “The Emerging Threats Open Source Community Project consists of 

more than 200,000 active users sharing free IDS rulesets on a daily basis. It’s a fast-moving, frequently 

updated group, with users who are experts in detecting and preventing malware attacks on SNORT®, 

Suricata, BSD operating systems, and many other IDS and IPS platforms.” (emergingthreats.net/open-

source/open-source-community, 2015)  While do claim that these rules are an “excellent anti-mailware 

IDS/IPS ruleset that enables users with cost constraints to significantly enhance their network-based 

malware detection” (emergingthreats.net/open-source/etopen-ruleset, 2015), Emerging threats caution 

“The ETOpen Ruleset is not a full coverage ruleset, and may not be sufficient for many regulated 

environments and should not be used as a standalone ruleset.” (emergingthreats.net/open-

source/etopen-ruleset, 2015)   For commercial, enterprise level rules they suggest the ETPro Ruleset 

which is updated daily and is developed by their research team.  They claim to add 20-30 new rules each 

day.   While the open source rules are appropriate to protect a small private network with little sensitive 



data, any large scale enterprise would need to either invest in the Pro ruleset or have a security team 

needed to write the custom rules to compliment the open source rules.   

  There are a large number of both open-source and commercial ruleset providers.  Besides 

Emerging Threats there is the VRT (Talos) rules (now owned and managed by Cisco), the bleeding snort 

rules, and numerous mailing lists that provide daily rule updates.  It is possible to use any set of these 

rules or a combination of the rulesets.  With all these combinations, the complexity of a systems rule 

base grows over time and must by managed.   Stakhanova and Ghorbani said of this complexity that 

“most of the off-shelf IDS products include prewritten signatures that over time are customized and 

periodically updated by different administrators.  This results in a complex structure with a cumbersome 

set of attack signatures.”  (Stakhanova & Ghorbani, 2010)   Since it is common for rulesets to exceed 

9000 rules, it is a difficult if not impossible task for a System Security Administrator to manage. 

(Stakhanova & Ghorbani, 2010)    It is likely that redundant rules exist in the ruleset but is difficult to find 

them.   Stakhonova and Ghorbani focus on “a method that can significantly improve the security 

management tasks, on the one hand, guiding administrators during the attack signature writing process 

and on the other hand, helping to manage already existing IDS rules sets.” (Stakhanova & Ghorbani, 

2010) 

 Stakhonova and Ghorabani seek to “introduce a method for the equivalence analysis of NFA-

based rules’ representations that analyzes relationships among IDS rules and brings out the potential 

inconsistencies.” (Stakhanova & Ghorbani, 2010)  To achieve their goal of removing redundancy and 

detecting inconsistences they suggest a three stage analysis flow for IDS rules.  First they translate IDS 

rules Regualar Expressions.  They then use these Regular expressions to build a nondeterministic 

automation (NFA). (Stakhanova & Ghorbani, 2010)  The do this by employing “the commonly used 

approach which assumes that all rule conditions are ANDed together and OR clasue is not used.  Based 

on this assumption we combine regular expressions in a conjunctive form.”   (Stakhanova & Ghorbani, 



2010)  Once the NFAs have been built they developed and algorithm that is used to test for equivalence.    

This algorithm starts out by looking at all states of the two NFAs to see if there is any equivalence.   

(Stakhanova & Ghorbani, 2010)  From there, “If any pair of states is determined to be preliminary 

equivalent, i.e., to have transitions on the given inputs, the predecessor states, states to which the 

preliminary equivalent states have transitions should be checked for equivalence.  At the end, the 

existence of equivalence and its type is determined by the type of equivalence of the start states.” 

(Stakhanova & Ghorbani, 2010)  The results of the experiment showed that 164 out of 2599 showed 

some form of the equivalency.  Only 8 of these rules showed traditional equivalence which means they 

would definitely match the same network traffic. (Stakhanova & Ghorbani, 2010) These rules could be 

immediately removed, but the additional 156 would require additional scrutiny before save removal 

from the Intrusion detection system.  This study shows the complexity of managing Intrusion detection 

system rulesets and how difficult it is to confidently remove rules without fear of creating a security gap. 

 In this paper we’ve focused on distinct aspects of intrusion detection rulesets.  We looked at 

how regular expression can be used to create custom rules that can be used to detect threats specific to 

your environment.  Additionally,  the processing of these rules can cause unwanted bottlenecks in 

network traffic.  We saw how the use of Prefix and Random indexing can be used to avoid unnecessary 

processing of unneeded rules.   The distribution or rulesets is a vital task in the management of Intrusion 

Detection Systems.  We examined the differences between the community based open source rules, 

and the fee-based “Pro” rulesets.   Finally, we looked at the management of rulesets and a novel 

approach to ruleset analysis that relied on nondeterministic automaton (NFA) to gauge rule equivalency.  

These four core concepts show the difficulty and imporatance of careful management of Intrusion 

Detection rulesets.   
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