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Abstract 
 From the records, there are more hackers attacking computer network 
systems. The systems include banks, companies, and hospitals. Millions of 
records were breached and billions of dollars were lost. The government 
regulations require data breach notification. According to Title II of the 
Communications Act of 1934, Internet service providers are liable to their 
customers. The Health Insurance Portability and Accountability Act of 1996 
(HIPAA) protects health information. Magnetic strip technology can help to 
reduce breaches. The methods include chip card, chip and pin, Europay, 
MasterCard, Visa card (EMV), and tokenization. Some technologies provide 
detection of intrusion. These technologies include honeypots, snort, and Open 
Source Tripwire. Honeypots collect information about the attacker’s activities. 
Snort is easily deployed on most nodes. Open Source Tripwire is a host-based 
detection system.  
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Introduction 
 The definition of a data breach can be that an unauthorized user accesses 
protected information without permission. There are three special cases about 
data breaches.  

1. An unauthorized user is not intentionally accessing the protected 
information.  

2. An authorized user is allowed to access protected information. But he/she 
discloses the information.  

3. An unauthorized user accesses the protected information. He/she is not 
able to keep the information ("Breach Notification Rule," 2013). 

 
 Privacy Rights Clearinghouse had a report on data breaches. The 
breached data included credit account numbers, bank account numbers, social 
security numbers, driver’s license numbers, and medical records. An email 
address does not look sensitive information. When an email address is breached, 
the hacker can send an email to the person, who may release the user name and 
password of an account. In 2011, Privacy Rights Clearinghouse found 535 
breaches. The data were around 30 million ("Data Breaches: A Year in Review," 
2011).  
 
 In the healthcare area, in 2010, there were more than 30 breaches, which 
included physicians, medical clinics, hospitals, health insurance companies, 
Medicaid, and Medicare agents. To compare with 2009, the breach rate increased 
13%. The breach methods included lost laptops, computers, and hard drives. 
Some documents were handled improperly (Anonymous, 2010).  
 
 A breach example in 2011 was Sony PlayStation. On April 19, 2010, Sony 
found PlayStation and Qriocity music service were breached. On April 22, 2010, 
users were not able to access Hulu Plus and Netflix for online games and 
services. After seven days, users were allowed to access these sites. The 
breached information included user names, login passwords, names, email 
addresses, addresses, billing history, credit card numbers, and security 
questions. The credit card numbers were not encrypted ("Data Breaches: A Year 
in Review," 2011).  
 
Title II of the Communications Act of 1934 
 When systems or data are breached, people will lose information and pay 
for damage. The Federal Communications Commission has regulations to reduce 
breaches. The Communications Act of 1934 is a regulation of wire or radio 
communications for interstate and foreign communications. The Federal 
Communications Commission (FCC) declared that broadband access is a 
telecommunications service and the Internet service providers (ISP) are 
common carriers under Title II of the Communications Act of 1934. Then ISPs 
have to follow the rules of the Communications Act of 1934.  
1. On sec. 206: Liability of Carriers for damages. If a common carrier violates the 
Communications Act of 1934, it is liable to the person injured. 
2. On sec. 207: Recovery of damage. A person may sue a common carrier for the 
recovery of damages.  
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3. On sec. 222: Privacy of customer information. Every common carrier has to 
protect the confidentiality of information ("Communications Act of 1934," 2009). 
 
 A common carrier has to keep the confidentiality of customers’ 
information. If there is any violation, an injured person can sue the common 
carrier to get compensation. Therefore, the ruling helps in managing security of 
networks ("Communications Act of 1934," 2009). 
 
Title I – National Data Breach Notification Standard 
 The regulations for data breaches are Title I – National Data Breach 
Notification Standard of the Personal Data Notification & Protection Act. Section I 
is for definitions. The definition of sensitive personally identifiable information 
includes: 

1. First name and last name, home address, telephone number, mother’s 
maiden name, and date of birth. 

2. Social security number, driver’s license number, government issued 
unique identification number. 

3. Fingerprint, voiceprint, and a retina image. 
4. Bank account number, credit card or debit card number. 
5. Email address, user name, password, security question and answer. 
6. Any “sensitive personally identifiable information” (OMB, 2015). 

 
 A business uses sensitive personally identifiable information “about more 
than 10,000 individuals” and within 12 months. The business should notify each 
person, and consumer reporting agencies when the sensitive information has 
been acquired. The notification date should not be delayed more than 30 days. 
The business should report incident, risk assessment, threats, and vulnerabilities 
to the Secretary of Homeland Security. If a business can block unauthorized 
access effectively and is approved by experts, the business does not need to 
notify individuals.  The content of the notice should have a description of the 
sensitive information being breached, and a toll free number. The person can use 
the toll free number to contact the business. There are several methods by which 
the business can notify each person.  
1. Write a letter to the home address or business address. 
2. Make a telephone call. 
3. Email notice (OMB, 2015).  
 
 When a business violates the notification law, the state attorney general 
or the local law enforcement agency can bring a civil action in a district court. 
The penalty will be not more than $1,000 per day per person whose sensitive 
information was breached. The maximum is $1,000,000 per violation. When the 
regulations relate to the Federal Communications Commission, the regulations 
will align with the Federal Communications Commission. When the regulations 
relate to the Consumer Financial Protection Bureau, the regulations will align 
with the Consumer Financial Protection Bureau (OMB, 2015).  
 
Regulations in the health care area  
 In the health care area, there is HIPAA to protect health care information, 
which is the federal Health Insurance Portability and Accountability Act of 1996. 
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Some guidance can keep the health information impossible to read and 
understand for unauthorized users.  

1. Protected health information should be encrypted. The decryption key 
should be put in a different place. The encryption and decryption 
procedures should follow the standard of the National Institute of 
Standards and Technology.  

2. When the protected health information is put on paper or film, the 
destruction for the information should be by shredding. Therefore, the 
information will be unusable and unreadable. For electronic medical 
records, the destruction processes should follow the NIST Special 
Publication 800-88 ("Guidance to Render Unsecured Protected Health 
Information Unusable, Unreadable, or Indecipherable to Unauthorized 
Individuals," 2015).  

 
 When health information is breached, it is required to notify the 
individual whose health information is breached. The method can be sending a 
letter or an email. Some addresses may be out of date, and if the number of 
people is more than 10, the health care organization should post the notice on 
the home page of their web site for 90 days. If the number of people is less than 
10, health care organizations can use telephone to call these people. The health 
care organization should provide a toll free number for 90 days. The people with 
breached data can use the toll free number to contact the health care 
organization. The delay of notification should not be more than 60 days. The 
content of the notice should have a description of the type of data. When the 
affected people are more than 500, it is required to notify a media service. The 
secretary of the health care organization should get the notice of the breaches 
("Breach Notification Rule," 2015). 
 
Technology - Smart Card 
 Regulations can reduce breaches. However, technology is important to 
decrease breaches. A chip card or a smart card is better than a magnetic stripe 
(Schaefer, 2014). The following is the comparison between a smart card and a 
magnetic stripe. A credit card has a magnetic stripe or magstripe on its back. A 
magnetic stripe is a plastic film that has tiny iron magnetic pieces. The material 
of bar magnets is ferric oxide (Fe2O3), which is similar to the red iron dust (FeO) 
(Brain, 2015).  
 
 The ratio of a small bar magnet to an inch is 1 to 20 million. The data can 
be written to a magnetic stripe because the field magnetizes small bar magnets 
to a north or south direction. The magnetic stripe is like one section of a cassette 
tape that is stuck to the back of a plastic card. When a cashier or a user swipes or 
inserts a credit card into a reader, the reader has electronic data capture 
software that will call the phone number of an organization. The organization 
will use electronic data capture software to check the credit card authentication 
of the business and issue a guarantee of payment to the business. The 
transaction will be recorded. The content of the transaction includes merchant 
ID, card number, expiration date, available credit card limit, and cared usage 
("How does a magnetic stripe on the back of a credit card work?," 2015). 
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  The security problem with magnetic stripes is that criminals can read the 
information from the magnetic stripe and forge fake credit cards. One example is 
Target. The breaches were from criminals who read the magnetic stripes of 
credit cards that were used in Target stores (Yu, 2013).  
 
 A smart card has a microprocessor embedded in a credit or debit card, or 
a bankcard. The data are stored on the chip. The reader of the plastic card does 
not need an external network ("Smart card," 2015). Smart cards have better 
security and four features that are interaction, sensors, security access rights, 
and supporting software ("An Overview of Smart Card Security," 2015).  
 
 Feature 1 is interaction. Application Protocol Data Units are the software 
to communicate with smart card and reader or accepter. There are three specific 
methods for security.  
1. Transmission rate is 9600 bit per second. 
2. Data can be sent in two directions. However, one time is only one direction. 
3. A digital signature can help the interactions ("An Overview of Smart Card 
Security," 2015). 
 
 When a card is swiped or inserted into a reader. The reader and the card 
use an authentication protocol to work. The card will select a random number, 
and then sends it to the reader. The reader encrypts the random number with a 
public encryption key, and then sends the key to the card. The card will use its 
private key to compare with the public key. When the keys match, messages are 
transferred. Each message has one authentication code. When a mistake happens 
or a message is modified, the message has to be resent. Data Encryption 
Standard, Triple Data Encryption Standard, and Rivest-Shamir-Adleman's 
algorithm are the usual encryption algorithms. The length of keys can be 56, 168, 
and 1024 bits ("An Overview of Smart Card Security," 2015).  
 

 
 Figure 1. It shows the interaction ("Overview of Smart Card Security," 2015). 
 
 Feature 2 is sensors. Programmable read-only memory is on the sensors. 
It keeps data. Security functions will detect attacks and mistakes. These 
situations include bad operating codes and bad addresses ("An Overview of 
Smart Card Security," 2015).   
 
 Feature 3 is security access rights. Smart cards have one master files and 
some elementary files and dedicated files. Security access rights of files include 

Use	its	private	key
to	compare	with
the	public	key.

Encrypt	the
random	number
with	a	public
encryption	key,
and	then	sends
the	key	to	the
card.	

Select	a	random
number,	and	then
send	it	to	the
reader.

Reader Card
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no restriction, cardholder proving1, cardholder proving2, administrators, and 
restriction.  

1. No restriction: The file is accessible without permission. 
2. Cardholder proving1: A valid cardholder proving1 can access the file. 
3. Cardholder proving2: A valid cardholder proving2 can access the file. 
4. Administrators: Administrators can access the file. 
5. Restriction: The file is not accessible ("An Overview of Smart Card 

Security," 2015). 

 
Figure 2. It shows the tree of files ("An Overview of Smart Card Security," 2015).  
 
 For example, the cardholder’s identification PIN is stored in elementary 
file1, and the cardholder’s unblocking identification PIN is stored in elementary 
file2. If the smart card only allows a user to input four times a wrong 
identification PIN, and a user inputs a wrong PIN four times continuously, the 
card will be blocked. The user has to use the unblocking identification PIN. After 
the user uses the unblocking identification PIN, the access rights of the file will 
go back to normal. The counter of the identification PIN will go back to four. 
However, the counter of unblocking identification PIN will be decreased 1. When 
the unblocking identification PIN is equal to zero, the user cannot use the 
unblocking identification PIN. The smart card will need a different security. If a 
user inputs the unblocking identification PIN wrong four times continuously, the 
unblocking identification PIN will be blocked too. The smart card will become 
unusable ("An Overview of Smart Card Security," 2015). 
 
 Feature 4 is supporting software. For security reasons, cryptographic 
algorithms should be included in the software of the smart card. Therefore, the 
software is able to encrypt data and transmit the encrypted data. The goal of 
security will be completed ("An Overview of Smart Card Security," 2015). 
 
EMV - Europay, MasterCard, and Visa 
 EMV represents Europay, MasterCard, and Visa, and is a standard 
protocol for payment cards, point of sale terminals, and ATM (automated teller 
machine). EMV cards are chip cards or smart cards. Some EMV cards have 
magnetic stripes ("EMV," 2015). Many card issuers want to use smart cards to 
replace magnetic stripes. The reason is that criminals are not able to easily forge 
smart cards. EMV-Static Data Authentication (SDA) is cheaper, but it is easier for 
criminals to forge. Another method is EMV-Dynamic Data Authentication (DDA) 

Dedicated	File

Dedicated	FileElementary	FileElementary	File

Dedicated	FileDedicated	FileElementary	FileElementary	File

Master	File
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that provides a digital signature for each transaction. For digital signature, the 
card needs more memory and coprocessor, which will increase cost. Therefore, 
Dynamic Data Authentication is more expensive, but it is not easy for criminals 
to crack. Because of the concern about money, some banks still use Static Data 
Authentication (Davis, 2001).  
 
Tokenization 
 Smart card is better than a plastic magnetic stripe in security. Another 
technology that can help to decrease breaches is tokenization. Especially people 
can pay fees or bills online through cloud services, smart phones, laptops, 
personal computers, or tablets. Tokens can help make payment transactions 
more securer ("What is Payment Tokenization?," 2014). Tokenization is a 
function or process to separate a string or sequence into pieces, which are called 
tokens. Some characters can be thrown away, such as space, and punctuation. 
For example, input is AZ, CA, NC are states. The output is 
[AZ][CA][NC][are][states]. Other examples include a phone number, 1-800-123-
4567, and dates. If the input is May 23, 2015, the output is [May][23][2015]. 
Some recovering software is able to handle hyphens. The software is Westlaw 
and Lexis-Nexis ("Tokenization," 2009).  
 
 Tokenization can be used in payment to protect the transactions. During a 
credit card payment transaction, the primary account number is sent to a central 
server, which is called a vault. After authorization, the software will establish a 
reference table and generate a token number. The token number is used as an 
index when the software executes authorization to look up the primary account 
number. Later the central server will respond to the point of sale server. An 
unauthorized user has no right to access the reference table and check the 
primary account number. The token number cannot be used to carry out a 
transaction. Tokenization can improve the security of the payment process. If 
encryption and tokenization are used, the security will be stronger ("EMV and 
Encryption + Tokenization: A Layered Approach to Security," 2012).  
 
 To protect data transformation, encryption is a method that will use an 
encryption algorithm to convert the plain text data to cipher text, which is an 
unreadable text. An algorithm key is required to decrypt the cipher text to the 
original plain text. When a user swipes a smart card, or inputs an account 
number online, or a sales representative types an account number, the account 
number will be encrypted and processed to the transaction. An unauthorized 
user is not able to access the encrypted information without the key to decrypt 
the information ("EMV and Encryption + Tokenization: A Layered Approach to 
Security," 2012).   
 
 A smart card is more secure than a magnetic stripe card. During the 
process of using the card, encryption and tokenization can reduce unauthorized 
access of breaches. There are six steps to use encryption and tokenization for 
security. 

1. A user inserts a smart card to a reader or swipes a smart card. 
2. The primary account number and cardholder data are encrypted. 
3. The encrypted data is sent to a data center. 
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4. Tokenization: A token number is assigned. The card number is sent to the 
bank for authorization.  

5. Authorization and token number are returned to the point of sale server. 
6. Token and card numbers are stored.  
7. The software is ready to a new transaction ("EMV and Encryption + 

Tokenization: A Layered Approach to Security," 2012). 
 
Honeypots 
 A chip card or a smart card can prevent unauthorized access to steal 
confidential information or breaches. Some technologies can detect intrusions. 
One of these technologies is Honeypots. Honeypots have three functions.  

1. Distract the intruder from accessing the system. 
2. Gather information of the intruder on the network. 
3. Keep the intruder to work on the system, so the administrator is able to 

track and log the intruder without showing the system (Stallings & 
Brown, 2012, p. 275). 

 

 
Figure 3. It shows the location of honeypots (“Honeypot (computing)”, 2014). 
 
 A honeypot is a network-based device. When a honeypot is at outside of a 
firewall, it can track IP addresses which probe the network. However, the 
external honeypot is not able to detect internal attacks. In a demilitarized zone, it 
is better to have a honeypot. The firewall usually will permit some accesses to go 
to the demilitarized zone. The effectiveness of a honeypot will be at risk. An 
internal honeypot can detect the internal attacks, which include mistakes on 
configuration and unauthorized traffic. If a honeypot is located at the internal 
network, the firewall will allow some traffic to go to the honeypot. The 
configurations of the firewall will be more complicated (Stallings & Brown, 2012, 
p. 275).  
 
Snort intrusion detection system 
 Another device to detect intruders is snort. Snort can be a host-based or 
network-based intrusion detection system. There are three benefits.  
1. It is east to apply to server, and router. 
2. It uses a few bits of memory, and the process time is short.  
3. It is easy to configure for an administrator. Snort intrusion detection system 
uses the configured rules to detect the probe and attacks (Stallings & Brown, 
2012, p. 277).  
 
 The snort intrusion detection system has four components. The first 
component is to decode the packet. The headers of data link, network, transport, 

HubRouter

Firewall

HoneypotHoneypot
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and application of a packet will be isolated. The second component is to apply 
the configured rules to detect the packets. If a rule matches the packet, the 
system will take action. The third component will make a log. When a rule fits a 
packet, the system will store the information in binary format and readable text. 
The administrator is able to use the log to analyze the detection. The fourth 
component is to generate alert. According to the configured rules, when the 
system detects a packet, the system can send the notification to a database or a 
file. The administrator can stop the alert when he/she needs to test or study the 
system. Snort intrusion detection system can detect and prevent attacks 
(Stallings & Brown, 2012, p. 278). 
 
Open Source Tripwire 
 Open Source Tripwire is original from Tripwire, Inc. and is free software. 
When a file is changed more than the range, the software will monitor the file 
and generate an alert. Open Source Tripwire is a host-based intrusion detection 
system. The job is to detect the file system. After the administer installs the 
system, the system will scan the file system and store the results. For a few days, 
the system will scan the same files again and compare with the stored results. If 
there are changes, the system will report the results to the administer and user. 
The cryptographic hashes are used to detect a file when the file is not totally 
stored (“Open Source Tripwire”, 2014).  
 
Conclusion 
 Right now in our life we will need to use computer network in our private 
life or during professional work. However, some criminals intentionally want to 
breach our networks. Some people made mistakes to damage our networks. Our 
country and states use regulations to protect our computer networks. Some 
technologies are invented for protecting our cyber networks. These technologies 
include smart cards, encryption, tokenization, honeypots, snort intrusion 
detection systems, and Open Source Tripwire. I appreciate the protection from 
the government or the regulations. We can apply the laws to get compensation. 
Smart cards make our business transactions are more secured. Honeypots, snort 
intrusion detection system, and Open Source Tripwire help us to detect 
intruders. I appreciate these people and companies’ contributions. I hope I can 
work on the security of networks to help our computer networks.  
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