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Abstract 

 Cloud based firewalls are beginning to become more popular as outsourcing to the cloud 

is developing into a more viable option for companies of all sizes and budgets. Due to the nature 

of cloud based services, availability, scalability, and accessibility is beyond what could be 

offered on site and often times with much less overhead. However, moving a cornerstone of your 

security infrastructure off-site, into the hands of a third party is not ideal for every 

implementation. Although, as global network speeds increase, and the technology becomes more 

available, this option will become more viable for a much more broad range of applications. 

 

Keywords: Firewall, Cloud, CBF, Hybrid, WAF, IT Security, Managed Firewall,  
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Overview 

Outsourcing to the cloud has been gaining popularity quickly over the past few years. With 

options like software-as-a-service, Infrastructure-as-a-service, and platform-as-a-service, all 

gaining insane amounts of momentum as the average level of infrastcture simply can't compete. 

The uptime is rarely paralleled by a DIY infrastcture created by IT staff, aside from uptime, the 

benefits of moving pieces of your network to the cloud are growing just as rapidly as cloud 

technology grows and develops. It is extremely uncommon for a corporation now-a-days to have 

their entire network onsite, often at least a single item, be it a mail server, virtual machines, 

databases, offsite storage, or web servers. Although, recently, a new frontier of cloud based 

outsourcing has hit the market, and that is security-as-a-service (SECaaS). SECaaS is similar to 

the other -as-a-service implementations in the sense that is a subscription based service offered 

by a third party. The services that can be under the umbrella include but are not limited to; 

Intrusion detection, intrusion prevention,  a web application firewall, anti-virus, and naturally, all 

benefits of the classical definition of a firewall. Security is something companies take seriously, 

as they should, and are understandably weary about outsourcing such a staple of their entire 

infrastcture security posture. Cloud based firewall services are not a perfect match for every 

implementation, however, in some scenarios the benefits far surpass that of what a company 

could reasonably offer with the in-house alternative (Senk, 2013). 

Reasons to Outsource 

Outsourcing your security to a third party has its drawbacks and benefits. The environment of a 

cloud based firewall implementation is drastically different than that classical in-house version. 

Most of the aspects of the management are effectively out of your hands from a systems 

standpoint. Trusting the third party to maintain the security, keep updated, and insure little 
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downtime is paramount. This trust is usually gleaned from a specific service level agreement as 

well as a positive customer history. There is most certainly a give and take when it comes to 

security-as-a-service, you give up a bit of control, as a trade for features that aren't always 

obtainable within reason for the parallel DIY implementations (Senk, 2013).  

Availability 

A major benefit with moving your security to the cloud is availability.  The availability numbers 

for any reputable SEaaS company are usually in the ballpark of 99.99%, some even beyond that 

(CCSK). This is done in a number of ways that would not be feasible for a company to afford 

most times. Availability numbers like that come from redundant everything almost. Network 

connections, HVAC, redundant power connections as well as alternative power options in the 

advent of a power outage. Some third party cloud companies offer higher availability by having 

redundant server-side sites within the company. This is something that companies can't 

realistically offer within their sites within reasonable financial constraints. With SEaaS, not even 

a natural disaster would compromise availability. In-house security installments are only as 

robust as the infrastructure backbone they are installed upon. Availability numbers are also 

higher due to the fact of fail-over the advent of a targeted attack such as a DDoS geared towards 

your firewall. Due to the nature of cloud security the infrastcture is able to resist an attack that 

would bring a single firewall to its knees. Typically an on-site offering may have multiple 

firewalls, however they are almost never set up in a fail-over fashion, and are simply there for 

two separate purposes, leaving a lapse in security stature that can only be filled within a farm of 

high speed, high end firewalls. Depending on the nature of your business down time may not be 

a huge threat, but within the medical or financial world, downtime is often not an option, leaving 
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SEaaS availability numbers as the main deciding factor in the decision to outsource at least parts 

of their security (Ritter). 

Scalability 

Scalability offered within the cloud is something that simply cannot be paralleled reasonably 

with an in house alternative. A huge cost of growing a company and developing a network to 

match that is the cost of planning, affording a team to implement the changes or upgrade existing 

equipment, scheduling downtime, having downtime, and the cost of new equipment. Change 

management is usually a process that can take years of development and testing before it can hit 

production, and by this time, the company may already have a new plan to grow further just as 

the infrastcture caught up with the first spurt. The on-the-fly networking scaling offered through 

the cloud is not able to be duplicated most times on DIY implementations. The option to 

immediately scale your network's security 1:1 with the desired expansion of a company is 

something only available in the cloud. With this speed of scalability, there is almost no planning 

associated with cloud growth, outside of financial allotments and budgeting for the price increase 

of the service. The offering of flip switch bandwidth increases, new production firewalls, as well 

as new features added to existing items without reasonable limits based on what a server-room 

could hold, or what an HVAC system could support. Scaling in the cloud is not based around 

local limitations, or planning, the only deciding factor is the potential price increase associated 

with expansion (Senk, 2013). 

Extensibility 

Being scalable and extendable are commonly confused with one another, there are some 

similarities, however when it comes to cloud based firewalls, extensibility is an offering beyond 

simply being scalable based on demand. The ability of SEaaS to extend to accommodate a new 
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branch that would be out of a reasonable hard connection, this could be a city over, or oceans. 

The cloud firewall is able to be accessed from anywhere than can develop a VPN to the cloud's 

location. Due to the global reach of SEaaS providers, they often have preexisting secure 

connections to a number of service providers that streamline the connection of a new location 

with a different service provider that may not be the same as the first location. Due to this, cloud 

security services have a virtual web of trusted and protected connections that branch around the 

world, leaving meddling between service providers in their hands (Andrei). In addition to this, 

the web of administration can extend via means of out-of-band management from anywhere 

globally, allowing system administrators to monitor and maintain their firewalls remotely and 

easily. On top of all of these features, accomplishing something similar would require a large 

amount of extra equipment and space in a server room, with a daunting amount of equipment to 

be able to accomplish anything similar. Outsourcing to the cloud leaves zero footprint 

(websense). 

Features of a CBF 

 

Identity and Access Management - Assures identity of people and processes passing through 

and assigns privileges based on what each user or process is authorized to do via. role based 

access. Able to audit individuals or processes, as well as revoke access immediately. Can be used 

for token management as well as systems provisioning within the network (Cloud Security 

Alliance, 2011).   

Web Security - Real-time protections done through web filtering. Able to monitor  and manage 

bandwidth usage, manage SSL connections, secure and monitor instant messaging, as well as site 

blocking and web browsing restrictions (Cloud Security Alliance, 2011).  



Cloud Based Firewalls: Overview and Considerations 

 

8 

 

Email Security - Provides protections for emails that are moving in and out of the network. Can 

enforce policy based encryption, manage digital signatures, and offers filtering for phishing and 

spam (Cloud Security Alliance, 2011). 

Security Assessments - The ability to be a central portal for remote penetration test access, 

allowing full network traffic and endpoint monitoring capabilities (Strobel). 

Intrusion Management - Allows for the implementation of a IDS and IPS to monitor network 

and application layer traffic as well as enforce traffic rules created by the administrators. 

Passively able to compare traffic to signatures and rules, as well as actively able to alert based on 

severity, as well as dynamically monitor and inspect network traffic (Integra).  

Security Information and Event Management - Able to maintain a continuous level of internal 

event documentation. Able to monitor system changes within the network and report anomalies, 

like unauthorized systems being added. The centralized logging also makes management and 

storage of data for the long term convenient (Strobel). 

Predictable expense 

The overhead of an in house installation can easily become overwhelming. The cost of the 

equipment, the cost of the security and systems staff to run and maintain the firewall, as well as 

the passive cost of additional electricity. Beyond the initial capital and the cost of staffing, there 

are the unpredictable expenses, these expenses would include; the cost of hardware in the advent 

of a failure, the cost of overtime for employees to work on a potential after hours outage, as well 

as the cost of upgrades overtime to stay up to par with security standards. Moving your security 

to the cloud reduces all of these expenses, and potential expenses to a precise and expected 

subscription fee. Not only is this extremely valuable from a budgeting standpoint, it is also 
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valuable when considering man hours. Security staff isn't totally necessary to maintain the 

firewalls, because support is often included in the subscription fee. The cost of one full time 

security employee can often times be the equivalent of the entire cost annually to outsource your 

firewalls to a third party (webroot). 

Cost comparison 

Component In-House Cloud Firewall 

   Initial Cost 

  Firewall Appliance: Dell Sonicwall 4600 $4,200  N/A 

Installation: 6 Hours overtime / afterhours $300  N/A 

   Annual Costs 

  Management (est. annual man hours 140) $5,000† N/A 

Hardware support $2,000† N/A 

Security Analyst (1 Full time employee) $70,000  N/A 

Electricity Costs (180w @ 8.7 cents/KWh) $200  N/A 

Cloud Firewall Subscription  N/A   $68,000† 

   Totals       $81,700               $68,000  

Single year cost differential       $13,700  

 Figure 1.1  

Referring to the graph above (Figure 1.1) you can see the cost differential between developing an 

in house firewall solution compared to outsourcing your firewall to a third party. The initial cost 

section was created with a very generic solution in mind considering the cost of purchasing a 

Dell Sonicwall 4600, which is a very generic firewall option. As well as considering the hourly 

cost of one security analyst installing the firewall afterhours receiving time and a half overtime 

pay at $33.65 per/hour or ~$70,000 yearly. This is assuming a single security analyst could get 

the firewall into production, and configured securely. These numbers are also considering a 

business that runs exclusively 8 hours a day, so the loss of business and downtime is not 
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considered. Moving beyond the onetime costs of installation. Moving on to the annual costs to 

supporting an in-house firewall installation. Management, yearly, is the cost associated with the 

man hours of updating software, adding firewall rules, and generally configuring the firewall and 

tailoring it to your companies liking. This value was gleaned using the same security analyst 

salary of $70,000 estimating around 140 hours of management per year. This number could 

fluctuate drastically depending on the business, and the purpose of the firewall, making costs 

much more unexpected. The yearly cost of a single IT security analyst according to indeed.com 

is ~$70,000 as a median, but depending on a locations cost of living, can be anywhere from 

~$55,000 to ~$130,000, which makes this calculation another variable that is subject to change. 

The cost of electricity to run a single 180w power supply yearly would be around $200 

considering there is no additional cooling implemented, and the firewall only has a single power 

supply with no power redundancy features. These numbers are all compared to an estimated 

cloud firewall subscription costing approximately $68,000, for a single firewall option (Ritter). 

Using the totals at the bottom of Figure 1.1 you can see the estimated annual difference of an in-

house firewall vs. the comparable cloud option. These numbers are for a single year, without 

considering the depreciation of the firewall appliances, or the potential cost of downtime . 

Disadvantages 

There are downsides associated with moving your firewall to the cloud, and these could be 

crippling depending on the industry and purpose of the firewall in question. The downsides with 

cloud firewalls are basically the same issues that would be associated with moving any service to 

the cloud. Depending on the data being shielded by the firewall, having a staff with context on 

the risk associated with compromising the protected data can be paramount to having an 

effective recovery from a threat or otherwise mitigating other risk factors. On-site security staff 
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that would on the same equipment with similar data on a regular basis are going to be familiar 

with the work flow and be able to more effective address alerts based around this knowledge. 

Granted, when you outsource your firewall, you are outsourcing it into the hands of extremely 

capable generalized experts, however you lose the finely tailored experience relevant to the 

environment in question (Burke). 

Building on the previous disadvantage of not needing / having an onsite knowledgeable security 

staff, depending on the service level agreement with the cloud provider, repairs and 

modifications may be subject to a much lower response time vs. an employee that could just 

immediately access the server and make the changes. To a cloud provider, it's very common for 

your problem, regardless of the severity, to simply be inserted into the queue of the other 

problems other companies may be having with the same provider (Burke).  

One of the last major downsides to implementing a cloud firewall is the fact that, if you wanted 

to implement a point to point WAN connections, it would not be probable to use a CBF as the 

single firewall. Depending on the nature of business, this may be one of the larger deciding 

factors in negating the decision to outsource. For example: In the medical IT world it is 

extremely common for hospitals and outside sources to have point to point connections between 

each other due to the sheer bandwidth consumed by transferring medical images. It would be 

unrealistic to believe that CBF providers could provide the same almost immediate throughput of 

data in an environment where each second counts. However, this issue could be squelched by 

having a WAN firewall for interior traffic accompanied by a CBF for exterior traffic, in a sort of 

hybrid fashion (Verma).   
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Client-Side Implementation 

There are two basic ways to integrate a cloud firewall into a network infrastcture. Each holds 

features over the other, and which is most effective is drastically dependent on what format of 

infrastcture fits the environment anticipated.  

Single Firewall 

 

Figure 1.2 

Referring to Figure 1.2 above, Depicted is an example network diagram of how a company 

would implement a single CBF into an existing environment that doesn't utilize a robust exterior 

firewall. This diagram shows a single organization with three locations, each of these three 

locations are connected to the CBF via. a VPN from their routing appliance.   

This basic implementation is geared more towards companies with a single location, or multiple 

locations around the world with a low level of risk associated with the value of the data they are 
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passing on a regular basis. Utilizing a single CBF has many benefits, one of the most prevalent 

being that your internal network has the potential of having one exterior IP exiting to the 

internet. Innately, this is extremely valuable as it does not expose your back end systems directly 

to threats of the outside world. Granted, you would have public IP addresses associated with the 

VPN interfaces, however, it would be entirely possible to lock down these interfaces to where 

they only pass VPN traffic. Utilizing a single point of filtration between your internal network 

and the outside world has a vast amount of advantages. Administration of a single set of firewall 

rules is extremely convenient and would not require direct micromanagement of each locations 

exterior facing firewalls. Since system resources in the cloud are generally so vast, utilizing this 

single point  as an intrusion prevention or detection system would increase its effectiveness, 

since the innate demands of implementing either an IDS or and IPS, the resources offered in the 

cloud make this viable (Integra). Utilizing a single firewall with many locations connected via 

VPN also allow firewall rule segmentation based on location, with rules tailored specially for 

each interface. The option to have a central location allows for screening filtering of all incoming 

and outgoing email traffic, as well as all other types of traffic (Strobel).  

Once again, this implementation is extremely business specific. There are many disadvantages 

with a single point of exterior filtration. Aside from that firewall being a single point of failure 

within your network, it also creates an extreme bottle neck between your location(s) and the 

outside world. This bottleneck, depending on what level of throughput you have established with 

your cloud provider, this could be extremely crippling to your network and your production. This 

implementation would be ideal for companies with a single location, low throughput,  no means 

of implementing a local firewall, with a desire to increase their security stature drastically.  
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Hybrid 

 

Figure 1.3 

This version of implementation is much more costly than the single firewall example in Figure 

1.2, however, this hybrid integration is exponentially more secure and effective.  The network 

topology can be seen above in Figure 1.3, this depicts an example of  a network overview that 

would implement a cloud firewall into a pre-existing infrastcture. You can see in the image, there 

are three different types of firewalls. A WAN firewall, which would be an in-house hardware 

firewall, that would exclusively manage local point-to-point LAN connections. Utilizing a WAN 

firewall fills in some of the innate gaps in effectiveness of a CBF. Traffic between a main 

location and WAN connections would be entirely secured outside of the realm of the CBF. Also 

seen in the image above, is a VPN firewall. Dynamic VPN connections are common for larger 

companies that have employees that occasionally work from home, or will need remote access to 
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within the network. This firewall would have rules exclusive to dynamic VPN traffic from 

remote devices, this firewall will commonly have a more strict set of rules governing 

connections from the exterior. In-house management of constantly changing VPNs is more 

efficient than creating a change ticket and submitting it to a cloud provider each time someone's 

home IP address changes, doing this in house is much more rapid, leaving less downtime 

(Ritter). 

The purpose of the CBF in the hybrid solution is twofold. Not only does it serve as another 

security layer on top of a preexisting robust environment, but it can serve as the single point of 

exit to the internet from the business' main location (or any other locations the business might 

have). The traffic points are distributed more evenly among three firewalls, allowing a less 

daunting amount of throughput through the CBF. As well as in the advent of a CBF failure, or a 

VPN firewall failure, each of the two would be able to cover the functionality of the other during 

the downtime, creating a semi-dynamic redundant architecture. This solution maximizes network 

efficiency, gleans the majority of the positive characteristics, and fills in the areas where a single 

CBF may be lacking.  

The obvious downside to utilizing a CBF as a layered solution is that it poses a drastically higher 

financial burden. This solution basically incurs both cost paradigms shown in Figure 1.1. 

Security staff will still have to be hired, on-site hardware will still have to be supported, and the 

subscription will still have to be paid to the third party. Financially speaking, this option is not 

for every organization, however, to organizations where security outweighs cost, this is an 

extremely viable option. 
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Conclusion 

In deciding whether or not a cloud based firewall is a fit for your infrastcture and what breed of 

implementation would be a best fit, there are a plethora of factors to consider; Is there a pre-

existing security staff? Do you have the funding / means for an  in-house option? Are WAN 

connections and dynamic VPN's married to regular business operations? What response time is 

required? Is 99.99% availably required, or overkill? These are all questions that must be 

answered when considering making the transition to cloud security. The amount of providers that 

over security-as-a-service are increasing drastically annually as the trend continues, currently, it 

is an extremely viable means to drastically enhancing your network's security stature. 

Transitioning to the cloud has become a trend, and is showing to be an extremely effective 

means of doing business though other offerings such as; IaaS, SaaS, PaaS, and other services. 

With companies already boasting extremely robust cloud infrastcture, and security-as-a-service 

being the current developing frontier of cloud computing, it's only a matter of time before it's 

more uncommon to see in-house compared to a firewall in the cloud.  
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