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Abstract 

There are very few people who do not own multiple mobile devices such as laptops, tablets, and 

smartphones. This is especially the case with the current younger generation. Educational 

institutions face ever-growing challenges with the security implications of allowing students and 

faculty to connect these mobile devices to the network. The concept of BYOD (Bring Your Own 

Device) is reshaping the way IT is managing, delivering, and securing the technological 

infrastructure in the educational environment. While it is becoming necessary to incorporate 

BYOD in order to remain competitive, there are some areas that IT managers must be aware of 

prior to implementation. In order to abide within regulations, protect student data, and maintain 

the integrity of the datacenter, IT must conduct extensive planning, implement solid policies, and 

develop contingencies. This paper will address the security implications of BYOD in education 

and provide insight on the challenges that will need to be overcome in order to successfully and 

securely deploy BYOD services. 
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BYOD in Education: Policy, Risk Management, & Contingency Planning 

 Technological advances have allowed us to be constantly connected to the Internet and 

our workplace through the use of mobile devices. There are very few people who do not own at 

least one mobile device whether it be a laptop, tablet, or smartphone. All of these mobile devices 

allow for one primary objective – staying connected. There are many different types of 

connections that can be made. Many of the younger generation are utilizing their mobile devices 

to remain connected to their friends and family. Many of the older generation are utilizing 

mobile devices to not only do the same but connect to their workplace as well. The educational 

environment is in the process of change in order to accommodate the younger generation and is 

incorporating the need for connection into the classroom to enhance student learning and 

increase faculty productivity. The following paragraphs will explain the new trend of bringing 

your own device into the classroom and discuss the implications for IT professionals and the 

institutions the service. 

What is BYOD? 

 BYOD simply means “Bring Your Own Device.” This growing trend allows faculty, 

staff, and students to bring their own personal devices onto campus for connectivity, typically to 

the wireless network. The primary drive behind this trend began as a method for checking and 

responding to emails. It has since grown to include additional tasks such collaboration and 

document editing. Though BYOD includes laptops, their size prohibits them from being the 

popular choice, however the ever-increasing size of smartphone displays have increased their 

utilization for these additional tasks. Also, the variation in tablet sizes gives an abundance of 

options to be used for BYOD purposes.  
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Advantages 

According to Evans (2013), “there are some advantages to operating a BYOD strategy, 

including increased employee satisfaction (they can work more flexibly), cost savings (reduced 

hardware spend, software licensing and device maintenance) plus productivity gains (employees 

are happier, more comfortable and often work faster with their own technology).” Hayes (2012) 

references a survey of 300 SMEs that claims “almost 75 percent of company bosses said that 

allowing staff to user their own kit for work purposes would position their firm as a ‘flexible and 

attractive’ employer attractive to the best job candidates.” Some of these same advantages can be 

applied to students in the classroom as well. During a recent research study in 2013 by Monica 

Wynn, a new school teacher at the time, it was determined that “based on the overall student 

responses, technology is a value added to the classroom. Student’s appreciated the variety, 

flexibility, and the convenience of some technologies that are utilized in the classroom.” 

Donovan (2012) acknowledges that the implementation of BYOD is a challenge but it also 

“holds enormous potential for ramping up teaching and learning in new, engaging, exciting ways 

. . .” 

Disadvantages 

 One of the biggest disadvantages is that of security. Evans (2013) states that “increased 

consumerization in the workplace can bring with it an increased risk from threats such as hackers 

and viruses.” Security implications will be addressed in a later paragraph. Another disadvantage 

is the cost of the technological infrastructure needed to provide the services along with the 

knowledge needed to implement and configure. These issues will also be discussed in later 

paragraphs. 
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Implications of BYOD 

 BYOD affects several different stakeholders in the educational environment. I have 

already identified them as students, faculty / staff, and IT. Each of these are impacted in their 

own way and in order to fully understand all of the implications associated with BYOD, I will 

address how each stakeholder is affected by its implementation. 

Students 

 Student learning is the primary reason technological advances are implemented in the 

classroom. Based upon the survey results mentioned earlier, students prefer to have technology 

in the classroom. As a result, it is imperative that higher education institutions provide advanced 

technology in the classroom in order to remain competitive. Students will seek out those 

institutions that they feel will best prepare them for their entry into the workforce. Creating an 

environment that allows them to use their own devices collaboratively and interactively in the 

classroom will provide them with confidence in their education and the institution.  

 One reason BYOD can prove to be so effective is that students are already familiar with 

their own device and operating system. Though they will need to learn how to utilize various 

types and forms of technology, there can be potential stumbling blocks when they first come into 

the classroom and have to take additional time to familiarize themselves with the equipment. 

Since they are familiar with their own device, learning can commence much quicker. 

 One potential negative implication that will need to be considered and accounted for is 

that not all students may be able to afford their own device. In order for a BYOD program to be 

considered successful, all students must have equal opportunity and benefit from its 

implementation. If no other devices are available to the student, learning will be hampered and 

could potentially impact the student’s future. 
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Faculty / Staff 

 The majority of the weight of BYOD success falls upon the shoulders of the faculty. 

They are the ones who are responsible for using classroom technology to enhance student 

learning. The faculty must be fully onboard with BYOD and adjust their teaching methods 

accordingly. In a recent article by Sangani (2013), the general manager of Intel Education is 

quoted: "The winning formula is to make sure that the teachers are prepared and that they know 

how to use the technology and how to incorporate it... that they have access to the content that 

really fits into their lesson plans." Faculty must also be aware of how student learning is 

impacted and continue to adjust their methods as needed.  

IT 

 Implementing BYOD services require a tremendous amount of planning, budgeting, and 

skillset. Most of these tasks will fall directly to the IT department of the institution. There are 

multiple stages to the planning process that need to take place before BYOD is fully 

implemented. The initial stages will involve ensuring the proper infrastructure (wireless, 

networking, etc.) is present to support faculty and students. Oliver (2012) states: “In order for 

any BYOD program to be successful, it is essential to look at your network infrastructure and 

ensure that it can cope with demand.” This is where the budgeting and skillset will play a role, 

especially if the required equipment is not already present in the institution. The following and 

most critical stages involve policy creation, risk management, and contingency planning. These 

steps are sometimes overlooked but are necessary to protect the institution along with its secure 

information and data. Tan (2014) addresses some additional benefits when he states: “The 

planning stage for a scheme such as BYOD is especially key in ensuring the agreement and 
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support of all parties involved.” Tan also discusses all of the considerations of BYOD which can 

be summarized in Figure 1. 

 

Figure 1: BYOD Considerations 

BYOD Policy 

 Policy creation should be an integral part of organizations everywhere, but especially in 

an institution that houses sensitive data such as student information. However, there are still 

many companies who do not employ best practices in regards to policy creation. According to 

Chickowski (2014), “while 65% of businesses say they allow for bring-your-own-device 

programs, according to a recent report from analyst firm ITIC, 43% have no designated BYOD 

security policies.” Many may not understand how they may be impacted by this practice. 

Chickowski (2014) goes on to say that “lack of a policy also may leave the business exposed to 

unnecessary legal risk, if the company isn’t transparent with employees about how it’s 

monitoring employee data and doesn’t check for any conflicts with privacy laws.” 
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 In all likelihood there should be multiple policies that are created when implementing a 

BYOD program. There are many different considerations that must be taken into account prior to 

developing the policies. Some of these areas of consideration will be discussed in the following 

sections. 

Security 

One of the biggest concerns that most companies have is security. A recent article from 

NEC titled “BYOD & the Implications for IT” (2013) cites a study by Timico6 that “found that 

72 percent of companies are worried about protecting sensitive data as employees use their own 

devices for work.” The majority of BYOD policies will be formulated for this very concern. At a 

minimum he following questions will need to be answered and agreed upon in order to develop 

these polices for faculty and staff: 

 What devices are permitted? 

 Which apps will be allowed or banned? 

 What are the device password complexity requirements? 

 What happens when employees leave the institution to ensure no sensitive data goes with 

them? 

 What type of security features must exist on employees’ devices? 

Many of these questions will not be applicable to student devices as they should not be in 

possession of institutional information on their devices. However, there should still be policies in 

affect that address the acceptable use of the institution’s network. This will be necessary to 

protect the institution against any illegal activities that are conducted by the student while on the 

campus network.  
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Support 

 Device support is another area in which there should be policies. A decision will need to 

be made as to whether the endpoint devices will be managed by the IT department or by each 

user. In “BYOD & the Implications for IT”, the author states: “But keep in mind that it’s 

difficult, time-consuming and expensive for IT to manage such a variety of endpoint devices, 

particularly when they can be easily compromised by personal use.” Another area that must be 

address is software support and patch management. In regards to faculty & staff device support, 

Hassell (2014) has produced the following set of questions. 

 What level of support will be available for initial connections to your network from 

personally-owned devices? 

 What kind of support will IT representatives provide for broken devices? 

 What about support for applications installed on personal devices? 

 Will you limit HelpDesk to ticketing problems with email, calendaring and other personal 

information management-type applications? 

 What if a problem with a specific personal application is preventing access to the apps 

you have delineated previously that you will support? 

 Is your support basically a "wipe and reconfigure" operation? 

 Will you provide loaner devices for employees while their phone or tablet is being 

serviced? 

Many institutions also provide support for student devices dependent upon their IT staffing 

resources. Regardless if student support is provided or not, if a classroom is fully converted to 

BYOD, policies must be in place to provide devices for students who do not bring their own 

device whether they cannot afford one, they forgot it at home, or if it is  not functional. 
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As stated earlier, it is important for all of these details to be decided and agreed upon 

prior to implementing BYOD. Oliver (2012) explains that “the next step is to finalize and 

document all elements of the BYOD policy, and share it with everyone or make it easy for 

people to find.” One of the most critical and often left out aspects of policy creation is the 

communication of the policies to those who are affected. Oliver (2012) stresses the importance 

of communication when he states: “Having a clear strategy around BYOD and getting the basics 

right - both from a technology and policy perspective - are essential, but so is communicating 

with employees about what they can and can't do.”   

Risk Management 

 Whitman and Mattord (2014) define risk management as “the process of discovering and 

assessing the risks to an organization’s operations and determining how those risks can be 

controlled or mitigated” (p.281). It has already been established that there is some risk associated 

with BYOD and as such IT personnel should have a good understanding of the threats the 

institution will face as a result. Without proper identification and understanding, risk 

management cannot take place and the institution will remain vulnerable to threats and attacks. 

Risk identification and management should also take place prior to implementing BYOD to 

ensure a smooth and safe deployment. Much of risk management is mitigated through the 

development of clear policies that are communicated to the users. Chickowski (2014) 

emphasizes this when she states: “The need to manage risk is why the best bring-your-own-

device policies are flexible, always evolving, and provide as much legal and data protection as 

possible.” The key in that statement is “always evolving.” Many administrators write a policy, 

implement it, and forget it. This can be a costly mistake due to the fact that threats and risks are 
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always evolving. As a result, a good risk management program will include the periodic review 

of policies for their continued relevance and thoroughness.  

 As mentioned, the first step in risk management is identifying potential threats. These 

threats will be different between students and faculty / staff. With less control over student 

devices, it is necessary to impose more stringent access controls on the network. Many 

institutions accomplish this by segregating the student network from the faculty / staff network. 

There should never be an instance of students gaining access to sensitive institutional data or 

possessing such data on their devices. Other forms of risk management for students include the 

following: 

 Implementing “Acceptable Use” policies 

 Promoting mobile device security awareness 

 Student network monitoring 

 Content filtering when possible 

 Network authentication for accountability 

 Risk management for faculty / staff is more involved and requires additional planning 

and forethought. It is this group who has access to the sensitive data of the institution and as such 

require more management. The key to successfully managing risk for faculty / staff involves 

considering every possible scenario that could result in a breach of data as a result of an attack. A 

lot of time should be spent in brainstorming sessions with pertinent personnel to identify the 

risks and develop possible controls. Again, many of these controls will come from the 

development and enforcement of policies. A few controls and policies that may be implemented 

are as follows: 

 Enforcing of complex mobile device passwords 
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 Prohibit rooting or jail-breaking of the device 

 Require that permission be granted to wipe the device if lost or stolen 

 Enforce secure Wi-Fi connectivity 

 Enforce data retention policy for institutional data 

Users may potentially voice some resistance to some of the controls, especially when it comes to 

added security features. A new Webroot Mobile BYOD Survey (2014) was recently conducted 

and found that “60% of those using a mobile device for business have either no security or just 

the default features set on the phone.” This is primarily due to the convenience of quickly getting 

into their device. Some institutions are also implementing policies concerning mandated security 

apps. This has also met some resistance as the same survey found that “nearly half say they 

would stop using their devices for work altogether if corporate policy required that they install a 

security app on personal devices used for work purposes.” It is important for administrators to 

keep this in mind as they prepare their policies and they may need to coordinate their 

implementation with security awareness training. 

Contingency Planning 

 Despite all of the policies and risk management, there will eventually be some sort of 

successful attack on the network. Once the attack has been identified, contingencies plans will be 

activated in order to contain and isolate the threat while ensure minimal disruption of service. 

Whitman and Mattord (2014) define contingency planning as “the overall process of preparing 

for unexpected adverse events” (p. 75). To help develop such plans, the National Institute of 

Standards and Technology (NIST) have provided the Contingency Planning Guide for Federal 

Information Systems. In this document, the authors state the following: 



BYOD IN EDUCATION  Miller 13 

Because information system resources are so essential to an organization’s success, it is 

critical that identified services provided by these systems are able to operate effectively 

without excessive interruption. Contingency planning supports this requirement by 

establishing thorough plans, procedures, and technical measures that can enable a system 

to be recovered as quickly and effectively as possible following a service disruption. 

(Swanson, Bowen, Phillips, Gallup, & Lynes, 2010) 

 Contingency planning involves a lot of the same steps as risk management, especially 

that of identifying all potential threats and scenarios. The exception is that risk management 

attempts to prevent the threats through the implementation of controls, whereas contingency 

planning reacts to a threat that became successful. It is just as important to spend a thorough 

amount of time in developing these plans and identifying scenarios as it was in developing risk 

management. It cannot be stressed enough that contingency plans must also be in place prior to 

implementing BYOD services. When an attack occurs, there are those few precious moments 

that can make the difference between a minor occurrence and a full data breach. Once a 

contingency plan is in place, all those involved will know exactly what they need to do and can 

accomplish it quickly. Potential scenarios that would require a contingency plan include the 

following: 

 Student or faculty / staff member detects a virus on their device. 

 Student hacks into institutional data. 

 Faculty / staff member loses their mobile device or it is stolen 

 Student or faculty / staff member’s device is nonfunctional.  

 Student or faculty / staff member cannot remember their password. 
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This is a very small list that provides an example of the type of issues that would require 

contingency planning. Steps in the plan should be clear and concise, detailing exactly what needs 

to take place during as well as after the incident has taken place. 

Conclusion 

 Due to the popularity and adoption of various mobile devices, it is inevitable that 

educational institutions provide BYOD services. Mobile devices have become a part of 

everyone’s daily lives and it is now transitioning to the classroom and workplace. While there 

are some challenges to implementing BYOD services, most can be overcome through the 

implementation of policy, risk management, and contingency planning. Not only will BYOD 

help the institution to remain competitive, but it will also lead to happier students as well as 

satisfied, more productive faculty and staff. 
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