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Cloud Technology Implementation/Risk Mitigation 

The purpose of this report, in essence, is to define cloud technology as well as describe 

some of the pros and cons of utilizing a number of different cloud services. Cloud technology 

offers a number of different methods as far as implementation goes, and along with each option, 

comes a new set of pros and cons. One method or option may be secure than the other, while the 

next method may offer more flexibility and control to the user. Security has definitely continued 

to become more and more important over time.   

Cloud technology, is the utilization of both hardware and software to provide a specific 

service over a network, and is now being adopted by companies of all types. For example, a 

cloud service which happens to be used in of all sorts in today’s modern business, being cloud 

storage services, which happens to be an application as a service or an AaaS. 

As stated by the IEEE Computing Organization, “The goal of Services Computing is to 

enable IT services and computing technology to perform business services more efficiently and 

effectively.”(CLOUD) Amongst the various services provided are different service models such 

as AaaS, application as a service, and PaaS, platform as a service. As stated earlier cloud 

services are being used across a much broader range, thanks to the internet. With the help of 

dedicated hardware, which is designed for a particular function, whether it be a server, database, 

etc., cloud service providers are able to configure, maintain, or create a platform, infrastructure, 

or application as a service.  

 NIST, The National Institute of Standards and Technology, suggest that cloud computing 

model are “composed of five essential characteristics.”(Mell and Grace) The characteristics are 

as follows, service measurability, and resource pooling, broad network access, on-demand self-

service, and rapid elasticity. Each and every one of these aspects are very important to the 



3 
Cloud Technology Risk Assessment/Mitigation 

concept of cloud computing. With a brief overview of what exactly each and every one of these 

aspects include shall follow. 

Service Measurability are a cloud system’s ability to report, control, and monitor resource 

usage, such network bandwidth, storage, processing, and memory, meanwhile providing copies 

to the both the consumer and the provider. Resource pooling is a provider’s ability to serve 

numerous consumers with dynamic resources that be reallocated, or reassigned, according to 

each consumer’s specific demand. Dynamic resources include network bandwidth, and storage. 

Rapid elasticity is relevant to the capabilities of a service to be elastically handled, or adjustable 

under many circumstances, in order to meet with the demand. This allows for the consumer to 

have access to what seems to be an unlimited amount of resources. Broad network access refers 

to the ability to access a service through various mechanisms, for example; cell phones, tablets, 

and computers. On-demand self-service pertains to a consumer’s ability to oversee computing 

capabilities, for example; performing network storage maintenance while requiring no face-to-

face interaction with your service provider. Broad network access refers to the ability to access a 

service through various mechanisms, for example; cell phones, tablets, and computers.  

As of today, there are 3 three main service models used to deploy services through cloud 

computing, AaaS or (Application as a Service), PaaS or (Platform as a Service), and finally IaaS 

or (Infrastructure as a Service). The Application as a Service model would be used to deploy a 

service such as Facebook, or Dropbox, to the public. This layer of the cloud computing model 

allows a consumer to interact with a particular service at any point in time. The Platform as a 

Service would essentially be used by developers as a tool for expanding an AaaS currently in 

use, without the need to buy additional hardware or hire new maintenance to accompany 

whatever upgrades. Last but certainly not least, we have the Infrastructure as a Service model 
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which is used on usually larger scale, business oriented jobs such as providing virtual computer 

infrastructures, such as network equipment, software, and storage, along with website and server 

hosting. 

Let’s use an average scenario, considering The AaaS, or application as a service model, 

is able to provide a wealth of different services which are currently being used by countless 

individuals, per day, whether they be subscription based services, or some sort free service. In 

particular, Dropbox, which happens to be a cloud based storage system, allows people from all 

over the globe to either professionally, or even personally collaborate, store, and share files with 

one another. The flexibility of the service is demonstrated by the fact that not one person is 

limited to the free option, as any one person can choose to purchase Dropbox for business, or 

even just additional space, if that is all that is required. Even so, the main function of Dropbox 

falls back to one of the essential five characteristics of a cloud computing model: broad network 

access. In particular this very characteristic is what allows anyone to access their Dropbox 

accounts, regardless of whether or not they are using a mobile phone, a computer, or even a 

tablet, given that they have internet access of course. 

Security risks musts be accepted in order to fully utilize cloud technology. The internet is 

a constant stream of data that, like every other network, can be manipulated by unauthorized 

individuals using various hacking techniques. Let’s start with Dropbox for example, exactly what 

steps are involved in the authentication of the login process? By default every user of the service 

is forced to register a set of login credentials. This includes a username and password, while 

utilizing the https protocol. But this doesn’t seem particular effective in truly verifying the 

person’s identity when trying to authenticate someone’s credentials. So besides creating a strong 

password, what other ways can an individual further restrict access to their Dropbox accounts? 
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The answer comes in the form of two-step-verification. This allows for a more complex 

verification process as far as logging into an individual’s account due to the user having to go 

through additional screening whenever they go to login. Even so, with all of the measures taken 

into place cloud services are for the most part, secure, and the service provider should be able to 

provide the consumer with some sort of back up of their data, granted something unfortunate 

were to happen to their cloud environment. In all actuality, security issues have, and always will 

be prevalent in cloud technology, and thus should always be acknowledged taking into 

consideration that fact that cloud services are provided via the internet, which is a constant 

network. Having on-demand access to a service can pose a potential threat to any service 

provider and without the proper threat mitigation in place prior to an unfortunate event taking 

place. 

How can cloud service providers best mitigate the risks of providing cloud services? As 

stated by Zhang “Designing and planning for an effective information security risk management 

occurs through two major processes: selecting relevant critical area, strategy and 

planning.”(Zhang) More specifically the process of strategy and planning includes establishing 

some sort of risk management program direction, and guide activities, establishing a committee, 

defining the program goals, and requirements, and of course 

goals. Then there is the responsibility of the service providers 

to implement and operate three processes in particular, and 

they are, risk analysis, risk assessment, and risk mitigation. 

First, risk analysis, includes the tasks of threat identification, 

and vulnerability identification. Figure 1.1 shows different 

outputs from the threat identification step.  

Figure 1.1 
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Figure 1.2 shows different outputs from the 

vulnerability identification step. Zhang also made to 

“Recommended methods for identifying system 

vulnerabilities are the use of vulnerability sources, 

the performance of system security testing, and the 

development of a security requirements checklist. 

The output of this process helps to identify 

vulnerabilities and threats for reducing or eliminating 

risk during the risk mitigation process.”(Zhang).  

Next, risk assessment, consists of four major processes, likelihood determinations, impact 

analysis, risk determination, and control recommendations. To be brief, likelihood determination 

is a rating that is used to indicate the probability that may be exercised within the construct of the 

associated threat environment. Likelihood levels range from high, medium, and low. Impact 

analysis is the step of analyzing the level of risk by measuring the impact from a threat that has 

successfully exercised vulnerability. The levels are measured by three security goals, 

confidentiality, integrity and availability. Next, we have risk determination, which the sole 

purpose of this step is to find the risks that impact of critical areas, determined by whomever was 

in charge of architecting and establishing the Risk Management Program. Finally, control 

recommendations is the step where controls that could either eliminate, or mitigate identified 

risks, are therefore provided.  

 In conclusion, cloud services are being utilized more and more in today’s age. Have 

access to important information on the go can be just as dangerous as it is convenient, but 

thankfully, we have cloud service providers we can trust. We have cloud service providers who 

Figure 1.2 
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actually take the time to take the proper precautions when building their cloud infrastructure 

from the ground up. Google, Amazon, you name, both of these companies definitely have Risk 

Treatment Plans in full force, ready to be implemented if the time every came that they needed to 

do so. In return, the average user, or even the business owner, can pretty much guarantee their 

data’s availability and safety. Once again, Zhang states that a “Cloud provider must development 

of risk treatment plans (RTP) with multiple options (avoidance, transfer, retention, reduction, and 

acceptance). The outcomes of risk treatment plans should be incorporated into service 

agreements. Because different models of cloud computing have various ways to mitigation a 

vulnerability and threat.”(Zhang). With that being said, for as long as time goes on we will 

always be for to mitigate and eliminate threats to our networks, and or devices, and with cloud 

services being utilized over the internet, the need for security is only going to continue to grow. 

Without risk mitigation, any potential service provider is in for a bad experience, given level of 

hacking that has been going on in today’s modern day in age. 
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