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Abstract 

There are many different versions of Linux Operating Systems available for use in today’s world 

of technology.  Red Hat Enterprise Edition is one of the most popular Linux Operating Systems 

for Institutions and Businesses. Red Hat Enterprise Operating System has a server edition and a 

workstation edition. Red Hat just like many other operating systems does not come pre-

configured to be secure. In order to secure the operating system from intruder attacks; after 

installation you must perform a process that IT professionals call “hardening”.  Institutions, 

Businesses and Corporations usually use their own approach of hardening a system. This paper 

introduces the basics covered in the standard ISO method of hardening a Red Hat Enterprise 

system. I have included information about different types of software tools that can be used to 

test hardening standards applied to a Linux operating system. In follow up there is a brief 

discussion about ways to check to see if your system has been hacked by an intruder. 
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Introduction 

IT professionals in major business and corporations are using Linux operating systems to host 

their many server applications. Linux operating systems can host many web interface 

applications; such as Apache, WikiDocs, Drupal, BlackBoard, BraveWeb, blogging sites and 

many more. Web interface applications are a must have in today’s industry. The advancement of 

the Internet into our everyday lives has changed the way most business and corporations look at 

technology it also affects the way we function in our day-to-day activities. In an article from 

AntiEssays (2012) it states that this involvement make it so much more important that IT 

professionals who are responsible for keeping the Internet running are aware of the potential 

threats that may compromise the security of the systems they manage. “The Linux operating 

system, which is the de facto server operating system worldwide, is used for a variety of very 

good reasons. Great care must be taken to properly implement and maintain Linux hosts to 

protect them from malicious activity. Hardening of the Linux operating system is essential in a 

production environment facing the Internet. Fortunately, the Linux operating system is inherently 

secure and provides several tools to maintain that security.”  (p. 1) 

 

Brief History of Red Hat Linux 

Linux was originally created by Linus Torvalds of the University of Helsinki in Finland. Red Hat 

is an American based software corporation that is located in Raleigh, North Carolina. Red Hat 

was founded in 1993 with the development of open-source software products; since then, Red 

Hat has developed more advanced operating systems that have the Red Hat trademark and can be 

purchased along with Red Hat support.  Originally Red Hat’s products were free open source 

products that could be downloaded free to anyone who wanted to download the products.  Since 

then Red Hat has developed a more stable Operating System that can be purchased along with 

Red Hats long-term support. Red Hat provides operating system platforms, middleware, 

applications, management products and support training and consulting services.   Red Hat has 

acquired several proprietary software packages and has released the source code under mostly 

GNU GPL while holding copyright under single commercial entity. Red Hat Enterprise version 

can now be purchased with a license agreement for full service support.  

RHEL is a suite of open source enterprise-class operating systems, designed for commercial and 

mission-critical applications and supported by Red Hat Inc. It is sold along with an annual 

subscription, which includes various levels of support and a Red Hat License (Sharma, 2004). 

Red Hat Enterprise Linux was developed to target commercial industries. Red Hat Enterprise 

Linux is released in Server edition for 32 and 64 bit Operating Systems.  

Advantages of Linux Operating System 

One of the most widely known advantages of implementing a Linux Operating System is cost. 

Linux operating systems are free open source software packages that can be downloaded from 

many internet web sites; however Red Hat Enterprise Linux has an associated cost. Red Hat 

Enterprise Linux must be purchased and the cost of the Operating System would also need to 

include system support. One can expect to spend between $350 and 8,000 dollars depending on 

the environment and the support required for one’s network use of the Operating System. A self-
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support subscription from Linux can be purchased for $350; this would include the Red Hat 

Enterprise Operating System and the updates for one year.  One could purchase the Premium 

Edition Package for one year at a cost of $1,300; this would include phone and technical support 

for the Operating System along with automatic updates and patches to the system.  

Stability is a huge advantage to running a Linux Operating System. A Linux system does not 

require often reboots to enhance or maintain its performance levels. Linux can be left running for 

up to a year or more without the need for a reboot. Linux, like many other operating systems, 

requires a reboot after patches have been installed to the system but a Linux system does not 

experience memory leaks, freezing up or slow performance when it has been left running for 

long periods of time.  

Linux is known to be one of the most secure operating systems. Linux’s directory structure 

allows for flexible file access permission which aids in preventing access by unwanted visitors or 

viruses. Linux file system also allows for Access Control Lists and built in firewalls to aid in 

preventing unwanted file access from intruders. Linux is a very powerful and trusted operating 

system. Red Hat Enterprise server edition is reliable and very efficient.  Linux operating systems 

can be used to host web applications and run various applications for server operations such as 

Apache, Oracle, Drupal, WikiDocs and many more.  

Securing Linux System 

Red Hat, in its efforts to make the installation process more manageable for its users, 

preconfigured some of the applications to install and startup services. Pre-configuration can help 

to simplify the process but at the same time it can open up security holes that will need to be 

closed. The default setting for send-mail on a Red Hat distribution is to start the process after 

installation. This is just one of the examples of application services that are built in and 

preconfigured to start by default. In order to secure your system you need to have a clear 

understanding as to what a lot of the processes are used for and how they can be used to allow 

intruder attacks to your system.  In order to check the services that are running on your system 

you can run the following command: 

/sbin/chkconfig --list 

NASA’s website contains factsheets that offers a list of services that could be disabled from a 

Red Hat Linux Enterprise operating system. http://www.nsa.gov/ia/_files/factsheets/rhel5-

pamphlet-i731.pdf 

To disable the services run the following command: 

/sbin/chkconfig service name off (note you must have root privileges to run these commands) 

When installing Red Hat Operating System do not accept the default settings. When prompted, 

enable MD5 and shadow passwording. This will aid in making sure passwords are more secure. 

A screen will appear prompting for a password for the root user account. Keep in mind that the 

root user is the administrative user that has all the privileges to the system. The root user 

password needs to be very secure; it is a good idea to create this password with at least 12 

characters, and to use mix case letters, numbers and symbols. The system will need another 

administrator account other than the root user to avoid always logging into the system with root 

http://www.nsa.gov/ia/_files/factsheets/rhel5-pamphlet-i731.pdf
http://www.nsa.gov/ia/_files/factsheets/rhel5-pamphlet-i731.pdf
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privileges.  During the installation process a question will be asked, if additional software is 

required, only mark software that is required for the installation. For example if the server is not 

to be used as a web server there is no need to install Web Services.  Below is a list of other 

services you may consider not installing on your Linux System or removing the packages if they 

come preinstalled onto your system. 

 Games 

 Network servers 

 Daemons and services 

 Databases 

 Web tools 

 Editors 

 Media-related (CD and MP3 players, CD burners) 

 Development tools and compilers 

 Printing and printing tools 

 Office-style applications and tools 

 Document management and manipulation 

 X-Windows (including Gnome and KDE) 

X-Windows is one of the most important packages to disable within a Linux system. Most 

production Linux systems will not use the X-Windows application to perform the day-to-day 

functions. Very seldom will an IT professional have the need for the X-Windows application on 

a server edition of Red Hat Linux. It would be best to not install the X-Windows application 

because it is a huge package which contains security vulnerabilities that allow for potential 

intruder attacks. 

After installation has been completed the available updates and patches will need to be 

downloaded and installed to the system. It is recommended to download and retrieve these 

updates from another source and then apply them to the system. It is not recommended to place 

your system onto the internet until all vulnerabilities to the network have been closed. Patches 

and updates will sometimes overwrite original configuration changes that have made to the 

system. Securing the system will always be an ongoing and never ending process.  The rpm 

feature can be used to check against patches and updates to the system. “The RPM package 

management system includes the ability to verify the integrity of installed packages by 

comparing the installed files with information about the files taken from the package metadata 

stored in the RPM database. Although an attacker could corrupt the RPM database, this check 

can still reveal modification of important files. To determine which files on the system differ 

from what is expected by the RPM database the following commands can be ran at the root level: 

# rpm -qVa 
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A “c” in the second column indicates that a file is a configuration file (and may be expected to 

change). In order to exclude configuration files from this list, run: 

# rpm -qVa | awk '$2!="c" {print $0}']” Operating Systems Division Unix Team of the Systems 

and Network Analysis Center (2011) 

Linux systems rely on file and directory permissions to authorize user access. In order to increase 

security to your system you need to provide strict access. Grant only the permissions that a user 

must have to files and directories. There are certain files and directories that only the root user 

needs permissions to such as: fstab, hosts.allow, hosts.deny, iptables, hosts, passwd, shadow 

these are just a few of the files you need to restrict access to. 

System partitions can be mounted inside the fstab file that is why it is so critical to remove all 

write access to this file. Granting write access to the fstab file would allow an intruder who had 

hacked into the system privileges to mount a partition and install malicious software.  

The firewall and TCP Wrappers is perhaps the best way to defend against intruder attacks to the 

system. These files are used by the tcp wrapper and sshd programs to decide whether or not to 

accept a connection coming in from another IP address. The system will check against the 

hosts.allow file to see if a host is allowed to log into the system via particular ports. The 

hosts.deny can be configured to deny access to the server by any other hosts computers. 

“Linux has some special attributes associated with all files. Often in X Windows when you check 

the properties of any file (by right clicking on it and viewing its properties) you would get to see 

3 special attributes besides the common read/write/execute rights for the owner/group/others. 

The 3 extra attributes are known as SUID, SGID and Sticky Bits”  

Linux server systems need to be monitored to ensure that they do not contain any unauthorized 

SUID, set user id and SGID, set group id system executable files. The find command can be used 

to locate and print any setuid or setgid files on a local partition. Once the files have been printed 

to the screen they will need to be evaluated for possible permission changes. Files that may be 

thought to be unauthorized executable need to have all permissions removed and disabled or 

removed from the system. The Red Hat Linux guide is a good reference for the system 

executable files that are expected to be on a stock system.  Certain precautions need to be taken 

when looking through the list. This is just a list of possible default executable files, not all of the 

files are necessary and can be disabled or removed from the system.  

These are just a few of the things that systems administrators will want to do to Harden the Linux 

operating system. You can refer back to more online documentation that can give more details to 

reducing the risk of intruder attacks to your system. Although the Linux operating system has 

been Harden it still may be open for an attack to the system.  

Detecting Hacks to Your System 

How is it possible to detect if your system has been compromised? Linux has a lot of its own 

pre-packaged software built in to help with security but there are also a lot of different tools 

available to enable a user to detect intrusion to the system and to prevent such attacks. 
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There are various types of intrusion detection software such as network based and host based 

intrusion detection. The host based intrusion detection allows you to detect an intrusion by 

checking files on your system for changes and modifications and suspicious entries inside the log 

files. 

Siddiqui (2002) lists some signs of intrusions to Linux operating system such as:  

 Failed logon attempts and attempts and unusual times. Failed logon attempts will be 

stored inside of your log files.   

 User accounts that have been added to the system not by the systems administrator.  

 Failed su attempts 

 File modifications such as the timestamp, file size, permissions or additional files that are 

unusual. 

 An attempt to logon using an account that has been dormant. (You should always disable 

an account after it has not been used within 30 days) 

 Performance issues that have suddenly become noticeable 

 Changes to your log files 

 Unusual processes that are running on your system.  Repeated probes to open ports and 

available services. 

 Remote hosts connections that seem suspicious. 

As a systems administrator one should always make it a general practice to monitor log files for 

unusual entries. This is something that should be done on a daily basis. System Administrators 

can use tools that are built into your Linux system such as last, lastcomm, and netstat to gain 

information about the Linux operating system. Netstat command will show the open ports 

running on the system. There are also tools that can be purchased or download free of cost from 

various websites that help in intrusion detection. 

Tripwire and Snort are available free of cost to the user and can be ran against a Linux system. 

Tripwire uses a comparison algorithm to check files on the system for changes. Tripwire does 

not require a lot of space on the system. It is best to store tripwire onto a separate device and run 

it against the system. Tripwire is a very small software application that can be stored onto some 

type of removable media, this will also help in avoiding tampering to the software. 

Snort is also available free of cost and can be downloaded from Snorts site online. Snort is a 

network intrusion detection and prevention system. Snort has the capability of monitoring real-

time traffic and packet logging.  Snort is a great tool to use in combination with a host based 

intrusion detection system. 

Password Hacking 

One of the most prevalent ways an intruder will force themselves into a system is by using some 

type of password hacking technique. There are many numerous methods to password hacking but 

the most popular would be dictionary attacks. With a dictionary attack you provide the software 

with a list of words that may be used as passwords. The list usually contains names of 

individuals or animated characters from movies and mythical characters. The list could also 

contain all the words found in a dictionary. Rankin (2012) article Password Cracking with GPUs 

lists some different password cracking techniques that can also be used. It is beneficial for a 
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systems administrator to know how to use the tools so that they can use them to test against their 

own systems. 

Conclusion 

In today’s world almost everyone communicates via the internet. The internet has made sharing 

data and doing day-to-day business transactions so much simpler. At the same time it has also 

made it easier for someone to steal data that may be confidential. This is true when you consider 

how much illegal downloading of piracy software takes place each year. It is up to the Systems 

Administrators and Network Administrators to work against protecting the data that is being 

stored inside their systems. With more and more Fortune 500 companies, and major Universities 

being hacked into by intruders; it’s easily assumed that system security is a must have in today 

world of technology. Is there such a thing as being too secure?  One can never be too secure 

when protecting data. Never overlook the obvious things such as passwords. Many users always 

try to make their passwords something easy for them to remember. Who knows that better than a 

hacker? As stated by Rankin (2012) in his article Password hacking by using GPUS “Many 

Linux systems will run a basic dictionary attack when you change your password to evaluate 

how weak it is. Although it’s true that these days most password systems will not allow users to 

enter passwords that don’t fit the password policy, some systems simply let users know their 

passwords are weak but store them anyway. In either case, it makes sense to audit your 

passwords at a company just to ensure that a random hacker with a $300 video card can’t crack 

your passwords in a day or two.”  Systems Administrators need to force their users to use more 

difficult passwords. It is far more pleasant to change a password for a user once a month than it 

is to explain to thousands of people why their data may have been compromised.   
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