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 Until recently, DDoS (Distributed-Denial-of-Service) attacks were an event that had to be 

planned and worked for to be executed. An individual or group wishing to execute such an 

attack would at least have to use the resources available to them or infect machines to create a 

botnet to perform the DDoS. Infecting other machines takes work that individuals may not 

know how to do, and if the attack is being performed by a group, this effort must be 

coordinated. In consideration of all this, pulling off a DDoS attack may be out of reach for most 

people. This is a positive thing because, in general, there is not a good reason for any group to 

be willfully and knowingly denying legitimate traffic to different websites and services. 

Unfortunately, booter services exist, and present the possibility to be able to bridge the gap 

between people with malicious intent who want to engage in a DDoS attack and people who 

have the resources, knowledge, and skills to be able to orchestrate a successfully DDoS attack. 

It may not be quite as easy as ordering a pizza online, but if a person knows what they are 

looking for, it is not far off. With these services being so easily and readily available, it stands to 

reason to expect that these types of attacks will only grow in popularity and magnitude. It is the 

aim of this analysis to explore the origin and mechanisms of booter services. Following that, this 

exploratory paper will speculate whether or not there is any possibility that booter services are 

used for legitimate or non-criminal purposes. Lastly, this analysis will discuss actions being 

taken to mitigate attacks performed by booter services.  

 Like with any new phenomenon, on the Internet or otherwise, there may be a 

distinction between when an occurrence actually existed versus when it was observed and 

recorded. Booter services are not novel in this regard. While booter services may have existed 

for some time, the first noted instance found during the research for this paper was observed 
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by the Dutch National Research and Education Network, also known as SURFnet in 2012 [7]. 

The attacks, purchased by students, were potent enough to disrupt the exams of hundreds of 

fellow students and cause them to be cancelled [7]. While the magnitude of the attack was 

relatively small in comparison to other DDoS attacks of the time, such as the attacks against 

CloudFare and Spamhaus around the same time, it is noted that the attacks against the Dutch 

schools had to be at least 1Gbps, or the schools’ networks would not have been taken offline 

[7]. Fast forward to the first quarter of 2016, where there were nineteen DDoS attacks 

exceeding 100Gbps, fourteen of which relied on DNS reflection, a known methodology of 

booter services [6]. This brings up the subpoint of this section: what are the mechanisms 

behind booter services that make them so accessible and effective? To put it succinctly, users 

and customers access booter services through public facing websites and creating user 

accounts much the way an individual would with any other service, like a media streaming 

subscription or an email account. Once an account is created, users can then shop for a 

subscription to a booter service. Subscriptions vary in price, with basic packages starting out at 

less than $5USD; more elaborate subscriptions are also available, and with them come 

premium options such as: attacking for longer period of time, being able to attack more often 

within a given timeframe, being able to attack multiple targets at once, etcetera [3]. Having 

made a selection, the customer then pays the subscription fee, generally through PayPal, 

Bitcoin or other cryptocurrencies [3]. The customer can now begin processing an order by 

selecting an attack target. The order is then sent to backend servers to begin the attack. 

Depending on the attack that is selected or what is offered by the booter service will determine 

what type of DDoS attack is used. It is typically one of two varieties, both being UDP-based [7], 
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which is noteworthy as User Datagram Protocol does not require a SYN/ACK exchange like 

Transmission Control Protocol. Along with being UDP-based attacks, they are also categorized 

as amplification/reflection attacks [7]. The backend servers process the attack information and 

begin catalyzing infected or compromised DNS or NTP servers. The backend servers of the 

booter service spoof the victim’s IP address as requests to the attacker DNS or NTP servers. 

Those DNS or NTP servers, believing the requests are legitimate, begin responding to the 

erroneous requests. The responses from these protocols embody a flaw which earns them the 

amplification title: responses from DNS and NTP servers (among other UDP-based protocols) 

tend to be much larger than the request received, meaning the response to the victim is 

amplified [5]. Given the possibility of an incredibly steep amplification ratio, as much as 5 to 

4500, an attacker spoofing a negligible Mbps request can result in an exaggerated Gbps reply to 

the victim, hence the amplification in the name. The responses of course are anticipated to 

exhaust the resources of the victim, effectively taking them offline for lack of being able to 

respond to legitimate traffic. In consideration of how this DDoS attack works, it is 

understandable why it could be dangerous for individuals to be able to purchase booter 

services.  

  There is an argument to be made for a justifiable risk, however, if there were also a 

beneficial purpose for an item or a service to exist. For instance, automobiles are known to be 

the riskiest form of travel, but society at large accepts the risk of these machines for the benefit 

that they produce i.e. getting goods and people from one place to another. If a similar benefit 

existed for booter services, it could be argued that while there is a risk of people abusing the 

services they offer, that the risks must be accepted for the benefit that the service offers. In 
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David Douglas’ and associates’ paper, Booters: can anything justify distributed denial-of-service 

(DDoS) attacks for hire?, two scenarios are described in which DDoS attacks, and by association, 

booter services may be morally justifiable, if not legally, which is an important distinction. The 

first scenario described is one in which customers use booter services to stress test networks 

that are owned by them, such as for a commercial network in order to determine the amount 

of strain their network can take or to simulate a real DDoS attack. Booter owners will even refer 

to their services as “network stressers” in attempts to highlight their attempts to legitimize 

their operation [1]. From a network security and infrastructure standpoint, this idea has merit; 

companies often hire security consultants, which in turn employ ethical hackers for the purpose 

of finding security vulnerabilities. This way, companies who utilize these security consultants 

know precisely how to shore up their defenses and what policies to review if necessary. 

Unfortunately, with booter services, there is no indication that the operators of these websites 

attempt to verify that owners of the victim networks are the same individuals procuring their 

services. Moreover, it is apparent that booter services also utilize DDoS protection services, so 

while they may not encourage misuse of their products, they are acutely aware that booter 

services can and are misused. Lastly, booter services are, in most if not all, jurisdictions is illegal; 

therefore the advertisements and hosting of such services is also illegal.  

 The second scenario described in Douglas’ paper was using booter services, and DDoS 

attacks in general, as a form of public protest or civil disobedience [1]. The most notable 

information about this idea is the stark difference of legal opinion on the subject between the 

United States and Germany. In Germany, a decision was made by a high court that an individual 

who had used a DDoS attack against an airline company (Lufthansa) was exercising a right to 
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influence public opinion, and along with that, influence the actions of the airline company [2]. 

The United States on the other hand has legally signaled in the other direction with use of the 

Computer Fraud and Abuse Act to prosecute actions that harm businesses or government 

websites with DDoS attacks or other attempts at sabotage [2].  

As with most complex or large-scale problems, there are rarely perfect solutions. The 

same unfortunately holds true for booter services. There is no surefire, silver-bullet guarantee 

that will protect a network against booter services, or any DDoS attack, indefinitely. Attacks are 

growing in size and frequency, and attackers are always competitive in the arms race that is 

information and network security. However, there are strategies and protections individuals 

and interested parties can implement to better protect themselves against DDoS attacks 

performed by booter services. As noted in a previous paragraph, booter operators themselves 

utilize DDoS protection services to mitigate attacks launched by their competitors. This is 

potentially cost-prohibitive for some, but it is likely effective if the very perpetrators of said 

attacks rely on them for protection. Another effective method, and underused, for mitigating 

DDoS attacks is to implement ingress-filtering traffic rules to block traffic from IP addresses that 

do not belong to the address space of the originating network i.e. spoofed addresses, per the 

Best Current Practice 38 [7]. This approach is likely more applicable to larger scale or enterprise 

networks and unfortunately may not benefit small office or home office networks that 

experience these types of attacks. Lastly, it has been proposed that reducing the efficacy of the 

attacks themselves is yet another strategy. This could be accomplished by monitoring the DNS 

and NTP amplification servers that are utilized by the booter services to mount an attack, then 

provide that information to existing patching efforts such as OpenResolverProject and 
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OpenNTPProject [4]. This type of undertaking would not only help to resolve current issues 

related to amplification/reflection attacks caused by compromised DNS and NTP servers but 

would help to resolve future booter websites being created. It is a more long-term approach, 

but with short-term benefits.  

Booter services are a powerful tempest in the ocean that is the Internet, and like a 

storm, the patterns and techniques of the owners and users should be monitored carefully. 

They are a paid service that use compromised NTP and DNS servers to reflect and amplify 

requests to spoofed victim IP addresses. While may of them may present themselves as 

legitimate network testing services, that may not be entirely accurate depending on the 

jurisdiction of the involved parties and who owns the network or end devices being subjected 

to the attack. Lastly, there are several methods of mitigating or preventing DDoS and booter 

service attacks. One must be vigilant and resourceful in order to remain knowledgeable on best 

practices, which is truly the best defense of one’s network and information.  
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