Non Conventional Virus Attack
Abstract

Cyber-attack by means of "non-conventional" virus or worms adapted to the telecom world (SDH equipment, management networks, management systems, satellite receivers, etc.) could totally make unusable all the main networks of telecommunication of a country paralyzing the activity in critical sectors like electrical, audio-visual and the banking one at the same time (as long as this attack was planned and executed at the same time on all the networks. We present here a new vision in the existing threads regarding critical telecommunication infrastructures and Homeland Security
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Risks and Weakness in telecom networks

Current Telecom Networks are based on hierarchic models beginning from the lower physical layer (optic fibre transport, microwave radio link, satellite, etc.). to higher layers (WDM networks, SDH networks, ATM networks, IP networks, etc).

We can subdivide telecom existing networks of big operators, administrations and even defence networks of a country, in the following way:

1. Physical Layer:

a. Terrestrial Network.

i. Fibre Network.

ii. Radio Network.

b. Satellite Network.

2. Capacity and Capillarity:

a. Access Network.

b. National Core Network.

c. International Core Network.

3. Technology hierarchy:

a. WDM.

b. SDH.

c. ATM.

d. IP.

4. Supported customers:

a. Residential.

b. Business Sector:

i. Electric & Power.

ii. Banking.

iii. Media.

iv. Tertiary.

v. ...

c. Governmental.

5. Technological updating rate:

a. Legacy networks.

b. New Generation Networks.


Indeed, is this hierarchic model that does that a planned attack, with a sufficient knowledge (but not detailed) of a telecommunication network, and towards the point or critical points of a network can do that one after another one, these networks fall or limit their functionality until limits that can worsen crisis situations (for example during terrorist attacks, regional conflicts, floods, fires, etc.).

We do not forget that most of the networks historically have grown on, or use partial or totally, other networks that to day of today would be considered obsolete. In addition to a large extent to the cases, as much the networks "legacy" as the modern networks share common physical  (locations, energy, towers, etc.) and logical (networks of supervision, operations centres) infrastructures. And what it is more, in the previous listing where the telecommunication networks are subdivided, we can affirm that the degree of interdependence of the same ones is HIGH. Let us put some examples:

· An access network does not have any sense if the transport or “Core” network has undergone an attack that has made unusable it.

· Satellite teleport will not make its work if the route of delivery of signals to spread via satellite is a unusable-made terrestrial network. 

· A broadcasting network (terrestrial or satellite) could be made unusable with an attack planned by means of "non-conventional" computer virus to its main control systems, systems that are obviously not commercialized massively (and therefore they do not benefit from scale economies to release to improvements, new releases which they incorporate security improvements, etc.), are not systems of new generation, and systems that were designed at times where the computer science security was not saw as a necessity 

· A control network of an electrical company can "be intercepted”, "manipulated" or simply made unusable by a cyber-attack planned to attack critical telecommunication infrastructures (without not even to arrive at the physical attack). 
· Cyber-attack by means of virus or "non-conventional" worms adapted to the telecom world (SDH equipment, management networks, satellite receivers, etc.) could totally make unusable all the main networks of telecommunication of a country paralyzing the activity in critical sectors like electrical, audio-visual and the banking one at the same time (as long as this attack was planned and executed at the same time on all the networks.
World-wide telecom networks, can suffer of vulnerabilities due to:

· Existence of “legacy” equipment not prepared for habitual attacks in commercial networks.

· Existence of “telecom” equipment developed on platforms, operating systems, etc., that due to the lack of "scale economies" have not been designed to work under the threat of cyber attacks. 

· Existence of management networks which they are not the ones of world IP (and which therefore they do not have the security infrastructures of world IP). ·

· Existence of point-multipoint networks (for example the networks satellite) that can be the base for DoS (Denial of Service) attacks with the non-authorized access to an only equipment of head.

Solutions not designed and developed for the use in critical telecom networks put in danger critical public services that in diverse circumstances could be identified like terrorist or military objectives. It appears a new concept here: "the critical infrastructures of civil type are military and terrorist objectives", trying this paper to discover the deficiencies and necessities of our networks with the objective to force the development of solutions within the industry.

MINE, your telecom operator

Operator MINE has deployed a national optic fibre during the last 10 years.  It started as a regional Operator giving service to a few customers in the banking and financial business. Ten years later, between their customers there national banks, regional broadcasters, national telecom operators, regional government and regional police and fire departments.

· MINE network has grown-up up from PDH radio technology, to fibre optic (using regional rings and interconnection with other national operators) and has one satellite Teleport connected via a fibre access ring to one of their regional fibre rings. 

· Of course, MINE has used the same sites for deploying PDH, SDH and WDM networks, radio and fibre rings along these ten years, so, there are some problems and inconsistencies in its network topology.  Some of these problems are known, but nobody wants to face them because of the costs and complexity of their resolution.

· Another problems are unknown:

· Remote Sites (i.e. a site located in a mountain) has access to the whole “Management Network” of the company. There are no personnel in those sites, and security measures are kept minimal.

· A well-planned cyber-attack using this site could get the control of the complete transmission network of MINE.

· Only one site is giving service to the Fire-fighters (and why not police) “Professional Mobile Radio (PMR) system. It concentrates all metropolitan communications of 5 cities. 

· A physical o logical attack to Point-to-multipoint Base Station (or the transport network that serves this site) could “bring down” the complete communication fire-fighter network.

· There are some “legacy” satellite networks that have not been designed to work under the threat of cyber attacks.
· A cyber attack to legacy equipment and systems could cause the collapse of satellite and broadcasting networks.

· A cyber-attack or Non Conventional Virus Attack to management systems could cause cutting all the traffic in MINE´s network.

· A cyber-attack, DoS Attack or Non Conventional Virus Attack to the management network could cause that MINE could not operate his network from the National Operation Centre (NOC).

A well-planned cyber-attack (via non-conventional virus) to management networks, management systems, legacy equipment, or modern non-secure equipment of MINE´s telecom network could lead to severe communication and logistic problems during a terrorist attack or natural disaster.

Possible Solutions

a. MINE could use a non-conventional Antivirus. Someone hast to develop this tool !!!!!

b. MINE could upgrade legacy equipment and systems. May be it is too late or too expensive.

c. MINE could make secure the management network (i.e. using IDS, secure switches, etc).

d. MINE could make secure the management systems (using a security in user management).

e. ¿? Any idea? …
Operator MINE after detecting and simulating some of the problems in its network will deploy some of the proposed solutions. Anyway, we believe that someone should certify the correct deployment of MINE´s (and other world-wide operators) networks along their life and the correct protection against terrorism and cyber-terrorism.

Overview of “Securenet Sistemas Avanzados”

"Securenet Sistemas Avanzados" (www.securenet-sistemas.com) is a Spanish owned Security & Defence Consultancy based in Madrid  dedicated to the investigation in the field of security and defense. 

“Securenet Advanced Systems” includes in its personnel engineers of high and verified experience in safe networks of telecommunication (satellite, terrestrial and mobile), centered in crucial aspects such as:

a. Telecommunication infrastructure security and Protection. 

b. Security and Protection of telecommunication transport networks. 

c. Detection of failures and weaknesses in telecommunication networks. 

d. Intrusion detection Systems in telecommunication networks.

e. Secure Telecom Network design and deployment.

We have been involved, in the design and deployment of telecom networks of telecommunication like:

1. Fixed networks of Telecommunication: 
a. Access Networks: radio PDH, FSO, Wireless/Wimax. 

b. Radio Transportation Networks: PtP PDH/SDH, PmP, COFDM. 

c. Optical Fibre Networks: SDH, CWDM, DWDM. 

d. Synchronization Networks.

e. Management Networks.

f. ATM Networks.

g. Data Networks. 

2. Satellite Networks: 
a. DVB-S Networks. 

b. DVB-RCS Networks.

c. VSAT Networks.

3. Mobile Networks:
a. GSM / GPRS.

4. Trunking Networks
a. Digital Trunking: TETRA. 

5. Broadcasting Networks:
a. Analog TV and Radio Networks. 

b. Digital Radio and TV Networks: DAB, DVB-T. 

Securenet offers a wide set of services to its customers regarding the mentioned terrestrial, satellite and mobile networks including:

1. Network Design.

2. Networks Deployment.

3. Security Consultancy.

4. Network Redesign.
5. Security SW design and development.

6. HW and SW Security testing.
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We will define as "Non Conventional Virus", to those virus not designed to be used in the "commercial" networks (networks of PCs with operating systems Windows, networks of servers with operating systems UNIX, etc.), but to that they have like "objective market" the networks of telecommunication of world-wide operators, networks who specially are not prepared to support synchronous attacks by means of nonstandard virus to the management networks, management systems, and equipment that composes them. In fact, in many cases these networks are even compounded of “legacy” elements that are not prepared to undergo the attack of conventional virus.











