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What is an Acceptable Use Policy? 
An Acceptable Use Policy (AUP) is a policy stating what users of technology are 
permitted to do with that technology.  It allows the users to know what they can do with 
technology without violating company rules or laws. 
 
AUP’s are usually the first policy created within an organization, and are usually focused 
around Email and Internet usage.  Human Resources and Legal departments are usually 
involved with or are often times the owners of the policy.  This is due to the fact that if an 
employee violates the policy, legal action may be sought.  For example, viewing of 
pornographic materials in the workplace is usually not permitted, and if this occurs, 
possible corporate or legal actions may be sought. 
 
The Acceptable Use Policy is generally separate from an organization’s general 
Information Security Policy.  However, it is usually referenced with-in the general 
Information Security Policy for further reference. 
 
Why do I need one? 
The primary reason most companies have one is to protect itself when legal actions 
occur.  However, a newer requirement in the form of Sarbanes Oxley requires companies 
to notify users and have documented what is acceptable use of technology and data.  
Additionally, it is also an item in the BS 7799-2 (Section 2.4 Asset Management) and 
ISO 17799.   
 
Having an AUP helps Information Security identify violations more clearly by clearly 
defining proper and improper use of technology within companies today.  For example, 
many companies deploy proxy servers to ease Internet bandwidth usage.  However, this 
same tool can be used to monitor employee access to pornographic or hacking sites.  
When such a violation is identified, Human Resources should be notified immediately 
and direction from them or Legal should be followed.  This is an example of an easily 
identifiable violation of company policy because it was clearly defined and there was 
technology in place to help identify it. 
 
How should I write one? 
The general rule of thumb for creating an AUP is to take the Deny All approach.  In other 
words, write the policy from the perspective that any usage of technology is forbidden, 
and that the AUP will outline what is allowed.  If an action is not mentioned in the AUP, 
then it should be considered not allowed.  An Example of such a statement: 

Company systems must only be used for company business.  
 
Some companies take an opposite approach by specifically defining what is not allowed.  
For example: 

Personal and private use of company systems is strictly prohibited. 
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This approach allows identification and prosecution to occur even easier as one could 
deploy specific technologies to identify policy violations, such as intrusion detection 
rules versus creating a baseline of communications and trying to find deviations from that 
baseline. 
 
Either approach your company takes is acceptable as long as you’re Human Resources 
and Legal departments approve and are willing to enforce the policy as it is written.  A 
mixed approach will work best. 
 
The recommendation is to have Human Resources and/or Legal write this policy with the 
Information Security Team’s input.  This will give it more teeth and allow Information 
Security to use that as leverage to enforce.  It’s easier to buy a proxy monitoring tool 
when you justify it as a necessity to monitor the AUP that Legal just distributed. 
 
Once it is written, you will want to have it distributed to all employees.  There are several 
ways to accomplish this.  One way is to include it with the yearly policy, handbook and 
employment health changes that come out usually around Christmas time.  Have a section 
that requires all employees to sign off and return.  Thus providing proof of acceptance or 
acknowledgement of receipt.  Another method I have seen is to send it out electronic and 
require all employees to go to the electronic site, and use some sort of authentication to 
acknowledge receipt.   
 
Finally, ensure it is published and accessible to all employees.  This can be accomplished 
by posting on the Intranet or similar method.  Sarbanes Oxley does require that a 
company be able to prove that employees were notified, and that they have reviewed 
what’s acceptable.  It does not mention that they have accepted the terms of it, just simply 
reviewed it.  While this is open to debate, a simple site that requires user authentication 
and/or a short quiz afterwards could be helpful in providing proof of this point. 
 
Example statements in Acceptable/Unacceptable Use Policies 
• Company systems must only be used for company business.  Personal and private use 

is strictly prohibited. 
 
• Sending unsolicited email messages, including the sending of "junk mail" or other 

advertising material to individuals who did not specifically request such material is 
prohibited. 

 
• Employees are responsible for exercising good judgment regarding the 

reasonableness of personal use. Individual departments are responsible for creating 
guidelines concerning personal use of Internet/Intranet/Extranet systems. In the 
absence of such policies, employees should be guided by departmental policies on 
personal use, and if there is any uncertainty, employees should consult their 
supervisor or manager. 

 
• This Company reserves the right to audit networks and systems on a periodic basis to 

ensure compliance with this policy. 
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• Creating or forwarding "chain letters", MLM, "Ponzi" or other "pyramid" schemes of 

any type is prohibited. 
 
• Postings by employees from a company email address to newsgroups should contain 

a disclaimer stating that the opinions expressed are strictly their own and not 
necessarily those of the company, unless posting is in the course of business duties. 

 
• Unauthorized copying of copyrighted material including, but not limited to, 

digitization and distribution of photographs from magazines, books or other 
copyrighted sources, copyrighted music, and the installation of any copyrighted 
software for which this company or the end user does not have an active license is 
strictly prohibited. 

 
• Keep passwords secure and do not share accounts. Authorized users are responsible 

for the security of their passwords and accounts. 
 
• All hosts used by the employee that are connected to the Company 

Internet/Intranet/Extranet, whether owned by the employee or Company, shall be 
continually executing approved virus-scanning software with a current virus database.  

 
Further Information 
http://www.sans.org/resources/policies/Acceptable_Use_Policy.pdf 
 
http://www.surfcontrol.com/general/assets/whitepapers/AUP_Booklet_10011_uk.pdf 
 
http://www.infosecwriters.com/policy.php 
 
Bishop, Matt. “Computer Security: The Art and Science”. Addison Wesley. pgs. 111-
112, 989-992 
 
Egan, Marc. “The Executive Guide to Information Security”. Symantec Press. Pg. 101 


