E-Mail Security for the 21* Century

E-mail has inherently been an unsecured method of communicating since its inception. While today e-
mail is a frequently used and convenient method of exchanging information, such usage was not
planned for in the technology's beginning. The basic principles of e-mail were established more than
thirty years ago when the Internet, then called ARPANET, was an emerging technology. Trust was a
basic principle of the Internet back then. Universities, military, and governmental facilities were the
only users of the Internet and everyone knew everyone else. Back then there wasn't a need for
authentication of who actually sent the message because only a limited number of people could gain
access to the networks over which the messages were traveling. When networks began connecting to
each other, e-mail security became more important. Users realized that they needed verification of who
was sending the message to make sure no one has changed the message during transit, and, in some

cases, they realized they needed to secure that information against prying eyes.

By the mid 1990s, e-mail security became a needed addition to the messaging people already knew.
Two protocols emerged as standards: Pretty Good Protection (PGP) and Secure/Multipurpose Internet
Mail Extensions (S/MIME). Both offered digital signatures’ which added the capabilities of
authentication, non-repudiation, and data integrity. Message encryption added the capabilities of
confidentiality and data integrity. For the user this helped ensure two things: First, that only the
intended recipient can read the message. Second, that a person reading a message can be assure of the

identity of the sender.
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History

PGP

When the Internet went public in the mid-1970s", it opened up for anybody to have access. That open
access made all users more vulnerable because of the possibility that some users might have bad
intentions. Many vulnerabilities had not been discovered at the beginning, but it was only a matter of

time.

In 1982 a standard was created that standardized the way we send e-mail. SMTP, or Simple Mail
Transfer Protocol, was developed by Jonathan Postel who saw it necessary to create a system that
would provide reliability for sending messages over slow and unreliable network connections. A large
problem with SMTP was that it did not require authentication to be able to send messages”. Thus
people could send messages without the server checking to make sure they were who they said they

were. This became a problem that still exists today.

Along with the authentication problem came the privacy Crl+ShifteS

. . . v Encrypt message Ctrl+shift+P
problem. Again, trust was a big part of messages making it from
Use PGRMIME for this message

the sender to the receiver without anyone reading or changing the Diefault composition options ’
Undo encryption

Inszert public key
Clear saved passphrase

message while it was making its way along through the network.

Then, in April of 1991, something happened that made quite a

Help

few people sit up and take notice. A non-binding resolution was j;p,,ssration 1: Screen shot of PGP

options box
added to Bill 266 in the US Senate that read like this:
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"It is the sense of Congress that providers of electronic communications services and
manufacturers of electronic communications service equipment shall ensure that communications
systems permit the Government to obtain the plain text contents of voice, data, and other

communications when appropriately authorized by law."

This made Philip Zimmermann work hard to create his software that would allow the general public the
ability to protect themselves. He called it Pretty Good Privacy or PGP which was based on the RSA
public-key protocol'. For the first time, the general public had access to a secure means of
communication without the fear of government oversight. This could be the difference between life
and death in some countries where the government watches all network traffic coming into the country,

leaving the country, and going within the country.

While PGP is being used by corporations, educational facilities, and the government to protect their
sensitive information, a new version of PGP was being created that would help push this technology
out to the public. GnuPG was developed by Werner Koch in 1999, GnuPG is an open source version
of PGP that supports the same types of encryption but is available for free. This was a big step in
pushing this technology out to the people. It can be downloaded for free and allows users to encrypt

and digitally sign their messages.

PGP uses public key infrastructure (PKI) for signing and encrypting messages. When an encrypted e-
mail is sent the message is encrypted using the sender's private key and the recipient's public key. The
recipient then uses his private key and the sender's public key to decrypt the message. All private keys

should be protected with a strong passphrase and private keys should be protected against disclosure.
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If the private key was ever known then all encrypted messages could be read. Further, messages could
be signed and encrypted by the person who has the private key and not the owner, which would negate
the use of the key. Superseding keys on a regular basis will help protect the integrity of your signed
and encrypted messages"".

S/MIME

At nearly the same time, a new security protocol came out called S/MIME (Secure/Multipurpose
Internet Mail Extensions). S/MIME was fast becoming a standard by the Internet Engineering Task
Force (IETF) during the late 1990s. Microsoft had a hand in version three of the S/MIME protocol
having wide public acceptance by including support for this in the manufacturer's Outlook, Outlook
Express, and Exchange programs. Today, most e-mail client software packages work nearly
seamlessly with S/MIME and thus works behind the scenes to most users. It allows both email
encryption and authentication. Both use asymmetric encryption, public-key technologies."

S/MIME version 2 is not an IETF standard due to security risks associated with using smaller keys than
what is considered breakable. Version 3, however, has been awarded an IETF standard and is the only

version of S/MIME that should be used.*

Choosing a Solution

There are a number of options available for messaging using either PGP or S/MIME. Each have pros

and cons, but all provide a degree of security for the user. Users can decide which option works best for
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them based on pricing, the e-mail client they want to use and the ease of usage.

PGP

Today, the PGP, or Pretty Good Protection, software requires a purchase from the PGP Corporation.
Different versions of the software are available* for different purposes including e-mail, total computer,
and key management for enterprise solutions. PGP is also available for BlackBerry® hand held devices
as well which supports enterprise solutions that companies may have implemented for company-wide
encryption solutions. While PGP is an excellent solution for businesses and companies, it could be an

expensive investment for personal use.

GnuPG and OpenPGP

GNU Privacy Guard (GnuPG) is an open source version of PGP and can be downloaded for free from
GnePG.org. GnuPG is the encryption back-end program for some additional open source software that
completes the solution. GnuPG provides file encryption and signing capabilities but OpenPGP
provides the front-end solution to work with e-mail client software to implement signing and

encryption capabilities.

Enigmail
Enigmail is a Mozilla project™ that uses OpenPGP to add PGP capabilities to Thunderbird and
Seamonkey, both e-mail clients. Enigmail allows users to sign and encrypt
mozdev.org o
messages and attachments and verify signed and encrypted messages that
have been received. Enigmail uses OpenPGP Key Manager* to manage stored public and private keys
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which provides a stable, powerful, and common key management system. Enigmail is available as an

extension to Thunderbird.

S/MIME
S/MIME certificates are usually assigned by a trusted source and thus are usually issued
Web of
by dedicated security companies. Thawte is one of those companies that issues SSMIME | _Trust
thawte
£

certificates, as well as SSL certificates, but does something that most companies don't. | Notary

Thawte issues personal S/MIME certificates for free and even has its own web of trust that establishes
rules for verification of the owner of the certificate. This is important as you must trust the procedure
of verification of the owner or you wouldn't be able to trust the signed documents that you receive.
There are other companies that provide S/MIME certificates but are more driven to the business world

versus the public and thus cost more money.

Page 6 of 10 © Eric Christensen 2007



Because the S/MIME standard is used by so many different clients, implementation of this solution is

rather easy. Most e-mail clients have settings for S/MIME security built-in. With the settings built-in

]
~Server Settings
Copies & Folders To send and receive signed or encrypted messages, you should specify both a
Composition & Addressing digital signing certificate and an encryption certificate.
~OFfline & Disk Space - Digital Signing
- Junk, Settings Use this certificate to digitally sign messages you send:
=turn Receipts I Eric Christensen's Thawte Consulting {Phy) Select. .. | Clear |
9 ity
= kf4otn@ncgeocachers, arg. .. I Digitally sign messages (by default)
Server Settings
Copies & Folders [ EER D
Composition % Addressing Use this certificate ko encrypt & decrypt messages sent ko you:
-Disk Space Eric Christensen's Thawte Consulting (PEy) Select... | Clear |

- Junk Settings
g. Defaulk encryption setting when sending messages:
~Return Receipts

. = Mever (do not use encryption)
~Security —

=l webmaster@mhixskywarn.org " Required (can't send message unless all recipients have certificates)

~Server Settings

Certificaty
~Zopies & Folders [ ertificates

~Zomposition & Addressing Wiew Certificates Security Devices

- Disk Space

-~ Junk Settings
- Return Receipts LI

Add Account...

Set as Defaulk |

Remove Account

Concel |

Hllustration 2: Screen shot from Thunderbird 2.0 showing
security account settings.

there is no need for additional software. While this is a big plus, there are some drawbacks from using

S/MIME over PGP.

The Down Side of PGP and S/MIME

S/MIME

S/MIME messages present an unusual problem for users that do not use a client that is designed to
handle S/MIME messages. These programs actually present the signature as an attached file which can
confuse the recipient and can cause some programs to flag the message as suspicious. Many users of
“webmail” clients experience this problem and many users fear these attachments as being viruses.

This can be counter productive to the desired outcome.
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PGP

With PGP, and its variants, having been out on the street for over ten years an amazingly low number
of people actually use this solution. This could be a result of having to set up and use an additional
piece of software or because people just don't see the necessity of securing their communications.
Also, a non-user might be confused by receiving a signed message from a user of PGP because of the
injection of the PGP signature at the end of the message (see Illustration 3 below). This additional

information does not harm non-users in any way.

<http://wuw.us—cert.gov/ legal.html>

This document can also be found at

<http://Uuw.us—cert.gov/cas/tips/3TO4-007 . html>

For instructions on subscribing to or unsubscribing from this
mailing list, wisit <http://www.us—cert.gov/cas/signup.htmls>.

WVersion: GnuPs wl.2.1 (GNU/Linux)

10EVAWTERhOS e OF 3 G+ig+r AT JCOyAgLoMWE IWE 3 jLTpOhTHubhmpavst+HEi6
cHTXJHr8JEPU Moo KRIZVEyZre iNOCtCEyOzD0Z 1E1DLmZ gV WoMIREZW TALOFPM11T
TWISaihWxWEBhemwpEvThZsdmed /ble/cZnlZlxDjlcHoNFHIUE4gEWHXE7EhAhi/ B
JuenvgeiCns9k3dNJ0yadQ1l 9V oa M enrt VOVs3 uo fiMYSDIRuULF f mygtbHs7xU=W
duRTIracZZ0bnpnSJez2 R/ FaFb laCNAcAZTNwE e vgP lakC ZUyFRPAHIvygqFO0XOay
ADVE/ EADpNmMyEyLvHngS0aPkeHRt EW1IShug? rulcX/ /4ViESgno==

= GrIwa

lllustration 3: Received e-mail with a PGP Signature

Summary

The Internet has changed greatly over the years, making security more important today, particularly for
users wishing to transmit sensitive information. PGP and S/MIME will provide users with protection

when sending messages over networks and over the Internet. Depending on which standard you wish
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to embrace your setup may vary. But the end result will always be the same: you will be more secure

and your information will be less at risk to interception.

The author, Eric H Christensen, is an information technology professional with a government agency

and can be reached at eric(@christensenplace.us.
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