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Graphical Passwords

Information security personnel are capable of describing the problemsniataa
because of a hacked password, weak passwords, or even poor password management could do to
a business. It is these things that you, as information security, are requpretect, even if the
everyday user does not know how to. How many times do you think someone from within an
organization has given a coworker a password so that they can gain accessdalargaet or
program, regardless of how harmless it may seem? It happens, and there is rottangio
about poor password maintenance from a user. Yet, there are other ways in which tcegain acc
to secure systems. These methods include the use of software that logscksyastd the “brute
force” method. Key logging software records all the keystrokes input from the kdydowhr
stores it for the hacker to look through and find what could be a password. In the chagt®f a
force attack, the software uses all possible combinations a user could upadeward, until
the hacker gains access. Therefore, this work will discuss the benefitagsmichwhich
graphical passwords can be used in the business place, to ensure that compuigasyste
secure.

What if there was a way that we could protect your clients’ information, haswour
own, without having to remember difficult passwords or having to write them down where an
unauthorized user could gain access? The answer to that question could be in the form of

graphical passwords. A few professors at Rutgers University (Birge},staded what is



known as the Graphical Password Projdotthis document, they state that “The main

drawback...is that passwords are required to comply with two conflicting reqntem

1) Passwords should be easy to remember, and...should be executable quickly
and easily by humans.

2) Passwords should be secure, i.e., they should look random and should be hard
to guess; they should be changed frequently, and should be different on
different accounts of the same user. They should not be written down or stored
in plain text.”

It is easy to see how these two points conflict with each other. While a password needs

to be secure and updated frequently, as humans, we tend to either use a differemt garthe
same password, or duplicate a password for another account. Besides, trelypasswords
become difficult to remember and need to be stored somewhere, typically in a notebook or a
post-it note where it can be seen and used. With a graphical password system, tlesuser us
visual recollection in order to gain authentication to a system, therefore the facta in
securing information is limited.

A most intriguing graphical password system can be found an article published in the

Rutgers ScholarThis particular article addressed shoulder surfing and devised a way to keep a
“Pass-Object” secret with a shoulder surfer never taking his eyes afrtiputer screen. What

the system does is it asks a user to select “Pass Objects” from aggsetatThen, to

authenticate, the program shows a variety of similar objects on the scredm asdrtis asked

to click inside the area that the selected objects make. For instance, if yothcbedeass-

Objects, when those three objects are displayed on the screen, it will forngketris#hat a

user will then do is click inside of this newly formed invisible triangle for autbation. It will



then ask for the same action again, but with the icons on the screen in different positions. Be

is an example of this method:
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Granted, this is a smaller sample than will be shown to a user. The recommended
parameters are 1000 icons and ten attempts. This will yield 2.8 aabbinations of possible
Pass-Objects. This is a greater combination than a 15 character alphanusssvar¢gaised
today.

You can increase the number of Pass-Objects, thus increasing the number of possible
combinations and, therefore, increase security. One method if increasing thiy ssebyr
increasing the number to four, instead of clicking within the formed geomgtire f you click

where the objects “cross paths.” An example of this method can be found below in the provided

illustration:



This protects against shoulder surfing, in that when someone is watching an individual
log in, they could easily mistake the computer icon in the above picture as tHelipass
when, in fact, it is very unlikely the crossing path on the next attempt will b@theuter icon
again.

A second interesting form of graphical passwords is known as PassClickss In thi
technique, the pictures used in a PassClick system are supplied by the sofisveeen in the

example below, various regions in a picture can be selected to act as entryopoints t



systems.

In this example, the PassClicks are the points that are circled. The &r8teMaght on
the light post, then the headlight on the streetcar, followed by the middle of the clockth@ave
face of the street clock, and the P on the parking sign. By looking at this picturenyseeca
that there are an extreme number of places you could set as PassClicksrantestiber where
they are. An individual could easily choose a face, something on the side of a buildingy, or eve

the dashes on the street. Mininova Lalif(//labs.mininova.org/fprovided this example for

public use. Moreover, the site even addresses the most salient concern witltkas3Gat
concern being that users will tend to choose very similar or easy to remswober As this

photo shows, users tend to choose very distinct objects:



The red spots represent user clicks. As you can see, every place | seldequtenibus
example as a PassClick is covered in red. The program design allows a usst fovsel
PassClicks prior to use. The user is given ten chances to authenticategb€licRa. This is to
throw off the “shoulder surfers,” or those watching you authenticate youCl&ss Basically,
what the software is designed for is to hide your correct PassClicks amwaganhtiom
PassClicks in order to throw off someone watching you log in to a system. Thes/tteat
studies indicate that “an average adult can only remember sequences of abms.7 thi
Moreover, as a test of this software, | intentionally failed the autheotcatocess. The
resulting page showed no hints to what my legitimate PassClicks were. ofagetieé two that |
clicked correctly were not given out on the following screen. This keeps someongsfram
trial and error to hack into an account. With all the stipulations involved in this teckinblsy

nearly impossible to use software to break the system.



One point of concern for some users is the possibility that they will not clicklyexa
where they had set their PassClicks. Mininova Labs responds to this concern vatlotiad
statement, “Because it would be impossible to click on the exact same spots) gtiokca a
15 pixel radius circle around them.” For this reason, Mininova Labs developed the saétwar
force users to select five PassClicks, in turn this limits the ability of dapsurfers from
remembering every click made.

Birget, et al, also did some very stimulating research involving PassClidieir focus

consisted of a variation of the Mininova Labs system. Here is an example obg¢ireisdreen:

The image is a little small, but the buttons across the top consist of “Cleadd,'U
“Submit,” “See My Password,” and “Quit.” These buttons are pretty self explgraatd give a
little more support than the Mininova Labs screen.

Their research had both positive and negative results. For instance, aftst phase
was over, six questions were asked regarding the use of the software. Somefofrtregion
was missing, however, when using the larger (14 x 14 pixels) click area, thi satséaction
of the software was greatly increased over the smaller (10 x 10 pixelsadi.

The security of this system is explained in more detail by BirgetsefAathentication

Using Graphical Passwords: Effects of Tolerance and Image Chbieu have an image 330




x 260 mnfwith tolerance regions of 6 x 6 mMimvith at least a quarter of the image made of
memorable places, this leads to 590 memorable tolerance regions. With fivedRast#s
yields 7.15 x 18 possible memorable passwords. This number only grows with more
PassClicks. With six PassClicks, there becomes more password combinanca$)thia-style
password with a length of eight in a 64 character alphabet. (Birget, et al.) Hvehat
information, it tends to be misleading. Throughout my research, | have yet tacorss
anyone or anything that claims to be able to hack or break any form of gigpdsswords.
These possible combinations show that it would be very difficult to break these passwords.
What some people forget is that this software does not use alphanumeric passwords.
Conventional methods of attack would not work on this security software. Therefore, until
method has been devised to crack a graphical password, the numbers of possible combinations
a great starting point for what seems to be a very robust system of informatiatyse

A third system that uses graphical passwords is PassHaites/v{ww.passfaces.com

PassFaces was developed by Real User Corporation. A very interesting aemowded on
their website. The site will give you three portraits to remember. Inasg, ¢ was given these

faces:

They were given one at a time, and after each picture was revealed rthvasisad to
remember the face. The program then gave suggestions aiding the udgrakitnember
their faces. These suggestions helped by asking if the faces reminded theangenef or to
remember any distinguishing features. After that, you are given itnesns, one at a time, with

a PassFace in the group of nine portraits.



;|

Done Done:

| have circled the correct PassFace in each instance to illustratenmole i is to use.
This technique is based on the idea that human faces are easier to recall thaintatker

(Owen, et al) According to a study that was mentioned in Graphical PasswoRigvey there

are some things that are easier to determine when trying to compromsdena gsing this
software.
To begin, people tend to choose people of the same race. Inthe demo, | was not able to
choose my own PassFaces; therefore | am not certain whether or not | would leavietfakhis
pattern. In addition to that drawback, PassFaces would need close to 15 rounds in order to be as
secure as the PassClick method with only five ClickPoints (Owen, et al). Howeye
manufacturer of the software knows its shortcomings and recommends usingPagfifra
password, using double protection over your system.

According to the Rutgers Schgléinese techniques use what is known as challenge

response. A typical challenge response session occurs when a “user sends guiesfinaa
server, which then sends back a random number r.” (Birget and Sobrado) They aisatdxpla
saying A proves to B that A knows a secret shared by both A and B, such thatéhevglecot

be revealed to anyone who might be listening.



Birget and Sobrado continue to discuss in the Rutgers Sdtmlachallenge response

was never meant to be used directly by humans, therefore it must be sligiptigdatb
encompass the graphical password scheme. Furthermore, in normal chalépogse, the user
tries to access the system. The system processes this request, and askaithanssver to a
function, the answer being the correct password. For graphical passwadsodtly the same,
but instead of the password being the correct response; it will be a gedigetac(Birget and
Sobrado)

| do believe that graphical passwords could play an important part in the future of
information security. | realize that right now, it is slightly underdevelopeduse of the
difficulties those that are not avid computer users will face in tryingato lsomething entirely
new. It also will take a lot of spearheading from security personnel to impiemy of these
techniques into the business world. From the demos and screenshots | have researched, | do not
see this being anymore difficult than typing in passwords that hold no meaning to &asker
someone creates a solid way of cracking graphical passwords, they arecuoeisan
conventional passwords, and become so complex that they are written someWwloére, w

becomes a security risk within itself.
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