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Abstract — Security incident handling is the planned response 

to events that are recognized as compromises to the 
confidentiality, integrity or availability of a system. In addition 
specific Academic Medical Center (AMC) compromises involve 
the misuse of: 1) Proprietary information, 2) Patient information 
(PHI) or 3) Personal information. Preparation before incidents 
occur is vital. Security policies, procedures and standards define 
the secure operation of systems. People with the needed skills 
must be organized and trained. Software and hardware tools 
should be assembled. Detection of intrusions may come from 
users, support staff, outside parties and automated detection 
systems. The recovery steps are: 1) Regain control, 2) Analyze 
the intrusion, 3) Contact the relevant Computer Security 
Incident Response Team (CSIRT) and other sites involved, 4) 
Recover from the intrusion, 5) Improve the security of your 
system and network, 6) Reconnect to the Internet and 7) Update 
your security policy. 
 

Index Terms — Incident handling, information security, 
incident response, cybersecurity.  

I. INTRODUCTION 

ECURITY incident handling describes the steps to follow 
in the event that an electronic information system is 

compromised. An event becomes an incident when the 
confidentiality, integrity or availability (CIA) of a system is 
compromised. Confidentiality is the assurance that only 
authorized individuals have access to the services provided by 
the system and to the data contained therein, typically 
controlled through an ID and password. Integrity is trusting 
that the information contained in the system is correct and has 
not been tampered with. Availability means that services 
provided by the system respond to authorized users as 
expected.  

The purpose of this paper is to describe security incident 
handling from the viewpoint of an Academic Medical Center 
(AMC).  To the definition of a compromised system defined 
above involving the CIA of the system the AMC adds:  

 --Misuse of proprietary information.  
 --Misuse of patient information.  
 --Misuse of the personal information of staff, faculty or 

students.  
An AMC embodies competing values; as a medical center 
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the privacy and security of patient information must be held to 
the highest standards with the weight of law behind it. 
Conversely students, faculty and staff at academic institutions 
require a relatively open network to facilitate learning, 
research and collaboration [1]. The challenge of security in 
this environment is to comply with both the letter and spirit of 
the law while minimizing the impact of security measures on 
cherished academic principles.  

The basic steps for generic institutions are already well 
documented from authoritative sources e.g. CERT® and serve 
as the starting point. Adjustments were made for the unique 
requirements of an AMC.   

When requesting resources to develop and operate a 
security incident handling program one will be asked why?  

 --One answer to the question is; because the regulatory 
environment mandates it. The Sarbanes-Oxley Act for 
accounting and the Health Insurance Portability and 
Accountability Act (HIPAA) for healthcare providers require 
the implementation of security measures [2]. HIPAA is the 
major driving force for the security measures required of  
healthcare providers specifically including security incident 
response and reporting as follows “Identify and respond to 
suspected or known security incidents; mitigate, to the extent 
practicable, harmful effects of security incidents that are 
known to the covered entity; and document security incidents 
and their outcomes” [3].  
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Figure 1 - Vulnerabilities Reported [4] 
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 --Another answer to the question why is; because the 
number of vulnerabilities reported is increasing. Over the last 
four years the reported vulnerabilities have increased by 
347%, see Figure 1 – Vulnerabilities Reported. Extrapolating 
from the Quarter 1, 2005 number of 1,220, the 2005 year-end 
vulnerability count could be as high as 4,880, an increase of 
129% over last year.  

II. PREPARATION 

A. Security Policies, Procedures and Standards 
Best practices to operate a secure system need to be 

documented and be followed. An AMC is required to comply 
with the HIPAA security and privacy regulations. The 
regulations embody best practice administrative, physical and 
technical safeguards. Security plans that cover each software 
application and physical component is required to document 
compliance with, and exceptions to, security policies, 
procedures and standards. A system that adheres to its security 
plan reduces its chance of being compromised.  

A strategy that an AMC may employ to reduce the impact 
of disclosure of patient information is de-identification. De-
identification of patient data where possible reduces the 
potential damage that could be caused by a security incident. 
De-identification involves removing all 18 documented 
patient identifying fields from a data source e.g. name, date of 
birth, social security number [5]. Non-AMCs may also 
employ a similar strategy to reduce the impact of security 
incidents. Everyone should limit the information, especially 
confidential, that is contained in any given application or 
system to only that which is required. It is fairly common to 
have additional or obsolete fields of confidential data that are 
not strictly needed.  

B. Organizational Structure 
Think teamwork. A wide range of skills is required to 

support security incident handling which includes: 
communications, legal, networking, operating systems, 
applications, management, law enforcement and others. A 
team approach is needed to apply the needed skills as needed 
to each incident. Computer Security Incident Response Team 
(CSIRT) members are drawn from the ranks of their 
individual departments on an ad-hoc basis. The needs of each 
incident are unique to an extent; however most of the skills 
listed above will come into play but not necessarily in the 
same sequence or at the same time. The composition of team 
members may fluctuate but individuals must be made aware 
ahead of time that they may be called on at a moments notice 
and what their role will be. Contact information and a 
communication vehicle are required to organize the team and 
respond to the incident.  
 Some organizations have an expanded view of the role of 
CSIRTs. Proactive and preventative services are seen as a 
logical extension to the response role [6].  

C. Training 
Team members knowledgeable in their respective fields is a 

given. In addition there are a number of specialized courses 
and certifications available for incident handling and 
forensics, the science of investigating the evidence. Carnegie 
Mellon Software Engineering Institute offers “Fundamentals 
of Incident Handling” and “Advanced Incident Handling for 
Technical Staff” 5 day courses. The SANS™ Institute through 
Global Information Assurance Certification (GIAC) offers 
“GIAC Certified Incident Handler (GCIH)” which is awarded 
upon successful completion of a series of courses. Vendors 
also offer courses e.g. Guidance™ Software, makers of 
popular computer forensics products. This is a partial list; 
there are also other training opportunities available.  

D. Tools 
The tools required are dependent upon the scope of duties 

expected of the team members. Some categories to consider 
include: secure communications, database, forensics, intrusion 
detection, logs, network, and vulnerability scanner. Software 
tools need not be expensive; some are an inherent part of their 
respective operating systems. There are freeware versions of 
nearly everything needed. Response toolkit tools are available 
for Windows and UNIX systems [7]. In my estimation the 
most important tool is logging; having it turned on and 
someone monitoring it on a regular basis.  

E. Detection 
Information security is the responsibility of everyone that 

either uses information systems or supports them, not just 
some centralized group with the word security in its name. 
Thus, the provisional determination that an event is a security 
incident can come from different sources including: observant 
end users, applications support, operating systems support, 
network support, Information Security Office, outside 3rd 
parties, and automated systems.  

Part of the determination that an event is an incident is also 
provisional assignment of the severity level. The severity level 
indicates the amount of risk to the system involved in the 
incident and equally important the risk to the institution posed 
by the compromised system [8]. Use of the term provisional is 
an acknowledgement that determining when an event is an 
incident and its severity level is imprecise at best and 
frequently changes as more information is received. The 
information known about the provisional incident is reported 
to a central desk staffed 24 by 7 which creates a trouble ticket. 
Routing and escalation of the ticket is determined by the 
information in the ticket including the severity level [1].  
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Figure 2 - Steps for Recovering Outline 

F. Steps for Recovering From a System Compromise [9] 

The remainder of this paper fills in the details introduced in 
Figure 2 – Steps for Recovering Outline. The steps address 
common mistakes of incident response: Not having a plan, 
Failing to increase monitoring and surveillance, Being 
unprepared for a court battle, Putting it back the way it was, 
and Not learning from mistakes [10].  

III. REGAIN CONTROL  

Control is regained through isolation of the compromised 
system from access through the network. Quick action can 
both limit the extent of the compromise and reduce the risk 
that the compromise is attempting to self-replicate. The AMC 
policy is a two-tiered response. The security administrator for 
systems identified as critical that are suspected of being 
compromised must respond within 10 minutes or risk having 
their system filtered off the network. Systems not known to be 
critical are filtered off the network immediately and then their 
security administrator is notified.  

Network staff on-call 24 by 7 receive the trouble ticket and 
determine the appropriate response including an obligation to 
filter even critical systems off the network if the system poses 
significant risk to the institution e.g. bandwidth is saturated, 
malformed packets are disrupting the network, there is an 
active unauthorized IRC channel open. Communications with 
the security administrator are conducted using information in 
a security management database. The trouble ticket is routed 
to the security administrator.  

The intrusion detection system (IDS) and other network 
tools are used to gauge the impact on the network from the 
compromised system as well as whether the system is actively 
attempting to spread. The IP addresses, port numbers and 
amount of traffic from the compromised system is noted and 
used to establish if there are other compromised systems on 
the network. Other compromised systems discovered are 
filtered off the network as above.  

The incident could be escalated to the Information Security 
Office at this time if there is significant risk to the institution 
either in quality or quantity at the discretion of the network 
on-call. If the Information Security Office is involved in this 
step typically it is because there are multiple similar reports of 
system compromise within a short period of time.  

IV. ANALYZE THE INTRUSION 

Initial analysis of the intrusion is the responsibility of the 
security administrator. Resources that may be consulted for 
help include: colleagues, the vendor of the operating system, 
forums, mailing lists, and the Information Security Office. The 
skill level and resources of security administrators varies 
widely. However the trend is toward consolidation of smaller 
departmental support groups into a large centralized support 
group because of complex requirements like HIPAA and 
security that benefit from economies of scale.  

An early determination needs to be made as to the type of 
analysis to perform; live or forensic. Live analysis is the most 
common and is performed when the conditions are not met 
that requires a forensic analysis as described below. Live 
analysis is performed directly on the system involved. The 
security administrator of the system logs on and uses simple 
tools and techniques to discover what was done on or to the 
system. The primary tool used to determine what happened is 
the system log. It’s recommended that system logs be stored 
on a remote server to eliminate the possibility of modification 
or deletion by the intruder to cover their tracks. Anti-virus and 
anti-spyware scans are performed once the signature is 
verified to be up to date. A Password crack scan is run to look 
for weak or blank passwords. User ids are scrutinized to 
determine if any were added. Unauthorized files and 
directories are searched for to ensure that nothing was added 
or changed. Disk shares with write access are also examined 
for unauthorized files and directories. File search for date 
modified within the relevant time period is a quick and dirty 
means of looking for changed files. A system integrity tool 
e.g. Tripwire™ allows for easy determination of what was 
changed. The Windows Task Manager or its equivalent in 
other operating systems is used to verify the programs that are 
running. Started services are verified to ensure that nothing 
has been changed. The network configuration including the 
hosts file is checked to see that it has not been altered. The 
threats and the means to identify if they compromised the 
system are summarized in Table 1 –Threats.  

Table 1 - Threats 

Threat Identification means
Unauthorized activity Examine logs

Malware
Run anti-virus scan
Run anti-spyware scan

Disabled anti-virus Verify anti-virus configuration
Weak passwords Run password crack scan
Unauthorized user ids Examine authorized users
Unauthorized files/directories File search on date modified
Unauthorized programs running List programs
Unauthorized services started List services  
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The key difference between live analysis and forensic 
analysis is that forensic analysis preserves the compromised 
system for evidence. Forensic analysis is conducted on a copy 
of the compromised system with more in depth analysis and 
documentation prepared that is intended to stand up in court. 
A consequence of forensic analysis is that it typically takes 
days to conduct versus hours for a live analysis.  

Forensic analysis is required if any of the following is 
suspected:  

 --Misuse of proprietary information.  
 --Misuse of patient information.  
 --Misuse of the personal information of staff, faculty or 

students.  
If a forensic analysis is required the Information Security 

Office will make a copy of the disk and subject it to analysis 
using tools documented in forensic publications [11] or with a 
specialized forensic tool e.g. EnCase®. A copy of the disk is 
used to ensure that the investigation does not alter or destroy 
any of the evidence. The original disk is pulled and placed 
into custody with the institutions police force. Chain of 
custody is established for the disk which is simply unbroken 
documentation of who had access to the evidence with 
timestamps. The purpose of chain of custody is to prove in a 
court of law who had access to the evidence after it was 
secured and that it was not tampered with. The results from 
the forensic investigation are documented in a report and 
presented to the Information Security Officer.  

The Information Security Office has the responsibility to 
activate the CSIRT in whole or part if needed. If the CSIRT is 
activated the Information Security Office provides the 
technical lead, serves as the security subject matter expert and 
conducts forensic examinations as needed. 

V. CONTACT THE RELEVANT CSIRT AND OTHER SITES 
INVOLVED 

The AMC defined this step to include both external and 
internal communication. A large AMC environment has a high 
degree of independence between geographically separated 
units. Therefore, good communication is vital to be able to 
coordinate efforts across the institution. The academic 
environment also fosters collaboration over command and 
control. An AMC requires a higher level of buy-in from 
participants to get things done than a business of similar size.  

Internal notifications are coordinated through the 
Information Security Office. CSIRT members are notified as 
needed depending on the incident involvement as summarized 
in Table 2 – Internal Notifications. Central IT management, 
Internal Audit, Manager of the affected department, Security 
director of the affected facility and the Security administrator 
of the affected system are always notified. Security 
administrators of other systems are notified dependent upon 
whether any action on their part is required to safeguard their 
systems.  

Table 2 - Internal Notifications 

Involves Notify
External Communications Communications Office
External Communications Legal Counsel
Criminal Violation Institution Police Force
Faculty or Students Compliance Office
Internal Staff Human Resources (HR)
Patient Information Risk Management

Central IT Management
Internal Audit
Manager of the 
Affected Department
Security Director 
of the Affected Facility
Security Administrator 
of the Affected System

*Action Required Security Administrators 
of Other Systems

 
The Information Security Office is tasked with contacting 

external sites that may be involved with the security incident 
e.g. Internet service providers. The Information Security 
Office also receives notification from other sites if there was 
involvement from here.  

CERT® requests that organizations report security 
incidents to the CERT® Coordination Center using their 
Incident Reporting Form [12]. They promise that the 
information provided to them will be kept confidential. 
However the policy of many AMCs, and other organizations, 
is not to externally report information about security incidents. 
If policy permitted, the Information Security Office would be 
the appropriate unit to report the incident to CERT®.  

VI. RECOVER FROM THE INTRUSION 

Recovery from the intrusion is the responsibility of the 
system administrator who is usually also the security 
administrator. The recommended procedure is to wipe the 
system, reinstall the operating system from CDs and restore it 
to a known good backup state that was captured prior to the 
intrusion. This procedure increases the likelihood that all 
traces of the intrusion are eliminated.  

Instead of wiping the system and reinstalling from scratch, 
the system administrator may decide to follow an alternative 
procedure that is not as onerous. Following an alternative 
procedure requires positive identification of the known 
intrusion and the existence of the procedure from a trusted 
source e.g. operating system vendor, anti-virus vendor, 
internal research. Alternative procedures decrease the 
likelihood that all traces of the intrusion are eliminated.  

All passwords of accounts on the system with 
administrative privilege must be reset immediately by the 
support staff, regardless of the recovery procedure used. 
Password compromise of privileged accounts is too high a risk 
to take a chance with. Passwords of other accounts may need 
to be changed depending on the likelihood that they may have 
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been compromised. If other accounts are not reset, a password 
crack scan is required and any cracked passwords must be 
reset.  

VII. IMPROVE THE SECURITY OF YOUR SYSTEM AND NETWORK 

The security of the system must be improved before the 
system can be permitted to reconnect to the network. The 
system security plan is reviewed to ensure that the plan is 
compliant with security policies, procedures and standards. 
The system is examined to ensure that the system is following 
the plan. Unnecessary services are identified and disabled. 
Security patches that are needed are applied. Anti-virus, anti-
spyware and vulnerability scans are run and any deficiencies 
are corrected.  

Specific short term counters to the compromise are 
implemented if needed e.g. specific IP addresses or ports may 
be blocked.  

VIII. RECONNECT TO THE INTERNET 

The Information Security Office approves reconnection of 
the system to the network once all the requirements are met.    

IX. UPDATE YOUR SECURITY POLICY 

Postmortems of major incidents are conducted individually. 
Postmortems of other incidents are conducted monthly.  
Postmortems are used to determine if there should be any 
changes to policies, procedures and standards as a result of 
recent security incidents. Proposed changes that result are 
prepared by the Information Security Office and presented to 
a security leadership council that meets bimonthly. The 
council consists of the security directors and the Information 
Security Office. If approved by the council, the proposed 
changes are presented to the Chief Information Officer for 
final approval. Figure 3 – Security Leadership illustrates the 
security leadership matrix overlay on the functional 
organization. There is one Information Security Officer for the 
institution, one Security Director per facility, one or more 
Security Managers per department and one or more Security 
Administrators per Security Manager.  

The security leadership receives regular security metrics 
reports that is used to identify trends that may not show up 
individually. Trends are used to identify weaknesses that may 
need to be addressed.  

 Figure 3 - Security Leadership 
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