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Abstract
This paper will address a technique that could be used by small to medium sized companies to
address the needs of an Intrusion Detection process. The paper assumes the budget and staff for
such security mitigation is little to non-existent. I will address and recommend certain tools to
assist in the implementation of the Intrusion Detection System, as well as demonstrate a
comprehensive procedure or process for the Network Administrator. I will address the
following:
Why use open source or free tools?
What tools will I use?
Where will I place the tools? Why?
What purpose are they serving?
What will I use to escalate the process?
What resources are available to assist in the Intrusion Detection pre-planning process?

I have attempted to uncover and explore a free and easy solution for the cost conscience
small to medium size network to incorporate Intrusion Detection. The paper will focus on the
aspects of free tools in relation to Intrusion Detection. I will define the tools I am using, where I
will place the tools within the network, why I decided to place the tool in this particular location,
and what defense mitigation the tool should assist.
I have chosen three products to use in developing this particular solution for Intrusion
Detection. Eagle X as the primary detection mechanism, Ethereal for capturing and reporting
detail, and GFI Languard for system integrity or Host Based Intrusion Detection. I will also
implement a relationship with two different reporting agencies to assist in the understanding and
detection process. These reporting agencies, MyNetwatchman.com and Dshield.org, will provide
another level or layer of detection as well as a reporting and escalation process.
Before I delve into the process, let me discuss briefly reasons for using an open-source or
free approach. According to George Laywton, "a growing number of users are taking a closer
look at open source software in order to gage whether its potential advantages outweigh its
possible disadvantages ..... Some companies are even beginning to use open source security to
protect mission-critical applications."(Lawson, 2002). Much of this interest is attributable to the
number of new laws litigating that companies are liable for their security breaches. Companies
are forced to comply with the law without receiving any additional budget to implement a
solution. CJ Kelly writes in Computerworld article "Protecting Consumer Data on the Cheap"
stating "No single hardware device or software application will be adequate. My best option is to
use open-source tools and existing hardware to configure and install an intrusion-detection
system."(Kelly, 2005). As time moves forward, I believe we will continue to see a rise in the
number of companies seeking an open-source approach. "John Pescatore, Internet-security
research director at market-research firm Gartner Inc., said open source security tools now

represent 3 to 5 percent of security-software usage but could comprise 10 to 15 percent by
2007."(Lawson, 2002). So now you can see why there is a movement of the IT community that
is adhering to an open-source approach to securing their networks.
Let us move on to describing and documenting how our network will look for the purpose
of describing this solution. See Diagram 1. The network will consist of a perimeter router
connected to a firewall with three interfaces. Interface one connected to the perimeter router,
interface two connected to the DMZ and interface three connecting our trusted LAN. The DMZ
will consist of an e-mail server and web server. The LAN will consist of a Domain server, File
server, and several host.
Now that we have established a picture of the network, let us consider Eagle X.
Basically I will define the tool, tell where I placed the tool and why, and tell what the tool is
doing in our scenario. Eagle X is a Network Intrusion Detection System that is used to alert the
administrator of suspicious traffic on the network. Below is an excerpt from Engage Security,
the distributors of Eagle X that list the components involved in this IDS:
Description: Eagle X is an IDS environment using free software. Snort IDS
(www.snort.org) and IDScenter are the core of this distribution. Apache server
(www.apache.org), PHP (www.php.net), MySQL (www.mysql.com) and ACID
(www.cert.org/kb/acid) are used to see latest alerts in a nice front-end, using http
authentication.(Kistler, 2005)
As stated, the core of this distribution consist of Snort and IDScenter. Snort is a
lightweight protocol analyzer that performs the actual work of intrusion detection. Snort uses a
signature based method of intrusion detection. Snort can be used alone, provided you know the
intricacy of command line interface. The IDScenter and other tools provided in this distribution
make the installation, configuration, and reporting features much more user friendly. The
IDScenter is the GUI provided to easily configure Snort. The IDScenter (See Screenshoot One)
allows an administrator to perform such task like:

•

Set a logging directory and standard log file

•

Set the default program to view alerts

•

Set the directory for the snort.conf and allow editing of the .conf file

•

Evaluate errors in your configuration

•

Configure rules

•

Configure sort to automatically update through Oinkmaster

•

Logging configuration

•

Alert notification configuration

The GUI greatly enhances the usability for the average administrator or novice Snort user.
IDScenter is considered a front-end for Snort. I say this to let you know there are other GUI's
available for configuring Snort.
Apache, PHP, mySQL, and ACID are other useful utilities that come pre-packaged with
the Eagle X distribution. Snort performs the detection work, however, we must provide some
sort of interface to view the alerts in a user friendly fashion. ACID provides this user friendly
location. Analysis Console for Intrusion Databases (ACID) is a console developed with PHP
language. It provides for the real-time reporting of Snort. PHP or PHP Hypertext Preprocessor
is the language used to develop the ACID console. The PHP language allows for the interaction
with a large number of relational database management systems. This leads us to the purpose of
MySQL. MySQL is a relational database management system that Snort uses to logs alerts.
Apache is simply the webserver that host the ACID console. After trying to configure the above
open-source solution without the assistance of Eagle X, one can really begin to appreciate the all
encompassing distribution of Eagle X.
Now that we have discussed a brief definition of Eagle X, let us turn our attention to
exactly where we will install the distribution and why. The purpose of this tool is to monitor
network traffic. The administrative burden of Eagle X or Snort, are the generation of so many
false positives. Some administrators would suggest locating a sensor outside of the firewall in

between the firewall and perimeter router. Due to the massive amount of false positives, I
recommend letting the perimeter router and firewall filter what traffic they are designed to filter.
Snort was compared with other open-source security tools at the 2003 IEEE symposium by
Kayick and Zincir-Heywood and "Snort is found to have the best performance in terms of
detection rate, however it creates more false positives than desired ... Snort has 99% false alarms
...... generate very large log files, which in return makes it difficult to analyze for network
managers."(p. 101-104) Even though Snort is easily considered one of the most successful opensource tools, you have to be aware of the false positives and consider what traffic is appropriate
to monitor. I recommend placing one distribution of Eagle X in between the firewall and DMZ
to monitor all attempts at your web server and e-mail servers. Regardless of the false alarms, you
are performing due diligence at gathering and logging traffic and intrusion attempts coming in
and out of your DMZ. The second and most logical location will be in between the firewall and
trusted network or LAN. Traffic flowing at both of these locations will keep your hands full with
false alarms as well as tweaking the rule set of Snort. Be aware that this approach is only
suitable for small to medium sized networks do to inability of Snort to keep up with the flow of
traffic. This inability is demonstrated at the IEEE international conference by Song and Sproull
in a product they produced to be a Snort offloader "Software-based Network Intrusion Detection
Systems (NIDS) often fail to keep up with high-speed network links."(p. 493-498) However,
open-source code is continually being written to make these solutions available to larger
companies often at a premium.
Ethereal is used by network professionals around the world for troubleshooting, analysis,
software and protocol development, and education.(Caswell, Ramirez, & Rathaus, 2005)
•

Data can be captured "off the wire" from a live network connection, or read from a capture file.

•

Ethereal can read capture files from tcpdump (libpcap), NAI's Sniffer™ (compressed and
uncompressed), Sniffer™ Pro, NetXray™, Sun snoop and atmsnoop, Shomiti/Finisar Surveyor, AIX's

iptrace, Microsoft's Network Monitor, Novell's LANalyzer, RADCOM's WAN/LAN Analyzer, HP-UX
nettl, i4btrace from the ISDN4BSD project, Cisco Secure IDS iplog, the pppd log (pppdump-format),
the AG Group's/WildPacket's EtherPeek/TokenPeek/AiroPeek, or Visual Networks' Visual UpTime. It
can also read traces made from Lucent/Ascend WAN routers and Toshiba ISDN routers, as well as the
text output from VMS's TCPIPtrace utility and the DBS Etherwatch utility for VMS. Any of these files
can be compressed with gzip and Ethereal will decompress them on the fly.
•

Live data can be read from Ethernet, FDDI, PPP, Token-Ring, IEEE 802.11, Classical IP over ATM,
and loopback interfaces (at least on some platforms; not all of those types are supported on all
platforms).

•

Captured network data can be browsed via a GUI, or via the TTY-mode "tethereal" program.

•

Capture files can be programmatically edited or converted via command-line switches to the "editcap"
program.

•

724 protocols can currently be dissected:

•

Output can be saved or printed as plain text or PostScript®.

•

Data display can be refined using a display filter.

•

Display filters can also be used to selectively highlight and color packet summary information.

•

All or part of each captured network trace can be saved to disk.

Ethereal is more of a tool used to assist Eagle X rather than a device to be used for Intrusion
detection. As is stated above the tool is basically used to capture traffic on the network. Snort's
shortcomings in our particular scenario is the inability to capture and analyze every single packet.
Ethereal will capture all traffic and provide more information. Once you have detected an
intrusion or have found some suspicious traffic, you can use Ethereal to further the investigation.
The data gathered from Ethereal can be used to establish a method to stop the attack or used as
detailed evidence for forensic purposes to whom you escalate the intrusion. The tool itself can be
located on a laptop so you can move around the network as needed to evaluate traffic at different
locations or segments as directed by the alerts generated by Eagle X. Ethereal is providing a
detailed capture in our scenario for escalation procedures.
GFI LANguard System Integrity Monitor (S.I.M.) is a utility that provides intrusion
detection by checking whether files have been changed, added or deleted on a Windows 2000/XP
system.(GFILanguard, 2005) This is the last tool I recommend to be loaded on particular
machines. Some may ask why use a system integrity monitor and simply rely on the NIDS.

Point being, it is difficult to breach a computer or resource without affecting system files located
on that machine. LANguard runs to create a snapshot or baseline of the computers current state.
We make sure the current state is attack free before loading the software. Once we have
established this picture of a perfect machine, we occasionally or systematically run other pictures
or snapshots of the machine and compare the outcome of the two pictures to validate the integrity
of the system. The systems are compared against the MD5 cheksum that LANguard generates or
computes. If at any of the scheduled scans the system finds a difference in the MD5 checksums
the administrator will receive an e-mail alerting of the change detected. MD 5 is used to create a
file fingerprint in which we can later compare to detect changes in a file. The tool uses the
windows security event log to create a tamper-proof log of changes to the system files for the
administrators review at a later time. By default, system files are scanned every two hours where
as other files can be scanned daily weekly or monthly. See Screenshot two.
The location of this tool can be established on every single machine in the network. The
administrative burden comes into play in trying to evaluate the logs of all the computers on our
network. LANguard provides a solution, for a fee, that allows alerts to be logged to a central
location. For our free process we will choose to load the tool on all servers without question. As
far as the host are concerned, I would recommend going the extra mile and loading them as well.
Even if you choose not to configure every single host to alert you to changes within the system
file, you will have the network ready in case you ever move to the centrally administered
database.
The last resources I will use in the Intrusion Detection process consist of two different
web services. Mynetwatchman.com and Dshield.org are two websites that can be used to help
the local administrator establish a more secure environment as well as help in the proper
escalation of Intrusion Detections.

"Mynetwatchman.com is a service that automatically aggregates the firewall logs from a
very large number of computers, analyzes these logs for evidence of hacker or worm attacks, and
notifies the ISPs where attacks are coming from. As such, it provides a vital level of internetwork
security."(The myNetWatchman Vision, 2005) The website provides an agent that can be loaded
on your network that facilitates automatic reporting. My first question was how is the website
providing this service free of charge? The website is funded through ISP vendors. ISP vendors
have a great deal at stake and invested interest in maintaining a safe networking environment.
By leveraging agents on systems all over the world Mynetwatchman is able to avoid false
positives, minimize the effort to report events , and provide an attack report to the responsible
party. Basically the agent feeds a Mynetwatchman server the firewall logs in which the server
compiles and filters all false alarms. The server back traces the traffic to its source and
automatically sends e-mails to the responsible party. The responsible party tends to receive an email alert within 1-3 minutes. This service can not be relied upon alone, however it provides
another layer of security at a minimal cost of time and resources
Dshield is a similar service with minor differences. Dshield will take manual
submissions of firewall logs to analyze. The service can also be automated by downloading the
appropriate software. A network must register for the service and join a program called
fightback As stated by fightback "We will analyze submitted log reports and pick a number of
strong cases to forward them to the ISP from which the attack originated. A copy of the abuse
report will be forwarded to the user." (Fightback, 2005) Both Mynetwatchman and Dshield are
considered a distributed Intrusion Detection System, free of charge, and provide that extra level
of security needed in small to medium sized organizations.
Now that we have clearly identified an intrusion has taken place what resources are
available to let me know what to do now? Much of what to do, should have already been

established prior to the intrusion. As you investigate the following resources it becomes clear
that majority of the work in intrusion detection takes place long before the intrusion ever
happened. Carnegie Mellon Software Engineering Institute is a deep well for information
concerning Intrusion detection. A great place to start is located at:
http://www.cert.org/security-improvement/modules/m06.html
which talks about "Responding to Intrusions." (Responding to Intrusions, 2001) This is a
wonderful resource to begin your Intrusion Detection pre-planning and wrapping your arms
around a process to implement the above tools. I would like to direct your attention to their
summary of recommended practices given in table one below. Each step in the chart is a
hyperlink to a plethora of information concerning Intrusion Detection. So as you can see one
does not have to re-invent the wheel to establish an Intrusion Detection process. Simply stand on
the shoulders of others and customize the process to your organization. All of the information
provided so far defines tools to assist in the overall process. The chart below goes into the total
process from beginning to end.
I will briefly elaborate on each topic. Preparation consist of establishing policies and
procedures and preparing to respond to an Intrusion. The policies are simply documenting the
above tools in written format. This forces you to evaluate the overall implementation and
consequences of implementing the tools discussed above. Once you have documented and
written down the policies of exactly what you plan on mitigating you can then implement the
technology or tools mentioned above to carry forth your written policy.
The SANS Institute provides another excellent resource to understanding the Intrusion
Detection process. A paper written by Chris Morris gives an excellent overview in discussing
the total approach. Morris gives examples in his paper on "What Do You Do After You Deploy
the IDS?" such as: IDS Monitoring, Incident Handling, SIRT (Security Incident Response Team),

Documentation, and Response Actions. Many of these topics are papers and areas of study
within themselves, however they can provide a brief overview of things to consider before the
Intrusion takes place. Also check out SANS FAQ for other great information
http://www.sans.org/resources/idfaq/
Steps three through nine in table one should be carried forth by the SIRT team. The
SANS resource gives brief description of this process. The SIRT team is a cross-organizational
team that goes into action carrying forth the incident response procedures in the event of an
Intrusion. The SIRT team handles such procedures as quarantining the incident to localize the
intrusion, deciding when to shutdown connectivity of the entire organization, handling public
relations, deciding when to escalate the incident to include the authorities. The SIRT team goes
into action following your pre-documented procedures when an intrusion takes place.
One last resource that may prove helpful, is knowing where to file an incident in the event
criminal prosecution is necessary. The United States Secret Service are the proper authorities for
reporting "access device fraud, financial institution fraud, identity theft, computer fraud; and
computer-based attacks on our nation’s financial, banking, and telecommunications
infrastructure." The following link http://www.treas.gov/usss/net_intrusion_forms.shtml
contains the proper form to complete to report such incidents. SSF 4017 Network Incident
Report can be sent via e-mail or fax depending upon the severity of the crime.
In conclusion by using Eagle X , Ethereal, and GFI LANGuard we have chosen free tools
to Implement Intrusion Detection on a small to medium sized network. By utilizing
MyNetwatchman and DShield we begin to provide a method to assist in the false positive
evaluation burden. By evaluating the resources at Carnegie Mellon and SANS to create policy
and define a SIRT team we can begin to establish a complete and comprehensive process to
mitigate Intrusions.

Diagram One

Internet

Perimeter Router

DMZ
Firewall

E-mail
server

Trusted LAN

Web
Server

Switch

Host

Host

Domain
Server

Host

Host

File
Server

Host

Host

Screenshot One

Screenshot Two

Table One
Category Recommended Practice
Prepare

1. Establish policies and procedures for responding to intrusions.
2. Prepare to respond to intrusions.

Handle

3. Analyze all available information to characterize an intrusion.
4. Communicate with all parties that need to be made aware of an intrusion
and its progress.
5. Collect and protect information associated with an intrusion.
6. Apply short-term solutions to contain an intrusion.
7. Eliminate all means of intruder access.
8. Return systems to normal operation.

Follow up 9. Identify and implement security lessons learned.
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