
Wireless Security 

Redding 1

Wireless Security while Roving 

Patricia Redding 

East Carolina University



Wireless Security 

Redding 2

Abstract 

Security risks and problems are many in the wireless network.  Surveys indicate wireless 

connecting and portable computers are growing at a phenomenal rate.  A wireless local area 

network or WLAN, makes it possible for a PC, Desktop or PDA to access a network without a physical 

connection.  Multiple access points link the WLAN to the wired network and allow users to efficiently 

share network resources. Ad hoc and Infrastructure are two modes of wireless that are explored. 

Wi-Fi Protected Access, Pre-Shared Key, VPN, Remote Authentication Dial-In User 

Service, Kerberos, EAP,  Quality of Service and firewalls are explored as ways to protect 

computers from attacks such as Evil Twin, Phishing, Eavesdroppers, and Denial of Service.
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John Doe checks in at the airport terminal thirty minutes early.  He decides to check on a few 

things so he opens his laptop thinking how great wireless is.  First, he checks home to see if the 

new nanny has gotten the baby her breakfast.  He checks the baby�s room first and seeing 

nothing moves on to the kitchen where he sees the nanny just finishing feeding the baby.  Feeling 

good, he decides to check on his son at school.  He logs onto the school website and enters his 

password.  His computer screen shows his son and classmates classroom working hard on an 

assignment.  Next he wonders if his wife has made it to her appointment.  As a pharmaceutical 

representative, she is often required to travel throughout the state .  John enters the web address 

then password to access the GPS interface site.  The report and map shows her pulling into the 

parking lot of her first appointment of the morning.  Encouraged that the morning is going so 

smoothly, John next checks his e-mail.  Immediately an urgent message catches his attention.  

His secretary informs him a caller complained after seeing one of the company�s distinctive red 

and white trucks speeding down a residential street.  With a few taps on the keyboard, John 

focuses on the driver of one particular truck which, the screen shows, had been on that very road 

at 8:22 a.m., doing 45 miles per hour in a zone restricted to 30.  John e-mails his secretary and 

tells her to set up a meeting with the driver before his run the next morning.  As he clicks send, 

he hears the loudspeaker announce his flight.  Feeling proud of himself for accomplishing so 

much in thirty minutes, John shuts down his computer and heads for the plane.  Just a few feet 

away, another man, also feeling quite pleased with his morning, shuts down his computer.  The 

unknown man is continually amazed that people with so much personal and business information 

on their computers have no concept of securing that information from probing eyes. 
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Figure 1 etforecasts 2004 of Internet Users

The above story is a fictional account of an all too common scenario. The unknown man 

had access to the unsecured computer in several ways.  Internet use is exploding and the number 

of security threats is also increasing.  Over the last year, VeriSign�s iDefense Security 

Intelligence Services team has seen the daily average number of new alerts increase from twenty-

one to fifty-nine.  VeriSign also noted the number of e-commerce transactions growing twenty-

nine percent.1  CNN conducted a survey on June 19, 2005 of the top twenty-five technological 

breakthroughs.  Number one was the wireless world and number five was computers.2  In less 

than five short years the number of U.S. households with a Wi-Fi network has gone from zero to 

4.3 million. Wi-Fi hot spots are everywhere from coffee shops to fast food restaurants, airports 

and even truck stops.3 An Intel survey, for 2005, named the winner of the most unwired cities to 

be Seattle, Washington.  This Money magazine article was based on the number of access points 

in and around  public places like the airport.  San Francisco was in second place, it won first 

place last year, and in eighth place was Raleigh-Durham, North Carolina.4   

The United States has embraced this technological shift as evidenced by its status as 

number one on two different surveys conducted by 

etforecasts. The first survey 

shows the top fifteen 

countries using the Internet.  

The United States has 

almost double the Internet 

users of second place China.  
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The second survey shows the top fifteen countries using portable computers. The United 

States has more than triple the PC users of second place Japan. 
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Figure 2 etforecasts 2004 of PCs In-Use

 

 Laptop or notebook computers exceeded desktop sales for the first time in May of 2005, 

according to a report by Current Analysis.  A large part of the sell is that ninety-five percent of 

notebook computers include wireless. In 2004, only eighty percent of computers included 

wireless functionality.  Wireless is so easy now that a network setup wizard will guide one 

through setting up their wireless connection on an enabled computer like Windows XP.  

eweek.com reported that seventy new mobile devices planned to debut in 2004 and this year one 

hundred fifty six designs were slated for delivery.5  In this wireless Information Age where one 

now expects immediate access to data, music, pictures and gaming, it is sometimes hard to think 

in terms of security.   
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There are many advantages to wireless.  Number one is of course, mobility.  Wireless 

provides users real-time information almost anywhere in the world.  This mobility supports 

production, efficiency and opportunities not available with a wired network.  The second 

advantage is the effortlessness of setting up and installing a wireless local area network.  There is 

no need for connection cables and punching holes in walls or ceilings.  Advantage number three 

is that a simple memory card, as large as 1 GB, can easily be slotted into not only a computer but 

also into a smart phone.  

Personal computers and wireless are an unbeatable combination, for work and for play, 

especially with hotspots popping up all over the map. Wi-Fi®, or Wireless Fidelity, allows a 

connection to the internet from virtually anywhere at speeds of up to 54Mbps. Wi-Fi-enabled 

computers use radio technologies based on the IEEE 802.11 standard to send and receive data 

anywhere within the range of a base station.   Unfortunately it this ease that is the Achilles Heel 

of wireless security.  These radio signals traveling through the �cloud� are easily intercepted by 

eavesdropping individuals.  A wireless local area network or WLAN, makes it possible for a PC, Desktop 

or PDA to access a network without a physical connection.  Two types of operational modes are 

provided when setting up the wireless computer, Infrastructure and Ad Hoc.   

In the infrastructure mode, WLANs, devices communicate by first going through an access point.  

Multiple access points link the WLAN to the wired network and allow users to 

efficiently share network resources. Multiple 

access points can provide wireless coverage 

for an entire building or campus. Because of 

the additional components required and the 

cost, infrastructure is usually used by 

businesses. 

Figure 3. 
Infrastructure WLAN 
Architecture 
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In the Ad Hoc mode, WLAN�s talk directly to each other and do not need an access point 

at all.  An Ad-Hoc network requires only that wireless adapters or cards be set to AdHoc mode to 

communicate.  Ad-hoc mode is also referred to as peer-to-peer mode and is used for both home 

networks and company networks. Ad hoc networks are a new wireless networking paradigm for 

mobile hosts. Unlike traditional mobile wireless networks, ad hoc networks do not rely on any fixed 

infrastructure. Instead, hosts rely on each other to keep the network connected. 

Many security features are now present on most wireless configurations.  WPA or Wi-Fi 

Protected Access was developed to patch the previous security system WEP or Wired Equivalent 

Privacy.  WEP used the same static encryption key over and over again.  WPA implements The 

Institute of Electrical and Electronics Engineers, IEEE, 802.11i standard specifying wireless 

networking standards improving wireless local area network security.  WPA provides protection 

by using encryption as well as access controls.  Wi-Fi Protected Access can be used as either a 

home version, personal, or as an enterprise version, network.  Enterprise mode verifies network 

users through a server and Master Keys are used.  Master Keys are sophisticated authentication 

mechanisms used to automatically distribute special encryption keys.  

WPA, Wi-Fi Protected Access, allows both the home user and the network administrator 

to manually enter keys or passwords known as PSK, Pre-Shared Key, which is designed to be 

entered by the user.  WPA then takes over by keeping out eavesdroppers and by starting TKIP, 

Temporal Key Integrity Protocol.  TKIP addresses most of static WEP�s faults by enhancing the 

encryption process and including a message integrity check. The most basic and simplest way to 

start protecting your wireless connection at home is start with the defaults.  By changing three 

key defaults the SSID, Service Set Identifier, the MAC address filtering, and all default 

passwords one is on their way to success. 
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Default one is the SSID.  This stands for Service Set Identifier and it is usually set with 

the name of the network, for example, linksys.  Change this to something unique.  Default two is 

the MAC address. Wi-Fi equipment possesses a unique identifier called the "physical address" or 

"MAC address." Access points and routers keep track of the MAC addresses of all devices that 

connect to them. One option is to key in the MAC addresses of the home or business equipment, 

that restricts the network to only allow connections from those devices.6  The third default, the 

password, is the easiest to change but also the most overlooked.  Assign something complex and 

long, at least nine letters that has upper and lower case letters interspersed with numbers.   

Four types of protection are necessary for all mobile business users, protection of the 

device itself, protection of the data on the device, and protection of the corporate network.  First 

is protecting the device itself.  If one has sensitive data on a computer then it is imperative to 

limit access to the computer itself with an encrypted password that must be authenticated. Then 

once someone is logged on and has gotten past the firewall, have them do it all over again to 

connect to the network.    

Second, while inconvenient, changing the defaults on the Wi-Fi settings as listed above 

will keep one alert.  By leaving the factory defaults set, a hacker will expect that many other 

settings are still set at default or not set at all.   

And third, protecting wireless data on the corporate network is a constant challenge for 

the network administrator.  Several techniques are available such as encryption using special 

technologies to scramble transmissions on one end and then unscramble them on the other end 

and special keys or codes enabling computers to talk to one another by transmitting a key or code 

to the receiving computer.  WPA or WPAPSK offers the most protection for data.   

Fourth is to turn on the router firewall in addition to the firewall on the PC. 
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Securing wireless for business and home can include IPsec, a set of protocols operating at 

the OSI layer 3 developed to support the secure exchange of packets at the IPsec Layer.  IPsec is 

used to implement VPNs, Virtual Private Networks.  IPsec supports two encryption modes, 

transport and tunnel.  The tunnel mode is the most secure encrypting both the header and the 

payload.  For IPsec to accomplish transporting,  the sending and receiving devices must share a 

public key which allows the receiver to obtain a public key and authenticate the sender using 

digital certificates.7   

VPN is a software program that protects network users accessing public wires to connect 

nodes.  VPN works through the server at headquarters by  encrypting data transferred to the 

nodes.  If an employee is on the road and wants to connect to headquarters, then he finds a 

hotspot, connects to the Internet and VPN creates a secure �tunnel� from user�s computer, 

through the end-user�s access point or gateway, through the Internet, to company headquarters 

and the server.  VPN can also be used in schools separating the students from the administration.    

Security with VPN can be enhanced with the use of firewalls and the use of routers.  The VPN 

software on the laptop uses the same encryption scheme as headquarters enabling data to be 

safely transferred back and forth with virtually no chance of interception.  The key to VPN 

security is that access is given only to those who have been given authorization.  VPN can be 

tailored to fit the company with its many components including both hardware and software 

which can range from very expensive to inexpensive to a free download on the Microsoft site. 

Also supported by VPN servers and wireless access points is RADIUS, Remote 

Authentication Dial-In User Service.  RADIUS enables centralized authentication, authorization 

and accounting using a user name and password scheme.  The server then verifies that the person 

has an account and the correct password before sending back a RADIUS message response 
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Figure 4 
http://support.intel.com/support/wireless/wlan/sb/cs-008413.htm 

 

allowing them on the network.  

RADIUS does not encrypt data but 

it has different levels of access 

segregating the network.  One level 

might provide access only to email, 

another level may have access to 

the Internet and yet another level 

may have both email and Internet 

access along with access to a 

secure file server.  As with VPN, 

RADIUS, hardware and 

software is available in a variety of types and levels or downloaded free from Microsoft.8 

EAP, Extensible Authentication Protocol, is defined by webopedia.com as a general 

protocol for authentication that also supports multiple authentication methods, such as token 

cards, Kerberos, one-time passwords, certificates, public key authentication and smart cards. 

IEEE 802.1x specifies how EAP should be encapsulated in LAN frames. For example, a user 

requests a connection to a WLAN through an access point, which then requests the identity of 

the user and transmits that identity to an authentication server such as RADIUS. The server asks 

the access point for proof of identity, which the access point gets from the user and then sends 

back to the server to complete the authentication. 9 

 Completely different from VPN and RADIUS, is Kerberos, a network 

authentication system, which was created by MIT.  Kerberos is based on key distribution 

allowing entities to prove their identity to each other then encrypting all of their communications 
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ensuring privacy and data integrity.  Users are given digital tickets that identifies them to the 

network and they are given secret cryptographic keys for secure communications.  A ticket is a 

sequence of a few hundred bytes that is embedded in other network protocols. By using a 

cryptographic system such as DES, data stream integrity and secrecy are guaranteed.  Kerberos is 

available free from MIT.   

Firewalls can block unauthorized users from accessing company or home files and 

systems.  Firewalls are usually built in and can be activated by changing the defaults.  There are 

many types and levels of firewalls available to both the user and the network administrator 

depending on the amount of security needed. 

Allocated by the manufacturer of the hardware device that connects to a LAN is the 

MAC, Media Access Control, number.  This is a standardized data link layer address on network 

interface card, NIC, that is required for every port or device that connects to a LAN.  Other 

devices in the network use these addresses to locate specific ports and to create and update 

routing tables.10  The network administrator can program the MAC table to accept only certain 

MAC addresses and filter others out.  The problem with this is �spoofing� where a hacker 

intercepts valid MAC addresses and then programs his computer to broadcast using a hijacked 

address thereby gaining access to the unauthorized system. 

New algorithms that calculate an 8-byte MIC, message integrity code by using the 

calculation facilities available on existing devices.11 

Quality of Service, QoS, is the means of a network to determine which flow is a priority 

and will not slow other flows down.  It is authorized to rank traffic based on the amount of data 

transferred from one place to another or processed in real-time according to dedicated 

bandwidth, jitter and latency.  
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Security risks and problems are many in the wireless network.  Rogue access points have 

become a problem with stronger directional antennas. Since windows connects by default to all 

wireless networks then a user with their networks list, meaning all networks to which they have 

connected in the past, then if an attacker waits with a rogue access point named 'linksys' for 

example, odds are that a user will eventually come along who had connected to such a network at 

home. The user's PC, and the corporate network to which it is attached, may then be 

vulnerable.12 

The evil twin or as Internet Security Systems has dubbed them �BaseStation Clone� 

attacks works when the hackers sets up their computer to transmit a signal saying their computer 

is an access point.  This hacker may even have a Web page, like T-Mobile, requesting a credit 

card number to get access. The only problem is nothing is encrypted and the hijacker can log all 

of your information.13  So how can one tell the difference between a legitimate access point and 

an illegitimate one?  In a public place it is very difficult so be sure when connecting to a hotspot, 

the pop up warning for an unencrypted web page has not been disabled.  If this box is clicked, 

even once, to �never show this again� then there is no warning that the channel is unencrypted.  

Look for the lock icon in the bottom corner of the screen to check if it is locked.  If the page is 

officially regulated, and encrypted then the closed lock should appear.  Also, notice the http 

status.  If the screen supposedly goes to an encrypted screen, then there should be https with the s 

standing for secure. 

Denial of Service Attacks are characterized by an explicit attempt by attackers to prevent 

legitimate users of a service from using that service. Examples include attempts to "flood" a 

network, thereby preventing legitimate network traffic, attempts to disrupt connections between 
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two machines, thereby preventing access to a service and attempts to prevent a particular 

individual from accessing a service. 

 The administrator or home user has a host of security options to enhance those already 

hardwired in including third party solutions that �ride on top.�  Examples of third party security 

solutions include software such as firewalls.  Windows now provides firewalls in its Office 

software but once again they must be turned on to work. Zone alarm is a free program that can be 

downloaded in seconds that checks all traffic coming and going from the computer.  It logs all 

activity and if sees something suspicious trying to gain access, it will use a pop-up window to 

ask if it is ok if this program either accesses the Internet or is allowed onto your computer.  Zone 

Alarm also has programs for a fee that are much heftier than the free one.  

When using 

wireless it is useful to drive 

around your business and 

parking lot to check your 

access points and security. Warchalking is actually marking sites so anyone with a wireless 

connection will know if the node is open or closed as shown by the diagram.14 Also walk through 

your business and parking lot with NetStumbler to detect any rogue access points. If an attacker 

discovers the SSID then they can connect to the wireless network to sniff and capture network 

traffic without your knowledge. 

CISO security goals to aim for include observing your system performance and 

establishing baselines for ordinary activity. Use the baseline to gauge unusual levels of disk 

activity, CPU usage, or network traffic. Routinely examine your physical security with respect to 

your current needs. Consider servers, routers, unattended terminals, network access points, and 

Figure 5
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other components of your system. Invest in and maintain "hot spares" - machines that can be 

placed into service quickly in the event that a server is disabled. Specifically, in another location.  

Invest in redundant and fault-tolerant network configurations. Establish and maintain regular 

backup schedules, suggested was downloading weekly,  and policies, particularly for important 

configuration information. Establish and maintain appropriate password policies, especially 

access to highly privileged accounts such as UNIX root or Microsoft Windows NT 

Administrator.15   

For true success to occur one must have a plan.  What are the specific goals and 

objectives of not just the company but also of the staff.  Setting goals for security is just as 

crucial. Prepare for an incident before it ever occurs.  Detect any weaknesses and create response 

strategies.  Monitor the network relentlessly and record all conclusions and any steps or remedies 

taken.  Even though it is true that any wireless network is never 100% safe, having taken the 

above steps ensures your network�s security. 
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