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1. INTRODUCTION TO SSL 

1.1 SSL: The Secure Sockets Layer 
 
   SSL (Secure Sockets Layer) is a communication procedure (protocol) used to 

encrypt communication contents.  

When you pay with your credit card at an online shop, one of these protocols is used to 

prevent your card number stolen during the transmission.  
SSL was developed by Netscape Communications for the developing secure network 

applications. SSL version 2 was originally deployed in Netscape Navigator in 1995. It 

runs in user level processes, and runs on top of TCP.    
 

1.1.1 SSL Basic Protocol: 
    Using the reliable octet stream service provided by TCP, SSL partitions this octet 

stream into records, with headers and cryptographic protection, to provide a reliable, 

encrypted, and integrity-protected stream of octets to the application.  There are 4 types 

of records: user data, handshake, alerts and change cipher data. 

The sequence of messages passed follows this pattern (Alice is the Client, Bob is the 

Server): 

1. Message 1: Alice sends a communication request, without identifying herself, 

and gives a list of ciphers she supports. Alice also sends a random number RA 

that will be combined with the S in message 3 to form the various keys. 

2. Message 2: Bob sends Alice his certificate, a random number RB that will also 

contribute to the keys, and responds with one of the ciphers Alice listed, that 

Bob also supports. 

3. Message 3: Alice chooses a random number S (known as the pre-master secret) 

and sends it, encrypted with Bob’s public key. She also sends a hash of the 

master secret K and the handshake messages, both to prove she knows the key 

and to ensure that the tampering of handshake messages would be detected. The 

hash is a complex function based on one of the early verios of HMAC. 
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4. Bob proves he knows the session keys, and ensures that the early messages 

arrived intact, by sending a keyed hash of all handshake messages, encrypted 

with his write encryption key, and integrity protected with his write integrity 

key. Since the session keys are derived from S this proves he knows Bob’s 

private key, because he needed it in order to extract S. 

 

Figure 1 

The certificates used are generally given by an authority which is trusted by both 

parties involved in the communication. 

When the communication is initiated both parties send each other a list of 

certificate authorities they support. Then the certificates sent can be checked 

against this list to ensure that the other party can be trusted. 

 

1.1.2 Client Authentication 
It is also possible to have the client authenticated by the server. The server can send a 

certificate request to the client, who replies with a certificate. 

This merely adds an extra layer of security and is usually not implemented 
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2. INTRODUCTION TO PHOENIX 

2.1 Phoenix: A secure file transfer system based on 

SSL 
 

 

Phoenix is a lightweight application, meant for transferring files over network 

connections in a secure manner.  

Phoenix uses the Secure Sockets Layer protocol, to ensure security. The additional 

feature that phoenix incorporates is the formation of multiple connections, which ensure 

that even if one of the streams is compromised, only 1/3 of the data is lost. This means 

that an attacker would find it very difficult to obtain the entire communication. 

Phoenix has a user friendly client interface, which is command line based. The server 

can be run in dedicated or background mode as the user requires. 

Phoenix may be used within organizations, to transfer confidential or sensitive data. 

Phoenix requires both clients and servers to have digital certificates.  In an 

organizational situation these certificates can be exclusively generated within the 

organization. This adds security since when the list of trusted authorities is sent, it can 

be modified to include only the organizations own certificates. 
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3. LIST OF FEATURES 

3.1 List of supported features in Phoenix: 
 

1. SSL v3 Standard for connections 

2. RSA encryption of data prior to sending 

3. Certificate verification for both parties 

4. Multiple connections for increased security 

 

3.1.1 SSL v3 Standard for connections 
Phoenix uses the SSL v3 standard protocol for connection security. This protocol 

uses the AES encryption algorithm for encryption of communications.  

 

3.1.2 RSA encryption for data prior to sending 
Phoenix uses RSA (Rivest, Shamir, Aldeman) algorithm developed at MIT for 

encryption for data before sending it across the connection. This ensures that any 

data intercepted by an attacker cannot be decrypted without the receiver’s private 

decryption key. 

 

3.1.3 Certificate verification for both parties 
Contrary to most current applications, Phoenix requires both client and server to 

posess a digital certificate from a trusted authority. This is an added security 

feature, especially useful for enterprises which may want to use Phoenix for in-

house data transfer, since the certificate can be generated within the organization. 

 

3.1.4 Multiple connections for increased security 
Phoenix creates multiple connections to transfer the data. This means added 

security since even if one connection is compromised, the attacker can obtain only 

1/3 of the data. The sequence of messages is also jumbled so that the message to be 
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transferred on any given line is chosen randomly. Thus the fraction of messages 

intercepted by attacker would not even be in sequence. 

 

4. THE DESIGN OF PHOENIX 

4.1 High Level Design 
4.1.1 Schematic showing component relationships 
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4.1.2 Algorithm for the main loop of the server: 
server() 
{ 
 socket() 
 bind() 
 listen() 
 while(true) 
 { 
  accept(); 
  if(fork()) 
  { 
   getclientcert(); 
   send own certificate; 
   while(true) 
   { 
    get client command; 
    if(command=ssl) 
    { 
     for(i=1;i<3;i++) 
     { 
      accept(); 
      getsslact(); 
     } 
    } 
    if(command=send) 
    { 
     encryptsend(); 
    } 
    if(command=quit) 
    { 
     terminate; 
    } 
   } 
  } 
 } 
} 
 

4.1.3 Algorithm for the main loop of the client: 
client() 
{ 
 connect(); 
 getservercert (); 
 send own username; 
 while(true) 
 { 
  get command line; 
  parseline(); 
  if(command = ssl) 
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  { 
   send multiple connection request; 
   for (i=0;i<3;i++) 
   { 
    connect(); 
    do client ssl; 
   } 
   if(command=send) 
   { 
    send filename; 
    decryptrecieve(); 
   } 
   if(command=quit) 
   { 
    terminate 
   } 
  } 
 } 
} 
 

4.1.4 Server Components: 
4.1.4.1 Main loop 

 This is the main running loop. It is responsible for setting up the server, 

performing the port allocations and for listening for client requests. On 

recievein a request it forks to form a new process for each client, which is 

terminated when the clien closes the connection. 

4.1.4.2 Client Authentication 

 This module receives the client certificate and verifies it. It is responsible for 

confirming the client’s identity and forming the SSL connection 

4.1.4.3 Multiple connection formation 

 This module receives connections on multiple sockets and does the required 

SSL work for them.  

4.1.4.4 Encryption module  

 This module encrypts the requested file using the client’s public key and 

splits it into separate messages. It then sends each message to the client after 

randomly choosing the connection to use. 

4.1.4.5 Message sending and receiving module 
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 This module is common to both client and server. It defines the message 

format and includes primitives for sending and receiving. 

 

4.1.5 Client Components: 
 

4.1.3.1 Main loop 

This is responsible for connecting to the server. It also calls the 

authentication and decryption modules. 

 

4.1.3.2 Server authentication module 

This module is responsible for receiving the server’s certificate and 

verifying it. It ensures that the incoming file is from a trusted source 

4.1.3.3 Command parser 

This module is responsible for taking the user input and parsing it into 

commands and options. 

4.1.3.4 Decryption module 

This module receives the messages, decrypts them using the clients private 

key and then assembles them in sequential order. 

 

4.2 Low Level Design 

At the lower level, the code may be divided into the following groups. 

 

4.2.1  Authentication 
This is done by getclientcert() on the client side and getservercert() on the server side. 

These functions take in the certificate of the other party and verify them. They also do 

the SSL connection procedures.  

4.2.2 Encryption and decryption 
This is a set of two functions, encryptsend() on the server and decryptreceive() on the 

client.  
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encryptsend() takes in input from the requested file and encrypts it using the clients 

public key. It then breaks it into discrete pieces. Each piece is then inserted into a 

sequenced message and sends it on one of the formed connections chosen at random. 

decryptrecieve() receives each message and decrypts it using the client private key. 

It then arranges the messages in sequence to get the original file. 

4.2.3 Command input 
This is handled by 2 functions scanner() and parseline(). Scanner() splits the 

commandline into tokens and parseline() segregates the tokens into appropriate 

categories like command, options arguments etc. 

4.2.4 Messaging 
This module contains the primitives for sending and receiving messages. It also defines 

the structure of the messages. The message structure contains a sequence number, a 

type, data and the length of the message. The sending and receiving messages are 

respectively msg_send() and msg_rcv(). These use the inbuilt functions SSL_read() 

and SSL_write(). 
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5. TESTING 

5.1 Testing 
 

5.1.1 Testing Environment 

 
Phoenix has been extensively tested on the Fedora Core 2 (Red hat Linux Ver. 11 ) 

Operating system, on an Intel Pentium 4 with 256 MB RAM running at 1.7 GHz. 

It has successfully passed the standards set by the designers. 

 

5.1.2 Design Limitations 

 
1. Complete authentication of client and server certificates has not been 

implemented in the prototype. 

2. Complete pathname for the file on server must be specified, since servers file 

structure has not been exported. 

3. Filenames do not support spaces 

4. Alert messages for abnormal terminations of connections have not been 

implemented. 

 

 

5.1.3 Known Bugs 

1. String functions used sometimes produce segmentation faults. 
2. Dynamic allocation in certain variables may allow an attacker to insert extra 

characters in messages. 
3. Abnormal server termination sometimes causes port to remain blocked even 

after termination. 
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