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Abstract : The internet was certainly 

not designed to become the network it 

is today and similarly TCP/IP was not 

designed to be the protocol it has 

become. Both of these aspects have 

contributed to the wooly and wild 

attack prone internet we have today. 

Further, the relationship between 

Internet Service Providers (ISP) and 

customer has not evolved to cover the 

attack patterns of the internet. 

Current Service Level Agreements 

(SLA) between service providers and 

customers actually have customers 

paying for the delivery of packets 

which the ISP knows to contain 

malicious payloads. This paper 

explores the reversal of this trend and 

the trend to move services into the 

provider cloud. 

 

Index Terms—Information Security, 
ISP, Service Provider, Internet Protect, 
Network Firewall, DDos. 

 

I. The Problem 
 
No one would argue that the 

designers of the Transmission Control 
Protocol / Internet Protocol (TCP/IP) 
suite never foresaw the ultimate end of 
their product. The open and flexible 
nature of the suite that led to its 
ubiquitous use also lends itself equally to 

attack. This is of course a well 
documented phenomenon and certainly 
not a news flash. Computer 
Communication Review, in the April 
19891 issue documented concerns in 
nearly every major area of the protocol. 
The various FBI computer crime 
surveys2 that show large scale damage 
from worldwide attacks have become a 
normal expectation of the Information 
Technology industry. Some would lay 
the blame at the feet of Microsoft for the 
plethora of security issues their products 
have faced over the last 20 years. This 
however overlooks the broader fact that 
every operating system and all devices 
supporting TCP/IP have experienced 
vulnerabilities in the same period 
although arguably to lesser degrees. In 
fact, just recently Cisco systems released 
a warning concerning its content 
switches 3 hot on the heels of the 
discovery by Michael Lynn of a security 
issue in the base Cisco IOS. Oracle also 
released vulnerabilities in the same time 
frame.4 Based on the increasingly 
obvious fact that security issues are not 
limited to Redmond, it is largely an 
irrelevant issue to place blame as it in no 
way affects the reality that increasingly 
our TCP/IP platforms are under attack.  
 Many companies have responded 
by implementing structured IT Security 
programs. These have proved very 



beneficial especially in promoting 
awareness of “Security and Compliance” 
issues in organizations. It has also had 
reasonable success where other 
technologies have been ineffective like 
the area of social engineering attacks. 
However, broad based technical attacks 
are still a very damaging concern for 
Security Administrators. Too make 
matters worse; the level of sophistication 
in attacks is growing daily even as the 
number of products to manage is ever 
growing. Seven years ago a Network 
Security Manager at a medium size 
business may have had a firewall and 
perhaps a remote access server (RAS) to 
deal with. Today, he will very likely deal 
with a firewall, a Virtual Private 
Network (VPN) concentrator, certificate 
service, Intrusion Detection System 
(IDS) / Intrusion Prevention System 
(IPS), hardware or software spam filter 
/email scanner, URL filter/proxy and 
perhaps a comprehensive auditing 
package. The complexity is considerable 
and few smaller and medium size 
companies truly have the expertise to 
truly fine tune an IPS system, especially 
when the network and security managers 
are one in the same. Some systems are 
moving into heuristic areas of anomaly 
detection such as Cisco Security Agent 
and will require less tuning. However, 
the systems are quite expensive for the 
Small / Medium Business (SMB) arena 
and still require significant expertise. It 
also represents a last line of defense after 
the perimeter is breached. The entire 
security package is becoming ever 
increasingly difficult to not only 
configure but to also accurately monitor. 
Yet another area of software expense is 
log scanners which attempt to 
distinguish routine probing from real 
attack. The SMB security manager is 
hitting limits of budget, expertise and 

ability to defend from the ever 
increasing attacks he faces. 
 

II. Defining Solutions 
 
 Some claim the long term answer 
is the use of Internet Protocol Version 6 
(IPv6). While IPv6 addresses a 
considerable number of older 
vulnerabilities in TCP/IP, it still is no 
panacea. In fact, IPv6 is receiving a 
relatively slow implementation and there 
are serious concerns about some of the 
application layer protocols, namely 
DNS.5 As Debby Koren points out in the 
International Journal of Network 
Management, DNS and other 
applications are still at draft stage in 
many respects and are not quite ready 
for full network employment in many 
cases. While it is true IPv6 will help, the 
inherent weakness of TCP/IP and 
interrelations with operating systems and 
applications of all types will continue to 
provide a hearty attack surface. Others 
claim that network security systems are 
becoming ever more integrated and 
effective and will eventually win the 
day. While this is true in some respects it 
is also true that the price points on these 
systems are substantial and the 
configuration is still quite complex. The 
solution of the future doesn’t help the 
SMB manager defend today.  
 Yet another way of addressing 
future security threats is to push more 
responsibility for detection and 
prevention of attacks to the Internet 
Service Provider (ISP). As early as April 
2000, global providers were looking at 
moving more services into the Service 
Provider Cloud. 6 While many of these 
initiatives have involved moving 
managed applications into the cloud or 
LDAP functionality into the cloud, more 



recent designs have moved some 
security elements in the cloud.  
 
III. Beginning of a New Approach 

 
 AT&T and others have already 
begun the march towards demystifying 
security for the Security Manager by 
providing service in the cloud. At the 
first annual Infragard conference in 
Washington DC, August 2005, the 
author had the pleasure to sit in a session 
hosted by Dr. Ed Amoroso, Chief 
Information Security Officer at AT&T. 
Dr. Amoroso pointed out the absurdity 
that the current state of the industry 
creates the environment that the Service 
Level Agreement between ISPs and their 
customers actually prohibits the ISP 
from blocking a malicious packet. The 
agreements clearly state that the carrier 
is to deliver that “truck bomb”. This is 
similar to a statement made in the 
September 29, 2003 edition of Network 
World 7 where Dr. Amoroso pointed out 
certain aspects of SQL-Slammer. 
"Worms don't always fire off and work 
perfectly. We see all the test attempts. 
We see the fizzled versions of stuff in 
advance…AT&T saw anomalies in its 
network three to four weeks before that 
worm hit and was able to take certain 
precautions. When the worm actually 
happened, AT&T's network did not take 
a hit,".  However, many customers did 
and there was little AT&T could do to 
help them without violating agreements 
and taking action without customer 
knowledge. AT&T began to work on 
providing the customer the same service 
they provided themselves. 
 Taking this model forward, The 
ancient General Sun Tzu said “If you 
know the enemy and know yourself, you 
need not fear the result of a hundred 
battles. If you know yourself but not the 

enemy, for every victory gained you will 
also suffer a defeat. If you know neither 
the enemy nor yourself, you will 
succumb in every battle.”8 The 
battlefield in our scenario is the internet, 
the players are known but the new 
attacks and sequences are not. According 
to Dr. Hossein Eslambolchi, AT&T 
CTO, CIO and president of AT&T Labs, 
"Network attacks are clearly on the 
rise…We have seen more attacks in the 
last six months than we've seen in the 
last 10 years."9 Clearly we need 
battlefield intelligence more than ever. 
The attacker holds several of the cards in 
the battle plan. Currently, the attacker 
chooses the timing and “place” of the 
battlefield. He also chooses the weapon 
in the sense of the particular exploit that 
will be attacked. The goals of the battle 
are also at the choosing of the enemy. 
These goals may range from financial 
exploit all the way to DOS attacks aimed 
at nothing more than aggravation. 
Clearly the obvious solution you would 
make against such an enemy is to 
develop warnings when the attack is 
coming and to meet the attack once 
launched. All attacks in real war have 
logistical movements that show real 
intent and the disposition of forces often 
give an inkling of the attack to come.  
 In recent years it has become 
obvious that we must understand the 
methods of “crackers” better to fully 
understand the attack on the way. 
Heuristic and pattern analysis “day zero” 
prevention solutions are starting to 
appear from Cisco, Checkpoint and 
others and will certainly prove to be 
helpful. These systems are really 
designed as end point protection of PCs 
and servers however and don’t really 
address the idea of why the truck bomb 
ever got through anyway. It is important 
that these systems continue their 



technological march but it is preferable 
to catch the bad guy much earlier.  
 Kevin Curran, in his paper 

Monitoring hacker activity with a 

Honeynet, demonstrated the scope of the 
effort required to learn attackers patterns 
and what one might expect over an 
extended period of time from attackers. 
10 The government community, industry 
associations and large user communities 
would benefit from implementing this 
example on broader scales. Information 
sharing from these projects would be 
ever helpful in understanding well 
established attacks. The day zero or 
immature attack however would likely 
still be undetected in these examples. 
Another concern that should become 
obvious is that most companies, 
especially SMBs, do not have budget, 
staff or expertise to set up a year long 
honeypot and analyze the results. Even 
assuming some firms began to set up 
complex “honeynets” it is doubtful that 
more than a handful of day zero attacks 
could be prevented. The scope of the 
reach and the “view” that these firms 
would see is just too limited to stop 
broad based attacks for even their own 
firms.  
     However, it is obvious that the 
best intrusion detection engineers and 
attack analyzers in the world, by and 
large, are going to live in the big ISPs 
such as AT&T, Sprint, MCI, British 
Telecomm etc. This is obviously because 
the carrier itself is also a business that 
relies upon its IT services connectivity to 
survive. They simply can’t afford to be 
taken offline by the next 18 year old kid 
in Eastern Europe with an ax to grind; 
hence they will generally hire the best 
talent available in the security field.  The 
notion of the ISP providing security 
services in the cloud grew out of this 
model largely because they were seeing 

the attacks before they came. In the 
aforementioned conference Amoroso 
joked that his engineers could almost tell 
to the minute when the customer would 
call. The engineers were simply 
watching the unusual traffic and by 
examining the flow they could tell what 
was about to happen. The advantage is 
not only in talent but in traffic and 
equipment. AT&T will see 
immeasurably more traffic and payloads 
to analyze than any normal business. 
The AT&T backbone IP network carries 
over 1.6 petabytes per day. The AT&T 
backbone is monitored statistically and 
heuristically to profile and predict 
malicious behavior using technologies 
and platforms out of reach of any 
organizations short of the IBM, Cisco, 
GE, etc. Even those companies may not 
have the trench experience that the 
AT&T and other ISP engineers posses.  

The simple fact is that functions 
such as IDS, Antivirus, Antispam and 
DDos prevention require dynamically 
changing rules (unlike a set and forget 
firewall) and daily monitoring.  Even 
when this is performed most companies 
lack the true expertise to really provide 
day zero filtering. The reality is that the 
time between exploit discovery and 
malicious code release is being reduced 
dramatically. True day zero detection 
devices depend on data sampling. 1.6 
Petabytes is a pretty big sample size to 
tune your filters. AT&T incidentally is 
not the only ISP pursuing this avenue of 
approach. MCI has announced WAN 
Defense 11 as a similar offering and more 
will likely follow quickly.  
 The services first began as 
network based firewalls. Customers 
provided custom security policy for the 
main network, DMZ and NAT policies 
and simply plugged in to the network via 
MPLS, Frame, ATM etc. However, this 



was a live internet connection and not 
simply leased site to site connections 
(although the services could be and are 
combined, see figure 1. 
 

 
 
 
 
 

 
 

Figure 1 
Network Based Firewall 

 
 In this design some advantages 
would be that rule / port based filtering 
is done in a highly efficient manner in 
the cloud. NAT authentication and URL 
filtering is also taken care of in the cloud 
further removing a configuration burden. 
Branch offices in this design do not 
require a separate internet connection or 
do not have to route through the main 
office for internet further enhancing 
bandwidth utilization. The main office 
firewall can be eliminated or greatly 
scaled down. This service is certainly a 
step in the right direction but does not in  
itself put the vast resources of the ISP to 
work for the SMB or low end enterprise 
security manager. 
 

 

 
 

IV. Maturing the Concept 
  

The Network Based Firewall 
concept quickly morphed to other 
security arenas. One of the first was IDS. 
Early offerings placed a sensor at the 
customer premises which was controlled 
from input from the global network. 
Dynamic ACLs could be injected by the 
Network Operations Center (NOC) 
based on IDS signatures. The primary 
advantage here was the involvement of 
the experience of the AT&T NOC. This 
additional level of “in the cloud” service 
was closer to leveraging the lessons 
learned of the NOC but still lacked 
protection measures. This was because 
the service was still primarily signature 
based against session or stack attacks 
from single sources as is typical of IDS 
systems. Sophisticated DDos, worm and 
virus payload attacks could still be 



realized. However, the service was still a 
fundamental advancement by shifting 
the precarious tuning requirements of the 
IDS to experts that see tremendous 
traffic everyday. This frees the SMB 
network admin of some serious 
workload issues. While the book answer 
is that the security team is not the same 
as the network team, practical 
experience argues differently. In light of 
this truth anything that frees the admin 
to run the network is welcome. 
However, even if this mythical net 
admin employed the services thus far by 
removing or downsizing the firewall and 
outsourcing IDS, he still faces day zero 
issues, worms, viruses, spam and DDoS 
attacks.  
 To mitigate DDos, Virus and 
worm attacks AT&T released their 
Internet Protect service. Other ISPs also 
offer similar service. Internet Protect sort 
of super sizes the previous IDS service 
by bringing the powerful statistical and 
heuristic analysis of the ISP into play. 
When the day zero attacks, DDos, Virus 
and Worm attacks appear in their 
analysis, they take active steps to protect 
themselves. They will see it before any 
single customer as they see all the 
traffic. In the past, after protecting 
themselves, they waited for the phones 
to ring from the customers. Now, they 
offer the protection to customers who 
don’t mind the NOC messing with BGP 
routes for short term while traffic is 
scrubbed. This was the previous 
contractual sticking point as the simple 
truth is some legitimate traffic may not 
arrive. However, when faced with choice 
of dropping 1% of legitimate traffic or 
being shut down by Blaster, most 
businesses will obviously choose the 
former. The service also combines major 
vendor protection notices, CERT 
announcements, other government 

announcements and other security best 
practice alerts and provides a single 
source of security information for the 
customer. This service is a huge step 
towards a safe internet that SMB 
managers should adopt today. If they 
choose to do their own method they 
must have enough confidence that their 
IDS/IPS solution will stand up. Most 
will simply not and thus the point of this 
paper. The only real solution over the 
next five years for SMB and the lower 
end of enterprise business is to outsource 
these services. 
 These security solutions are great 
but why stop here? Another major 
problem facing the Network / Security 
manager is spam and virus laden email. 
While major virus outbreaks will be 
caught in this scenario with Internet 
Protect, spam will easily slip through. 
Look at the following quote from the 
Office of the Attourney General of the 
United States. “In Washington State, the 
number one consumer complaint 
reported over the last 2 years is spam. 
On average our office receives between 
1,000 - 1,600 spam complaints per 
month. The Federal Trade Commission 
reports receiving over 130,000 junk 
email complaints a day. Almost 45 
percent of all email is now spam and that 
number is growing each year. Nearly 
three trillion spam messages are sent 
each year - 13 times the total snail mail 
delivered by the U.S. Postal service. The 
average wired American is hit with 
nearly 2,200 spam messages annually. 
Some reports indicate that these numbers 
could increase by five times in the near 
future. Junk email is an issue not only 
reserved for individuals - it is estimated 
that spam costs legitimate businesses $9 
billion dollars a year.”12 No one denies 
spam is a problem but technical 
solutions face a big problem, not 



everyone agrees on what constitutes 
spam. This makes filter tuning pretty 
difficult. However, while not everyone 
agrees 100% of the time, 95% of 
businesses will agree 95% of the time. It 
again becomes a matter of sample size. 
The ISP sees the big picture and can 
“knock of the big pieces” very easily. 
This again, would be a welcome relief to 
most administrators that could save 
serious human, monetary and technical 
resources by never seeing 40% of mail 
that is completely worthless as a 
minimum.  
 Many of these services could 
mean the outright elimination of on site 
devices to manage or as a minimum a 
reduction in the level of sophistication of 
the device, its configuration or its 
maintenance. It makes so much business 
sense for ISPs and customers that most 
major ISPs have already made offerings. 
AT&T as aforementioned has offered 
Firewall Security (Network based 
firewall), Intrusion Detection (basic 
variety), Internet Protect (day zero 
heuristic defense, antivirus, antiworm), 
and Secure Email Gateway (antispam). 
MCI has offered Managed IPS (intrusion 
protection system), managed firewall, 
vulnerability scanning, anti-virus, anti-
spam and DDoS protection. Sprint has 
offered Managed firewall, IDS, 
authentication, Web filtering, VPN and 
e-mail protection services.13    
 One reaction to this concept 
worthy of consideration is the notion that 
ISPs should have been providing this 

service all along and should not charge 
for it now. It may be arguable that ISPs 
are responsible in some measure for the 
current security situation. Whether this is 
true or not is largely irrelevant. If a tire 
maker sells you a tire, he can’t insure 
that it won’t go flat if someone leaves a 
nail in the road. However, the seller may 
offer insurance on the tire. This paper 
considers the attacks of the internet as 
nails in the road. The ISP should not be 
considered the enemy. Quite the 
contrary, it is the ISP that will eventually 
solve the majority of the current security 
issues on the internet today whether it be 
worms or spam.  
 Charging for the service is only 
reasonable as the ISP is in business to 
make money. If you tell McDonalds to 
give you a free drink with every meal 
they will simply raise the price of the 
meal. However, if the margin of profit is 
too high, a competitor will gain a 
business advantage. Clearly the long 
term implications is that these services 
will eventually be part of the package 
but the marketplace will need time to 
accept the concept. However, as more 
and more SMB networks come under 
attack in the face of the company run 
and configured firewall, IDS and spam 
filters, you will find more and more 
turning to experts to help them. They 
will find them in the same source that 
provides their and they will push the 
services “into the cloud” where they 
should have been in the first place. 
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