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Abstract 

How many times in the last year has your bank reissued your debit or credit card due to a 

security breach?  As more consumer information is collected and stored in repositories for 

marketing and research information, many consumers are faced with the reality that their data is 

open to cyber criminals who are taking advantage of security holes to gain access to this 

information.  This scenario has been repeated many times over the last several years resulting in 

consumers seeking measures to secure their data.  The security breach at TJX the parent 

company of T.J. Maxx, Marshalls, and HomeGoods compromised over 94 million accounts 

resulting in banks spending millions of dollars to reissue credit and debit cards.  TJX has 

multiple legal actions against them for not properly protecting consumer data.  Banks have filed 

claims stating the lack of security within TJX’s computer systems was the primary cause of this 

breach. 

 

Like TJX, Monster experienced a significant security breach last year that compromised 

consumer information.  The cyber criminals were able to obtain e-mail information allowing 

them to conduct “phising” attacks against Monster’s customers.  Once again the lack of proper 

security measures, the retention of detailed customer data, and the ability to use the Internet and 

wireless services resulted in the security breach. 

 

The use of the Internet and wireless services continues to jeopardize the security of consumer 

data.  Detailed information is collected and stored in large databases and often sold to other 

companies, including the government, resulting in privacy issues for consumers. 
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Privacy?  Protecting Consumer Data in a Wireless World 

 

As the Internet and wireless services have matured over the years so have the threats 

against consumer data.  “In today’s technology society, our privacy has become a highly valued 

commodity that is collected, purchased and sold.”  (Turnley, 2006)  Personal data about 

consumer buying habits, financial status, and age are collected from various sources and sold to 

marketing companies.  “As we turn to the Internet and other wireless technologies to perform 

everyday tasks in the digital world, we are putting the confidentiality of our lives in jeopardy.”  

(Trunley, 2006)  Companies continue to put policies in place to protect consumer data.  

However, most corporations view security policies as an after thought and have little to no plans 

to address security concerns of emerging technologies.  Unfortunately, for consumers the 

majority of security efforts within a corporation occur after a security breach. 

 

Advancements in technology continue in an effort to protect consumer data.  Companies 

that manufacture software and hardware that enable Internet and wireless services continue to 

invest significant resources into protecting consumer privacy.  However, it is important that the 

companies that gather this information take steps necessary to protect the vast amounts of data 

they are now collecting and storing in a digital format.  “A growing number of companies, under 

public and regulatory scrutiny, have begun incorporating privacy into their management process 

and actually marketing their “privacy sensitivity” to the public.”  (Turnley, 2006) 
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Wireless networks have become very popular for both home and business use.  This 

technology, which is based on IEEE 802.11 b/g standards opens up many additional security 

concerns as it provides the ability to breach systems via wireless access.  “Although IT personnel 

control Wi-Fi access points in the corporate network, they cannot control, and are not necessarily 

even aware of, access points in home networks.”  (Hole, 2005)  Security mechanisms in place for 

Wi-Fi networks are not as robust as wired networks.  The Wire Equivalent Privacy key (WEP) 

popular on wireless devices can be easily broken with hacking tools available on the Internet.  It 

is important that companies and home users continually investigate new alternatives to security 

including the use of emerging wireless security options.  Corporations often use virtual private 

network (VPN) technology to protect data held within the corporation.  “VPNs keep data 

encrypted all the way from the wireless-enabled laptop to the VPN server.”  (Hole, 2005)  

However, there is no definitive answer to protecting consumer data.  The protection of this data 

should be a well-defined and continued process within a corporation. 

 

“For most home and small office networks, the payoff for breaking into a wireless 

network is simply too small for an attacker to expend the effort.”  (Potter, 2003)  For 

corporations that retain customer data including credit and debit information the payoff is 

substantial for cyber thieves.  “Wireless networks often are cited for their lack of physical 

security.  Unlike a wired network, an attacker could be in an unsecured location such as a 

parking lot or a passing car.”  (Potter, 2003)  The security breach at TJX is believed to have been 

the result of cyber criminals gaining access via wireless networks at two of their locations in 

Florida.  Mechanisms to break into wireless networks are commonplace on the Internet.  While 

WEP is no longer a valid protection mechanism for wireless networks, there are several security 
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advancements in place today, which include Temporal Key Integrity Protocol (TKIP) and 

counter mode cipher block chaining with message authentication codes (CBC-MAC).  However, 

many companies fail to stay ahead of the growing threats to their networks. 

 

As a result of security breaches at major retail stores including the incident at TJX, VISA 

mandated procedures be put in place to protect consumer data by September 30th, 2007.  

However, it is believed that only forty percent of retailers complied with this requirement by the 

deadline.  Procedures mandated by VISA included the steps to encrypt consumer data and 

scheduled security tests to ensure protection of consumer data.  While VISA has raised the 

interchange fees for companies that have failed to meet their procedures to ensure protection of 

consumer data, the fees are often less that the money needed to update and maintain the 

necessary security features to protect this data.   

 

Companies continue to have a complacent attitude about implementing the necessary 

security procedures to protect the large amounts of consumer data they are storing in their 

computer systems.  “The get-over-it attitude has prevailed for a long time in the Internet 

economy, all the way back to then-Sun CEO Scott McNealy’s famous remarks about lack of 

privacy in 1999.”  (Petersen, 2007)  “Events such as the TJX breach or last year’s Department of 

Veterans Affairs laptop affair also mask the fact that corporate, personal, credit and financial 

data has always been up for grabs, either by Internet crime syndicates or old-fashioned bank 

robbers.”  (Petersen, 2007)  Companies must realize that they are the custodians of the data they 

collected on their customers, vendors, and partners.  It is their responsibility to ensure the 

security of this data. 
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Over the last ten years companies have started employing Privacy Officers to assist in the 

protection of consumer data.  “In this era of data breaches and identity theft, chief privacy 

officers working hand-in-hand with security groups play a crucial if little-known role in 

protecting identifiable personal information.”  (Garretson, 2007)  The Chief Privacy Officer is 

responsible for assisting the company with the protection of collected consumer data.  However, 

this individual does not define how to protect the data, they instead focus on what should be 

protected.  In an age where more and more data is being collected about consumers this role is 

critical to assisting companies in the legal aspects of protecting this data.   

 

It is easy to view the amount of personal data available over the Internet.  Background 

checks, credit reports, property ownership, and much more is available to anyone by searching 

various sources via search engines such as Yahoo and Google.  “This type of data is commonly 

referred to as personally identifying information (PII) and the concept of piecing together 

personal data to form an individual profile, or “digital dossier”, is known as data aggregation.”  

(Ciocchetti, 2007)  Many companies pull together personal data and then sell to other companies 

for marketing and research purposes.  “Web site visitors who are confronted with these differing 

information privacy statutes in fine print but desire to purchase a particular good or service 

online-have become accustomed to ignoring the implications of submitting their PII online.  This 

neglect leads to vast amounts of PII being distributed into cyberspace where such information is 

virtually irretrievable and may be intercepted or purchased by commercial entities, governments, 

or individuals for marketing or other more sinister purposes.”  (Ciocchetti, 2007) 
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“Tools of varying types: legal, technical, and self-regulatory are being designed to 

address the privacy concerns of Internet users.”  (Turnley, 2006)  Advancements in technology 

have allowed the ability to search large amounts of data that is stored in large data warehouses.  

Both software and hardware vendors continue to enhance technology allowing faster access to 

large amounts of data.  In addition, the capability exists today for this data to be manipulated 

from multiple sources with sub second response time.  “Data mining is concerned with the 

process of searching large volumes of data for patterns.”  (Turnley, 2006)  Methods used in data 

mining include pattern based, subject based, link analysis, risk assessment, identity resolution, 

and screening.  “These varying methods are used to mine data warehouses of information to find 

inferences and relationships between colossal amounts of information provided by data 

warehouses.  (Turnley, 2006) 

 

“While Americans inadvertently provide information through Internet usage, registrations 

and warranties, the information is also being collected and resold in alternate forms without our 

explicit knowledge.  (Turnley, 2006)  Information is typically collected about consumers in three 

forms including public records, publicly available information, and nonpublic information.  Not 

only is this information being purchased for marketing and research purposes, but the 

government is also buying this information.  “The Government Accountability Office 

investigated several governmental agencies’ use of reseller data.  The organizations involved 

were: the Departments of Justice, Homeland Security, and State and the Social Security 

Administration.”  (Turnley, 2006)  The Privacy Act of 1974, which was established to protect 

consumer privacy and security, includes principles such as collection limitation, data quality, 
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purpose specification, use limitation, security safeguards, openness, individual participation, and 

accountability.    

 

“Individuals should be able to interact in modern society without losing control over their 

personal information.  The modern right to privacy also entails, therefore, the right to control our 

personal information even after we disclose it to others.”  (Turnley, 2006)  A great deal of time 

and money is being spent to address the protection of consumer privacy.  In particular, the 

protection of information traveling over wireless networks is at the forefront of standards bodies 

and industry organizations.  “It is most likely that someone will attack a wireless network 

because it is a target of opportunity one that has no functional level of security and that an 

attacker easily can compromise.”  (Potter, 2003)  

 

While consumers expect and have the right to data protection, we have all become 

dependent on the Internet and wireless services.  However, it is up to companies to take the steps 

necessary to protect the vast amounts of data they collect.  To date many companies have been 

unwilling to spend the money necessary to ensure the protection of their customers, vendors and 

partners.  “In 2004, Visa, MasterCard, American Express and the other major credit card 

processors established the Payment Card Industry Data Security Standard (PCI).” (Chickowski, 

2008)  This standard was put into place to detail minimum-security requirements for anyone 

accepting credit and debit cards for payment.  The basic tenants of this standard cover firewall 

configuration, strong password protection, protection of cardholder data, encryption of 

cardholder data, use of current anti-virus software, securing systems and applications, restricting 

access to data, assigning unique ID to computer users, tracking all access to data and the 
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network, testing security systems and processes, and maintaining security policies.  However, 

due to the expense that would be incurred by companies to implement the requirements detailed 

by PCI many postponed their implementations.  “Initially, TJX failed nine of the dozen PCI 

requirements, and it continued to shirk compliance over the course of the next two years. “ 

(Chcikowski, 2008)  

 

Like other merchants, TJX continued to postpone the full implementation of the PCI 

requirements and their continued use of WEP for their wireless devices allowed cyber criminals 

to enter their network. “While complying with the standard is not required by law, businesses of 

all sizes that accept cards as payment and those that process card transactions must meet the 

requirements as a condition of doing business with the five major payment card networks.”  

(Sussman, 2008)  While it became clear that TJX was losing millions of customer records to 

cyber criminals during the years they kept postponing the implementation of the PCI standards, 

they now maintain they have successfully implemented all standards outlined in the Payment 

Card Industry Standard.  Like all standards, the procedures outlined in PCI are not a onetime fix.  

It is critical that merchants continually monitor the security of their systems and ensure their 

employees are continually trained on securing their systems against emerging threats.  

Companies who remain vigilant about protecting their customer’s data by implementing security 

measures such as the PCI standards can stay ahead of the cyber criminals who will continue to 

explore loop holes to gain access to this data.    

 

The numerous security breaches over the last several years have raised consumer 

awareness about the lack of proper security measures by most companies in protecting consumer 
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data.  The single breach at TJX forever changed this thinking, as millions of consumers were 

reissued credit or debit cards by their bank after cyber criminals stole their identities by 

accessing the excessive personal information digitally stored by TJX.  No longer was this an 

issue that would only happen to someone else.  Instead, it opened the eyes of many consumers as 

to how much of their personal data was stored by the companies where they purchased products 

and unfortunately how easy it was for cyber criminals to access this data.  This awareness has 

forced many companies to rethink their security and privacy policies.  There will always be 

security concerns as cyber criminal’s work to break existing technology.  Only with established 

security policies and procedures can companies promise protection of the consumer data they 

collect.  “With the IT industry doing all it can to protect data and its owners, it’s probably up to 

everyone else to jump on the behavioral-modification bandwagon.”  (Petersen, 2007)   
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