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ABSTRACT 

Organizations need practical security benchmarking tools in order 
to plan effective security strategies. This paper explores a number 
of techniques that can be used to measure security within an 
organization. It proposes a benchmarking methodology that 
produces results that are of strategic importance to both decision 
makers and technology implementers. 

1. INTRODUCTION 

In a world where hackers, computer viruses and cyber-terrorists 
are making headlines daily, security has become a priority in all 
aspects of life, including business. But how does a business 
become secure? How much security is enough? How does a 
business know when its security level is reasonable? Most 
importantly, what's the right amount of money and time to invest 
in security? 

Executive decision-makers don't really care whether firewalls 
or lawn gnomes protect their company's servers. Rather, they 
want to know the impact security is having on the bottom line. In 
order to know how much they should spend on security, they 
need to know: 

• How much is the lack of security costing the business? 

• What impact is lack of security having on productivity? 

• What impact would a catastrophic security breach have? 

• What are the most cost-effective solutions? 

• What impact will the solutions have on productivity? 

Before spending money on a product or service, decision-
makers want to know that the investment is financially justified. 
Security is no different -- it has to make business sense. What 
decision-makers need are security metrics that show how security 
expenditures impact the bottom line. There's no point in 
implementing a solution if its true cost is greater than the risk 
exposure. This paper will present a model for calculating the 
financial value of security expenditures, and will look at 
techniques for obtaining the data necessary to complete the 
model. 

2. A RETURN ON INVESTMENT MODEL FOR 
SECURITY 

"Which of these options gives me the most value for my money?" 
That's the fundamental question that Return On Investment (ROI) 
is designed to answer. ROI is frequently used to compare 
alternative investment strategies. For example, a company might 
use ROI as a factor when deciding whether to invest in 
developing a new technology or extend the capabilities of their 
existing technology. 

 
Investment ofCost 

Investment ofCost  - Returns Expected=ROI  (1) 

To calculate ROI, the cost of a purchase is weighed against 
the expected returns over the life of the item (1). An overly 
simplistic example: if a new production facility will cost $1M and 
is expected to bring in $5M over the course of three years, the 
ROI for the three year period is 400% (4x the initial investment 
of net earnings).  

A simple equation for calculating the Return on Investment 
for a security investment (ROSI) is as follows: 

CostSolution 

CostSolution  - Mitigated)Risk  %Exposure(Risk  •=ROSI (2) 

Let's see how this equation works by looking at the ROI 
profile for a virus scanner. ViriCorp has gotten viruses before. It 
estimates that the average cost in damages and lost productivity 
due to a virus infection is $25,000. Currently, ViriCorp gets four 
of these viruses per year. ViriCorp expects to catch at least 3 of 
the 4 viruses per year by implementing a $25,000 virus scanner.  

Risk Exposure: $25,000, 4x per year = $100,000 

Risk Mitigated:  75% 

Solution Cost: $25,000 

 %200
$25,000

$25,000 - %)75($100,000  == •
ROSI  (3) 
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The virus scanner appears to be worth the investment, but 
only because we're assuming that the cost of a disaster is $25,000, 
that the scanner will catch 75% of the viruses and that the cost of 
the scanner is truly $25,000. In reality, none of these numbers are 
likely to be very accurate. What if three of the four viruses cost 
$5,000 in damages but one cost $85,000? The average cost is still 
$25,000. Which one of those four viruses is going to get past the 
scanner? If it's a $5,000 one, the ROSI increases to nearly 300% -
- but if it's the expensive one, the ROSI becomes negative!  

Coming up with meaningful values for the factors in the 
ROSI equation is no simple task. At the time of writing, there is 
no "standard" model for determining the financial risk associated 
with security incidents. Likewise, there are also no standardized 
methods for determining the risk mitigating effectiveness of 
security solutions. Even methods for figuring out the cost of 
solutions can vary greatly. Some only include hardware, software 
and service costs, while others factor in internal costs, including 
indirect overhead, and long-term impacts on productivity.  

There are techniques for quantitatively measuring risk 
exposure, but the results tend to vary in accuracy. For most types 
of risk, the exposure can be found by consulting actuarial tables 
built from decades of claims and demographic statistics. 
Unfortunately, similar data on security risk does not yet exist. 
Furthermore, the variability in exposure costs can lead to 
misleading results when predicting based on actuarial data. In the 
ViriCorp example, the exposure cost is misleading -- the average 
cost of $25,000 doesn't reflect the fact that most incidents cost 
very little while some cost quite a lot. 

Is there any point to calculating ROSI if the underlying data 
is inaccurate? Apparently so, since some industries have been 
successfully using inaccurate ROI metrics for decades. The 
advertising industry is one such example. Ads are priced based on 
the number of potential viewers, which is often extrapolated from 
circulation data and demographics. The ad buyers assume that the 
true number of ad viewers is directly correlated to the number of 
potential viewers; if the viewer base doubles, roughly twice as 
many people will probably see the ad. Therefore, even though 
they may never know the true number of viewers, ad buyers can 
nonetheless make informed purchasing decisions based on other, 
more reliable measurements.  

If the method for determining ROSI produces repeatable and 
consistent results, ROSI can serve as a useful tool for comparing 
security solutions based on relative value. In the absence of pure 
accuracy, an alternate approach is to find consistent 
measurements for the ROSI factors that return comparably 
meaningful results. This task is much easier, and breaks through 
the barrier of accuracy that has kept ROSI in the domain of 
academic curiosity.  

KEY POINT: Repeatable and consistent metrics can be 
extremely valuable -- even if they're "inaccurate". 

2.1. Quantifying Risk Exposure 

A simple analytical method of calculating risk exposure is to 
multiply the projected cost of a security incident (Single Loss 
Exposure, or SLE) with its estimated annual rate of occurrence 
(ARO). The resulting figure is called the Annual Loss Exposure 
(ALE).  

While there are no standard methods for estimating SLE or 
ARO, there are actuarial tables that give average statistical values 
based on real-world damage reports. These tables are created 
from insurance claim data, academic research, or independent 
surveys.  

 Risk Exposure = ALE = SLE * ARO (4) 

It's very difficult to obtain data about the true cost of a 
security incident (the SLE). This is because few companies 
successfully track security incidents. Security breaches that have 
no immediate impact on day-to-day business often go completely 
unnoticed. When a breach does get noticed, the organization is 
usually too busy fixing the problem to worry about how much the 
incident actually costs. After the disaster, internal embarrassment 
and/or concerns about public image often result in the whole 
incident getting swept under the rug. As a result of this "ostrich 
response" to security incidents, the volume of data behind 
existing actuarial tables is woefully inadequate. 

Currently, the "best" actuarial data comes from efforts such as 
the annual survey of businesses conducted by the Computer 
Security Institute (CSI) and the U.S. Federal Bureau of 
Investigation (FBI). The businesses are asked to estimate the cost 
of security incidents for various categories over the course of a 
year. Unfortunately, the methods used to calculate these costs 
vary from business to business. For example, one business might 
value a stolen laptop at its replacement cost. Another might factor 
in the lost productivity and IT support time, and yet another 
might factor in lost intellectual property costs. As a result, some 
businesses value a laptop theft at $3000; others put it down as 
$100,000+. The final number is more likely to be influenced by 
business factors (how much will insurance reimburse, what are 
the tax implications, what impact will a large loss have on the 
stock price) than by financial reality. 

For the purposes of ROSI, the accuracy of the incident cost 
isn't as important as a consistent methodology for calculating and 
reporting the cost, as previously discussed. It would be quite 
challenging to get companies to agree upon a standard technique 
for tabulating the internal cost of a security incident. Therefore, 
the focus must be on cost factors that are independently 
measurable and directly correlate to the severity of the security 
incident. 

One potentially significant cost is the loss of highly 
confidential information. In organizations valued for their 
intellectual property, a security breach resulting in theft of 
information might create a significant loss for the business yet not 
impact on productivity. The cost of a security incident in this case 
is the estimated value of the intellectual property that is at risk, 
using industry-standard accounting and valuation models. For 
most industries, analysts are already externally measuring this 
value. If an organization doesn't already estimate the value of its 
IP assets, it probably doesn't need to consider this cost. 

Another significant cost is the productivity loss associated 
with a security incident. For many organizations the cost in lost 
productivity is far greater than the cost of data recovery or system 
repair. Security can be directly connected to an organization's 
financial health by including lost productivity in the cost of a 
disaster. This approach automatically forces security projects to 












