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Abstract

With the ever-increasing need for businesses and organizations to maintain and manage 

large amounts of data, storage issues have become a concern and an investment priority. 

Organizations and business must have a good understanding of the features and 

characteristics of network storage in order to design and implement a network storage 

system that addresses their present and future needs. This paper will define and compare 

the storage area networks (SAN) with network-attached storage (NAS) as well as a 

historical perspective of directly-attached storage (DAS). Some of the benefits associated 

with establishing a network storage system will also be identified. This paper will 

identify some of the general characteristics of SAN architecture and protocols, such as 

Fibre Channel and iSCSI.  Another area addressed will be management software issues 

and its critical role as part of successful SAN deployment. Not only must data be reliable 

and available at all times, data must also be kept confidential and protected. While the 

data is being transmitted over the network, security is also a concern that must be 

addressed.  
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Considerations for the Design and Implementation
of a Storage Area Network (SAN)

Today’s enterprises are using more complex, sophisticated, and resource-intensive 

software that generates massive amounts of data. The demand for businesses to maintain 

and manage large amounts of data has elevated storage issues to a level of significant 

priority. To meet the demands of industry, network storage technology has been an 

evolutionary process that has consolidated, streamlined, and simplified the storage 

requirements in an every-increasing distributed environment. A storage area network 

(SAN) allow enterprises to provide data storage that is highly available, providing an 

ever-growing number of users access to accurate, reliable information without delay. 

The traditional reaction by IT professionals to the increased demand for storage 

was directly-attached storage (DAS). Adding more and more hard drives to servers is an 

inexpensive way to meet storage requirements; however, as storage requirements grow, 

directly-attached storage decreases server availability and increases storage management 

problems. In business and organizations, attaching storage devices directly to the network 

has become an alternative DAS limitation. In a local area network with a centralized 

computing system, network-attached storage (NAS) meets the needs for many 

organizations. A solution that many enterprises have taken for network storage has been 

to make network storage a network of its own. Such a delegated network is called a 

storage area network (SAN). Addressed in this paper are some of the issues of network 

storage as well as discussions of design and implementation considerations for storage 

area networks. 

In designing a SAN, consideration should be given to whether network storage 

should be centralized or distributed within the enterprise. Even though many large 
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enterprises have a distributed, heterogeneous network, centralized management is a 

primary reason businesses are moving to network storage systems. 

Historical Perspective

Data storage in early computing years was relatively simple with data storage 

centralized around a mainframe. Later, with the development of personal computers, 

storage and sharing data became more decentralized and distributed. A centralized 

mainframe with many attached thin clients that directly used the mainframe processing 

capabilities gave way to servers with thick clients or workgroup computers that 

performed their own processing. Workgroup computers became the primary computing 

platform of businesses running sophisticated business and multimedia applications that 

produce huge volumes of data. The result was a greater demand for servers to process 

data requests and to store the massive amount of data. The primary approach to 

increasing the storage capacity of workgroup computers and file servers is to attach disks 

or other storage devices directly to the computing system; however, such an approach has 

inherent problems. According to Williams (2001), directly-attached storage devices 

constitute an estimated 85% to 95% of storage currently in use. Even though DAS is the 

primary method of increasing storage, this method has limitations which affect 

performance. “The traditional directly attached storage (DAS) paradigm in which each 

server has a dedicated connection to its storage devices (disk, tapes, CD libraries, etc.), 

has shown server limitations in terms of performance, scalability, reliability, and ease of 

management.” (Bianco, Giaccone, Giraudo, Neri, & Schiattarella, 2005, p.192). Rapidly 

developing network storage technologies have addressed the performance, scalability, 

and management issues in a distributed computing environment. “With the introduction 
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of distributed computing a need to expand traditionally centralized storage to storage area 

networks (SANs) has emerged” (Qui, Telikepalli, Drwiega, and Yan, 2005, p.80). 

According to Williams (2001), one of the biggest problems in using network-attached 

storage devices used to be network speeds; however, network speeds have far outstripped 

DAS devices. Now network transfer rates are fast enough that this is no longer a problem. 

Williams (2001) goes on to comment that the current emergence of network based 

storage stems from these enhanced network speeds.  

Network-Attached Storage vs. Storage Area Networks

There are two major groups of network storage technologies: Network-Attached 

Storage and Storage Area Networks. NAS devices are computer storage devices, such as 

low cost servers, that are plugged directly into your local area network (LAN) and 

dedicated to storing data and serving files. Wikipedia (2006) states that NAS devices 

enable multiple computers to share the same storage space at once, which minimizes 

overhead by central managing hard disks. They go on to comment that NAS systems can 

contain one or more hard disks and are often managed into logical, redundant storage 

containers or RAID arrays. NAS appliances are typically easy to install and easily 

managed through a web interface. 

A SAN, on the other hand, is a specialized network with attached pools of storage 

devices connected to a server. SANs are dedicated networks that are separate from LANs 

or Wide Area Networks (WANs) and have their own specialized protocols and hardware. 

SANs are characterized by high interconnection rates and highly scalable architecture. As 

Walder (2006) declared, 
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The LAN world is about to go through another revolution in terms of storage. 

This revolution—known as a Storage Area Network (SAN)—involves moving 

network storage from its traditional location—inside, or directly connected to, file 

servers—to a separate network of its own. Disk, tape, and optical storage can then 

be attached directly to this network, which is based on a "fabric" of fibre, switches 

and hubs that connects storage devices to a heterogeneous set of servers on a 

many-to-many basis. (p.1)

The Benefits of SANs

Organizations use SAN storage for data with high availability requirement, or 

data with short response time requirements. The high availability and redundancy that a 

SAN provides, allows organizations high-speed reliable access to vital information. 

(Pajonas, 2006). A SAN is a high-speed network that connects multiple storage devices 

and can be accessed by all servers in a LAN or WAN; thereby, reducing management 

costs. (McNamara, 2006). In addition to reducing management, utilization of storage 

devices will also increase since multiple servers can share resources. (Robison, Zhang, & 

Mitchell, 2005). Even though the upfront cost of SAN infrastructure components is 

significant, SANs provide long-term cost savings for organizations (Pajonas, 2006).

SANs transfers data directly between the storage device and the client computer 

without the storage devices communicating first with the server, preventing server 

bottlenecks. The process of separating server control from data increases flexibility and 

performance. Users accessing storage devices directly also increases access speed 

(Williams, 2001). Access to storage is improved further if multiple, fault tolerant paths 
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are available. By shifting data transactions and I/O away from application servers, 

application server performance is improved. 

Another added benefit of SAN architecture is the increase in LAN bandwidth 

resulting from backup operations being moved to SAN sub-networks.  Performing 

backup on the SAN frees up servers from performing backup tasks and makes them 

available for other applications and tasks. Robison, Zhang, and Mitchell (2005) point out 

that because the devices can communicate with one another, backup solutions can be 

initiated by one device to another. Backups performed by storage devices result in 

decreased network congestion and increased availability for mission critical applications 

resulting in organizations and industries meeting daily production goals.

In addition to improved network performance and increased data availability, 

other benefits addressed by McNamara (2001) include increased disk utilization, reduced 

storage maintenance costs, improved protection of critical data, and reduced CPU loads.

Furthermore, storage can be added and consolidated as required, making it highly 

scalable with potential decrease in cost.

SAN Characteristics

According to Wikipeda (2006), SANs are normally built on an infrastructure 

specially designed to handle storage communication; therefore, SANs tend to provide 

faster and more reliable access than higher level protocols like NAS. Unlike NAS 

systems that are usually Ethernet-based, SAN systems mostly rely on Fibre Channel 

devices such as switches and hubs for connectivity. The most common SAN technology 

is Fibre Channel network with the SCSI command set. SANs also rely on specialized 

equipment to set up and maintain connections. “SAN systems are made of storage 
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devices, specialized networks for connecting data storage devices to servers, and the 

required management layer for setting up and maintaining connections between these 

servers and data storage devices.” (Banikazemi, Poff, and Abali, 2005, p.2). Williams 

(2001) also describes a SAN as storage devices like RAID arrays and tape libraries 

connected through Fibre Channel switches and which are similar to a “network-based 

version of DAS” (p.2). Williams goes on to comment that SANs combine the best of 

LAN networking models with server-storage connectivity.

The following figure illustrates a typical SAN network. The SAN network is a 

dedicated network that is separate from the LAN or WAN; thereby insuring that LAN 

and WAN traffic does not interfere with SAN data flow. SAN storage devices on one side 

of the network are connected to multiple application or database servers as peers. There 

are different network requirements for LAN, WAN, and SAN networks. SANs, for 

example, require high bandwidth, high availability, low latency, and require different 

protocols. 

Figure 1: SAN Structure
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There are several compatibility issues and concerns relating to SAN 

characteristics. SAN hardware components such as Fibre Channel hubs, switch, bridges, 

host bus adapters and RAID storage systems must be interoperable and compatible. New 

and developing storage standards are evolving to address the interoperability issues. 

According to Wikipedia (2006), the Storage Networking Industry Association (SNIA) 

developed and maintained a storage standard called the Storage Management Initiative-

Specification (SMI-S) to enable a broad interoperability among heterogeneous storage 

vendor systems. Computability issues could arise because not all vendors have adopted 

these standards. Williams (2001) points out the concern regarding potential problems 

with current SAN heterogeneous architecture and underscores the need for structured, 

universal standards that are presently in the formative stage. Williams (2001) announces, 

“As a result, we are witnessing announcement of proprietary SAN solutions by leading 

storage vendors.”(p. 2)

SAN Types.

Design and implementation considerations should include determining the type of 

SAN technology to use. Wikipedia (2006) indicates that the most common SAN 

technology is Fibre Channel with the Small Computer System Interface (SCSI) command 

set (a standard used to connect hard drives to a computer) used in a Fibre Channel 

network. Another alternative SAN technology is Internet SCSI (iSCSI) with the SCSI 

command sent over TCP/IP (typically Ethernet) or an alternative to iSCSI, the ATA-

over-Ethernet (AoE) protocol. Using iSCSI protocol in an existing Ethernet technology, 

according to Williams (2001), eliminates the need for costly propriety alternatives such 

as Fibre Channel.  
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Fibre Channel Protocol

In designing a Fibre Channel network, selecting a topology to meet your needs 

will affect your hardware decisions. In Fibre Channel networks there are three different 

network topologies. The first network topology is a point-to-point connection (FC-P2P) 

where two devices are connected together. The second network topology is called an 

arbitrated loop (FC-AL). This topology is similar to a token ring topology that shares 

bandwidth and uses a round robin data flow. The third topology is switched fabric (FC-

SW) and is similar to a switched Ethernet topology that can dedicate full bandwidths to 

each port. The arbitrated loop is often used in small organizations; however, today the 

most common choice for large organizations is (FC-SW) which uses Fibre channel hubs 

or switches allowing simultaneous connections to a single node. The cost for arbitrated 

loop hubs is significantly lower than that of fabric switches but do not scale well as 

compared to switches. In a Fibre Channel network, cabling can be twisted pair or fiber 

optic and attached to a host bust adapter (HBA). Fibre Channel is considered very 

expensive and complicated but is also better established and faster than iSCSI, its primary 

competitor. 

iSCSI Protocol

Instead of using Fibre Channel, the main competitor and popular design 

consideration is using the iSCSI protocol in the SANs environment. iSCSI is similar to 

Fibre Channel in that both protocols use the SCSI command set. The protocols main 

attraction is that it allows the SCSI protocol to be used over a TCP/IP network by packing 

the host SCSI commands to IP packets and transporting them over IP network. (Han, 

2005). iSCSI is a lower cost alternative to Fibre Channel which has many incompatibility 
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issues associated with the large variety of multi-vendor products. Similar to Fibre 

Channel, iSCSI requires peer-to-peer connectivity. The iSCSI software modular includes 

an initiator modular located on the client machine and a target modular located on the 

server (Han 2005). One of the potential problems with using the iSCSI protocol is the 

overhead associated with TCP/IP, making the protocol inherently slow for storage 

applications. To resolve the speed issue, hardware acceleration technology like TCP 

offload Engine (TOE) and iSCSI HBA have been developed. (Wang, Yeo, Zhu, and 

Chong, 2004). As network speeds increase, use of hardware acceleration engines as a 

total SAN solution could be a limiting factor in scalability. (Wang, Yeo, Zhu, and Chong, 

2004).

ATA over Ethernet Protocol

An alternative to iSCSI that may be considered in designing a SAN is using AoE. 

This open-standard, lightweight protocol allows using standard Ethernet architecture such 

as Ethernet switches, in a SAN environment.  According to LinuxDevices (2004) AoE 

converts parallel ATA singles to serialized Ethernet format.  This format enables ATA 

block storage to be remotely accessed over an Ethernet LAN in an ATA (IDE) 

compatible manner. Developing a SAN using the AoE protocol, allows the installation of 

inexpensive IDE disks to be used in SAN devices that work on Ethernet networks. Even 

though the SAN industry has been built around Fibre Channel technology, Ethernet 

speeds have exceeded Fibre Channel speeds making the use of an Ethernet network an 

ideal, yet expensive solution. ATA over Ethernet eliminates the need of hardware 

acceleration offloading TCP/IP. According to Cashin (2005), the AoE protocol is much 

simpler than TCP or IP, and the AoE packet carries commands to and from an ATA 
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driver. AoE work is considered a layer 2 protocol, while IP is a layer 3 protocol and TCP 

is a layer 4 protocol.  Working at these layers in the protocol stack allows AoE to take 

advantage of smart switches allowing maximum throughput and limiting collisions. 

Because AoE is a layer 2 protocol, the potential shortcoming of AoE is that AoE is non-

routable since an IP address is not used. 

SAN Management

“Even though SANs have gained a wide acceptance, the problem of managing a 

heterogeneous storage system is still a major challenge.”(Banikazemi, Poff, and Abali, 

2005, p.2). SAN management concerns include the many vendor-specific management 

tools that perform a variety of tasks; therefore, SAN managers spend a lot of time in 

trying to decide what is best for their network. According to Gruener (2003), IT 

professionals must determine the scope of the environment to be managed including the 

network equipment already in place, the host operating systems used, and the types of 

storage arrays in place. These may be heterogeneous environments with equipment from 

a variety of vendors.  After these factors are considered, a company must specify their 

exact needs to the available vendor offerings. Gruener (2003) goes on to say that a good 

management tool will also provide monitoring and reporting features to allow 

organizations to detect system failures and performance issues. There are many GUI-

based management platforms that provide point-and-click administrative capabilities of 

SAN administrators, usually a client-server/web-based application. (Pajonas, 2006)

SANs could also have a very diverse environment in relation to operating systems 

of the attached servers. A diverse environment increases the complexity of SAN 

management and often requires specialized software tools to ensure the SAN is 
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performing optimally (Robison, Zang, & Mitchell, 2005). In addition to a diverse 

environment, there are many routine and tedious tasks handled by SAN administrators. 

Some of these tasks include moving data around in the SAN for load balancing, resolving 

hot spots, meeting reliability goals, upgrading systems, and archiving data. The 

automation of these tasks will spare expert time, thus reducing SAN management costs 

that are reported to be several times the cost of hardware. (Ari, Gottwals, & Henze, 

2006).

Robison, Zhang, & Mitchell, (2005) comment that SAN management software 

should enable the collection of information regarding several components in the SAN 

environments including the attached host or servers, the storage devices or logical unit 

numbers (LUN), and the use of storage by any volume manager. They also point out that 

until the adoption of the SMI-S occurs, the most common practice is to install custom 

agents on the SAN hosts that report the information back to a management server. They 

go on to point out this process is very time consuming and challenging especially if the 

SAN management software requires manual installation on the host. 

In determining the SAN management tools required to manage a SAN 

environment, organizations and businesses should consider SAN products that provide 

applications that include: monitoring the performance of storage devices, switches and 

hosts connected to the SAN, managing the raw storage devices, mapping SAN topology 

and configuration, event management, storage capacity utilization and reporting, and 

storage accounting. Fetters (2000) comments that one of the biggest advantages of 

managing a SAN is being able to dynamically allocate storage to different storage pools 

or add additional storage without having to reboot the server clusters. Fetters (2000) 
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comments further that centrally managed devices are crucial and the management is 

primarily a security tool to reduce data corruption by ensuring that servers see only the 

intended devices and storage arrays.  

SAN Security Concerns

Storage area networks are a valued solution for storage concerns facing many 

enterprises. SANs offer high availability and scalability, and are very reliable. A major 

design and implementation challenge is to provide data integrity and confidentiality of 

data stored in SAN devices. Data should be safeguarded from internal and external 

threats and attacks, and only authorized entities should be able to gain access. According 

to Pajonas (2006), consolidating storage into fewer devices within an enterprise increases 

the risk of a single security breach having widespread impact in the organization. He also 

points out that data confidentiality and integrity risks manifest from infrastructure 

components being simultaneously connected to both the SAN and the corporate IP 

network. The SAN to IP connectivity increases the risk of IP network threats, including 

man-in-the-middle and denial-of-service attacks. For example, SAN switches provide IP 

network interfaces for management purposes but are configured by default with clear-text 

management servers that are vulnerable to attacks. Data also passes from switch to server 

in clear-text which is subject to interception. Sensitive data should be encrypted when 

possible but will add additional overhead and may cause potential bottlenecks. 

The need for IT professionals to possess a good understanding of security issues 

is especially important in SAN management. As Kim, Maino, Narasimha, Rhee, and 

Tsudik (2003) point out, data integrity and privacy should also be ensured and enforced 

by the SAN administrators in accordance with security policy of the enterprise such as 

14



Designing and Implementing a SAN     

actively encrypting and decrypt data. In addition, management interface needs to be 

protected from unauthorized access. Even though many management tools address such 

vulnerability issues, the administrator needs to ensure these features are enabled and 

policies enforced. When SANs are also connected to the IP network for management 

purposes consideration should be given to providing strong access controls such as two-

factor authentication. Data must be kept secure while it is being stored and only those 

entities that have authorization should be allowed to obtain the data.

“Storage is essentially a one-way interaction between storer and retriever, the 

technical tools are more limited, and imposing policy and access control desires tends to 

require a proxy or management system in which some degree of trust must be placed.” 

(Beaver, 2001, p.10) Beaver also goes on to point out that the vulnerabilities of networks 

are not necessarily correlated with the vulnerabilities of storage systems and leveraging 

network security solutions may not work on storage networks. 

Conclusion

The high volume of sophisticated and business essential data is forcing organizations and 

business to design and implement specialized storage networks. These SANs have 

become a primary investment and management issue. Because SAN architecture must 

provide high data rates and be highly scalable, interoperability of hardware components 

of a SAN such as servers, storage devices, and interconnecting devices is a major 

consideration and investment decision. In many cases these devices or purchased from 

multiple vendors resulting in greater management problems. Organizations must 

determine the proper management software to help provide continuous data access and 

integrity as well as isolates problems when they occur.
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Storage Area Networks have taken the burden off of highly utilized local 

networks and servers. Improved data availability can be ensured by applying a backup 

policy that is in force within the SAN itself without user intervention. Mirroring and disk 

replications where data is stored will also improve network performance.

Security of mission critical data should be a major concern when designing and 

implementing a SAN. There are security risks that are associated with all types of 

networks, SANs are no exception. Security issues must be determined and policies 

implemented that will guarantee the confidentiality and integrity of data while it is being 

stored as well as transmitted. 

16



Designing and Implementing a SAN     

References

*Ari, I., Gottwals, M., & Henze, D. (2006). Performance boosting and workload isolation 

in storage area networks with SANCache. Proceedings of the 23rd IEEE/14NASA 

Goddard Conference on Mass Storage Systems and Technologies 263-273. 

[Electronic version].

*Banikazemi, M., Poff, D., and Abali, B. (2005). Storage-based intrusion detection for 

storage area networks (SANs). Mass Storage Systems and Technologies, 2005 

Proceedings, 22nd IEEE/ 13 NASA Goddard Conference 118-127. Retrieved May 

28, 2006, from Joyner Library, E-Journal Locator.

*Beaver, D. (2002). Network security and storage security: symmetries and symmetry-

breaking. Proceedings of the First International IEEE Security in Storage 

Workshop 3-9. Retrieved May 28, 2006, from Joyner Library, E-Journal Locator.

*Bianco, A., Giaccone, P., Giraudo, E.M., Neri, F., & Schiattarella, E. (2005). 

Performance analysis of storage area network switches. High Performance 

Switching and Routing Workshop 192-196. Retrieved May 24, 2006, from Joyner 

Library, E-Journal Locator.  

Cashin, E. (2005). ATA-over-Ethernet protocol. Linux Journal. Retrieved May 24, 2006 

from 

http://www.techworld.com/storage/features/index.cfm?featureid=1838&pagtype=

samecat

17



Designing and Implementing a SAN     

*Han, D. (2005). SNINS: A storage network integrating NAS and SAN.

Machine Learning and Cybernetics, 2005. Proceedings of 2005 International  

Conference (1), 488 - 493. Retrieved May 24, 2006, from Joyner Library, E-

Journal Locator.

Fetters, D. (2000). Building a storage area network. Network Computing, Server & 

Peripherals Workshop. Retrieved June 2, 2006, from 

http://www.networkcomputing.com/1109/1109ws1.html

Gruener J, (2003). SAN management: a growing concern amid storage consolidation. 

Retrieved May 21, 2006, from 

http://searchstorage.techtarget.com/tip/1,289483,sid5_gci929092,00.html?FromTa

xonomy=%2Fpr%2F282545

*Kim, Y., Maino, F., Narasimha, M., Rhee, K., and Tsudik, G. (2003). Secure group key 

management for storage area networks. IEEE Communication. Magazine. 92-99. 

Retrieved May 24, 2006, from Joyner Library, E-Journal Locator.

LinuxDevices (2004). ATA over Ethernet enables low-cost Linux-oriented SAN. 

Retrieved May 24, 2006, from http://linuxdevices.com/news/NS3189760067.html

McNamara M, (2006). Deploying a SAN to centralized storage across the enterprise. 

Information Storage and Security Journal,   Retrieved May 24, 2006, from 

http://issj.sys-con.com/read 130104_p.htm

Pajonas, K. (2006). An introduction to risks in storage area networks. Security and 

Technology, Solutions, Retrieved May 24, 2006 from 

http://www.ey.com/global/download.nsf/US/Storage_Area_Networks/$file/Storag

eAreaNetworks.pdf

18



Designing and Implementing a SAN     

*Qui, X, Telikepalli, R. Drwiega, T., and Yan, J. (2005). Reliability and availability 

assessment of storage area network extension solutions. IEEE Communications 

Magazine80-85.  Retrieved May 28, 2006 from Joyner Library, E-Journal Locator

*Robison, T., Zhang, D., & Mitchell, W. (2005). Discovery agent deployment in diverse 

SAN environments. Information Reuse and Integration, Conf, 2005. IRI -2005 

IEEE International Conference 439 – 444.  Retrieved May 20, 2006 from Joyner 

Library, E-Journal Locator

Walder, B (2006). Storage Area Network Overview. The NSS Group. Retrieved June 2, 

2006, from 

http://www.techonline.com/community/ed_resource/feature_article/20663

*Wang, W., Yeo, H., Zhu,Y., & Chong, T. (2004). Design and development of dthernet-

based storage area network protocol. IEEE Communication Magazine [Electronic 

Version]

Wikipedia. (2006). Storage Area Networks. Wikipedia, the free encyclopedia, Retrieved 

May 24, 2006, from http://www.webopedia.com/TERM

Williams, R. (2001). No matter what the network technology, storage needs to be 

managed. Retrieved May 28, 2006 from 

http://www.snwonline.com/implement/network_5-7-2001.asp?article_id=23

19


