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Abstract 

Traveling users need a secure way to use the Internet when connecting to the computer 

system in the office.  The best way to provide the connection is through a virtual private 

network.  A way to increase the security of a virtual private network is with smart cards.  

The smart cards have a miniature computer built inside that makes them smart.  Using 

smart cards allows users to logon from any computer with a smart card reader.   An 

important feature of the smart card is the user credentials are encrypted.  Although not 

completely impenetrable, they are tamper resistant.  The smart card is authenticated 

using a personal identification number or biometric scan.   The user will no longer need 

to use a username and password to logon to the computer system.   
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Smart Cards for the Traveling Users 

Offsite employees of an organization need to be able to connect to the office 

network as securely as possible when using the Internet to make a connection.   

Employees need to be able to connect to the office from more than one computer when 

they are on the go.  These computers will most likely be in a public place vulnerable to 

on-lookers.  A security method should be easy to use.  When determining the 

appropriate amount of money to spend on the outside connection, security should not 

be compromised in order to spend less.  Smart cards are portable, secure miniature 

computers used for the storage of identity information needed to establish a trustworthy 

connection with an organization’s Information Systems. 

The first smart cards, invented in 1974 by Roland Moreno, only had memory.  

The integrated circuit microprocessor smart card was invented in 1979 by Michael 

Ugon.  It is a plastic card that is the same size as a credit card with a gold contact pad 

located on one side of the card (Neve, Peeters, Samyde, & Quisquater, 2003).  The 

gold contact pad covers the microprocessor that makes a smart card smart.  The 

International Organization for Standardization in the standard ISO 7816 specifies the 

smart card dimensions (Steel, 2006).  The smart card microprocessor can process, 

store and encrypt data using either RSA, an algorithm for public-key encryption, or 

MD5, a one-way hash function (Kay, 2003).  The smart card contains flash memory that 

keeps the data stored in its memory even after loosing electrical power (White, 2006).  

Smart cards have many uses such as: financial cards, health cards, cards to pay for 

mass transportation and parking, ID badges, and network security.  When trying to 

determine if a particular application will support smart cards, look for the Microsoft logo 
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“Certified for Windows Server 2003.”  This will tell you that the application meets the 

security standards set by Microsoft for Windows Server 2003 (Northup & Thomas, 

2004).  For organizations that need to provide connectivity to their servers and network 

to outside users, the smart card can solve security problems (Steel, 2006).  

A secure way to have your traveling employees connect to your servers is to 

create a virtual private network between them and the server or firewall known as a 

user’s VPN (Maiwald, 2001).  By doing this, all information flowing between their 

personal computers to the office servers is encrypted.  As part of establishing the VPN, 

the user’s credentials are authenticated to ensure the identity is confirmed.  The VPN 

with a smart card provides a multi-factor authentication.  A multi-factor authentication is 

when you have two or more types of authentication (Ciampa, 2005).  The users provide 

something they have which is one authentication.  The second authentication, they 

provide something they know or are (Pastore & Dulaney, 2004).  Physically, the smart 

cards provide the “what you have.”  Biometric authentication is something a person is.  

The personal identification number authentication is something a person knows.  Smart 

cards can store encrypted biometric templates or personal identification numbers.  The 

biometric information or PIN, stored on the smart card is compared to what is scanned 

or typed in.  If the smart card is stolen or lost, it is missed by the user, unlike a password 

or private key that can be stolen without the user’s knowledge.  Smart cards do increase 

the cost of operating a VPN but enhance the security.  Therefore it is worth the expense 

(Maiwald, 2001).  To use the smart cards, smart card readers need to be purchased.  If 

the plan is to use biometrics, biometric smart card readers will need to be purchased.  

Smart cards are the popular way of using certificates, public and private keys for 
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security in the organization (Noel, Droubi, Gardinier, & Morimoto, 2004).  The National 

Institute of Standards and Technology website has a section on how smart cards are 

used (Miller, 2005).   

Road warriors will like the portability of using a smart card that requires either a 

PIN or biometric authentication to logon to the office network from any computer with 

Internet connection. Assuming the computer has a smart card reader.  The PIN or 

biometric template never travels on the network.  Therefore it is superior in security 

compared to using username and passwords.  The PIN, the most widely used user 

authentication, can encrypt data by using mutual authentication when it is entered by 

the keyboard and travels to the smart card reader (Steel, Nagappan & Lai, 2005).  The 

smart card can encrypt all data stored on them.  More importantly it encrypts the user’s 

public key certificates and private keys.  The use of public-key certificates for 

authentication eliminates the need for a user to use a password.  Public key encryption 

has two keys, public and private, used to encrypt and decrypt information.  The public 

key is sent over the Internet.  The private key needs to remain confidential.  Smart cards 

are the most secure method of storing private keys.  Digital certificates verify the identity 

of the user.  The certificate stored on the smart card is used to protect the public key 

when it travels the network.  Security computations, authentication, digital signatures 

and key exchange are performed on the smart card.  Some smart cards have a way to 

keep information secret from others with the use of a password.  This allows more than 

one person to use the same smart card while keeping their information private 

(Anderson, 2001).   
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In order for smart cards to work, they must communicate with a card reader, 

which can be connected using a USB port, serial port, a PC Card, or integrated in the 

keyboard (Steel, Nagappan, & Lai, 2006).  A smart card reader with a smart card 

inserted is shown in Figure 1.  The manufacture of the smart cards and smart card 

reader will dictate the platform and applications requirements.  There are smart-card 

toolkits for developing smart card applications.  The smart card toolkit from the 

manufacture will dictate the platform, programming languages and operating systems.  

Microsoft has a PC/SC toolkit that allows applications to be programmed on the smart 

card for any Windows-based operating system.  There is an open standard, OpenCard 

Framework, which is Java-oriented, allows smart card applications to be programmed 

that are platform independent (Husemann & Hermann, 1999).  There are two basic 

types of smart cards; contact and contactless.  Contact smart cards are ones that have 

the gold paper thin contact pad that directly connects to the electrical probes in the 

smart card readers (Heinrich 2005).  A contact smart card is shown in Figure 2.  The 

contactless smart cards use a radio signal to communicate via a built in antenna to a 

receiver in the smart card reader (Omar & Djuhari, 2004).  The smart card reader is 

what provides the electricity to the smart card allowing it to function.  For the 

contactless, the power is derived from the antenna on the smart card reader (Gallo & 

Hancock, 1999).  Smart cards use electricity to make data available the same way flash 

memory does (White, 2006).  The Smart card reader, combined with the smart card, 

provides a sophiscated authentication to a restricted computer system (Shapiro & 

Boyce, 2006).  
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In order to deploy smart cards, there needs to be the same services that a VPN 

requires, a Routing and Remote Access Server, and a Certificate Authority with public 

key infrastructure.  Microsoft Windows Server 2003 Certificate Services has smart card 

processing integrated (Darseglio & Allen, 2006).  Microsoft Certificate Services is 

available for Active Directory servers.  Microsoft Windows Server 2003 can serve 

multiple roles, a RRAS and a CA.  Microsoft CA allows you to request a certificate for 

the smart card on behalf of another user.  This allows the administrator to have smart 

cards ready to use for the traveling employees.    

The logon certificate will be programmed on the smart card by the System 

Administrator by using a smart card enrollment station.  A smart card enrollment station 

is a workstation with a smart card reader attached (Russel, Crawford & Gerend, 2003).  

The administrator requests a special certificate known as the enrollment agent 

certificate.  The enrollment agent certificate is a software based certificate and private 

key that is used to program the smart card (Russel, Crawford & Gerend, 2003).  A pair 

of public and private keys is generated on the smart card by the card (Snedaker & 

Shinder, 2004).  The public key and the user’s name for the smart card are used to 

issue and sign a certificate.  The certificate is then added to the card (Russel, Crawford 

& Gerend, 2003).  The administrator will enroll a certificate for the user and type in a 

default PIN or use the employee’s biometric template (Smart Card Alliance, 2002).  The 

smart card is now ready to be distributed to the user.  Instructions will be given to the 

user on how to change the default PIN.  The administrator can setup the default PIN to 

have a limited lifespan to encourage the user to change the PIN (Hausman, Barrett, & 

Weiss, 2003).  
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 For faraway remote sites users, it maybe better to use autoenrollment which 

allows the user to enroll a smart card themselves.   Autoenrollment requires the user to 

logon to the domain.  A dialog will appear to the user informing them that the 

administrator has sent up their smart card for autoenrollment.  A wizard will step the 

user through the enrollment process. (User autoenrollment, 2003).  If the smart card has 

been used before, autoenrollment will rewrite over the private key and certificate it 

contains. 

If the VPN traffic will be traveling through the firewall to the Windows Server, the 

firewall must be configure to allow L2TP over IPSec by opening ports UDP 1701 and 

UDP 500.  If network address translation is being done by the firewall, then port 4500 

will be need to be opened to allow NAT traversal for traffic (Shinder, 2004).     

The smart card logon begins with the smart card communicating with the smart 

card reader.  The logon screen appears waiting for the PIN or biometric scan.  A 

Windows logon for the smart card is shown in Figure 3.  The local security authority will 

use the PIN or biometric scan to obtain the certificate and private key on the smart card.  

The authentication protocol used by Microsoft Active Directory is Kerberos.  Kerberos 

scrambles the information going across the network to prevent prying eyes from reading 

it.  The Kerberos Distribution Center authenticates the user based on the certificate 

(Williams & Walla, 2005).  Kerberos contacts Active Directory for the user account 

restrictions.  It makes sure the account is not disabled.  After the KDC has validated the 

certificate, it extracts the public key.  The public key is used to encrypt a logon session 

key (Russel, 2005).  The KDC returns an encrypted Ticket to Get Tickets and session 
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key to allow further communications.  The user’s computer uses the private key to 

decrypt the logon session key.  The authentication process is transparent to the user.   

Smart cards can have more than one purpose.  If a smart card uses radio 

frequency identification it can be an employee access badge as well as network security 

(Glover and Bhatt, 2006).  The smart cards can even have a photo id of the user it was 

intended for.  The smart cards can be both contact and contactless also known as 

combi cards.  If there is a need to have two or more processors for different 

applications, the hybrid smart card is used.  The read only version smart card is called 

the proximity card. It can communicate via a radio signal up to 10 inches away from the 

smart card reader (Shepard, 2005).  

In the design phrase of the smart card implementation project, operating 

procedures and standards need to be established.  The steps that need to be done 

when a smart card is stolen, lost, or damaged should be documented.  It needs to be 

decided how the changes in the organization, such as name changes, position changes 

and department changes are handled.  What will be the procedure to make sure the 

smart card is issued to the correct employee:  Will a photo ID be required?  When the 

employees work in another part of the state, can auto enrollment be used when the user 

authenticates?  The public key lengths, lifetimes and renewal polices need to be 

standardized.  Please note that the smart card capacity can determine the maximum 

public key length (Schmied, 2003).        

Since rarely anything is completely secured, policies should be made to enhance 

the security of smart cards.  A security policy for what to do if the smart card is lost 

should be to report last cards immediately.  Administrators will disable the user account 
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for who had the smart card lost and revoke the issued certificate stored on the smart 

card (Hausman, Barrett, & Weiss, 2003).  If smart cards are being used to access 

computers in a public area, smart cards should be required to remain in the reader 

during the interactive logon.  If the smart card is removed, the user would be logged out.   

The interactive logon policy will control what happens when the smart card is removed 

from the reader (Bragg, 2005).  Have a policy to set a threshold for the user account 

lockout after a certain many number of failed logons.  The account lockout duration 

settings will specify for how long the account must be locked.  Users should only be 

allowed to use smart cards to logon and no longer their username and password.  

When smart cards are used to authenticate, the logon screen only includes the option of 

entering a PIN or a biometric.  The username and password options do not exist.  It is 

better to not have a company logo or name on the smart card that identifies them.  

There could be additional restrictions programmed on the smart card.  The smart card 

can be programmed to restrict access by a specific time of day, week or month.  The 

access to information on the smart card can be restricted.  For example, restrict access 

to the date and time (Miller & Gregory, 2003).  

One of the ways the smart card is defeated is by differential powers analysis 

which measures the electrical activity of the smart card chip.  The power consumption of 

each activity can be identified as an operation or data.  There is software that can 

conduct the DPA attacks.  The really bad news is that DPA attacks cannot be detected 

and inexpensive to do.  When purchasing smart cards, look for the “lock” logo that 

indicates the card is DPA resistant (Warren, 2006).       
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Smart cards will make connecting to the office computer systems convenient for 

the employees that must travel or work from home.  In organizations where the 

employees share laptops, smart cards ensure that private keys and certificates are 

secure.  Using smart cards is a great way to have one workstation in a public accessible 

area used by multiple users.  Smart cards are like having a key to unlock the office’s 

door.  The user must have the smart card with them in order to use it.  Since most 

people are familiar with using a PIN with a debit card, very little training will be required 

for the use of smart cards.  
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Figure Captions 

Figure 1. JPEG image of a smart card reader with a smart card inserted. 

Figure 2. JPEG image of a contact smart card. 

Figure 3. JPEG image of the Windows logon for smart cards. 
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Figure 3. JPEG image of the Windows logon for smart cards 
 


