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Abstract

The paper addresses some of the current topics and information related to spyware.  The

difference I will try to bring to surface within the paper is why the spyware epidemic is growing

and where the spyware industry is heading.  I will address the following questions on the journey

to the next level:

• What is spyware?

• How does spyware affect our level of production?

• How is spyware infiltrating our network?

• How are we currently mitigating spyware?

• What are the weaknesses of our current mitigation?

• Where is spyware mitigation heading?

• What products are available at the next level of spyware mitigation?
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In the journal Informations Systems Management, the author states “Spyware has not yet

caused widespread public outcry because most users are unaware that their systems have been

compromised.”(Spior, Ward, Roselli, 2005)  This paper will dispel our greatest enemy; ignorance.

Spyware has been around in some form or fashion for a number of years.  As the spyware

has evolved and began to affect our level of production, the attention given towards this debacle

have drastically risen within the last year.  We have seen a rise in the amount of spyware as well

as a rise in the number of products being developed to mitigate the problem.  In case you have not

been affected by spyware, let us make an attempt at defining spyware.

The definition of spyware in itself is a topic that has multitude's of information and debate,

especially in the arena of legislation.  According to the FTC, "software that aids in gathering

information about a person or organization without their knowledge and that may send such

information to another entity without the consumer's consent, or that asserts control over a

computer without the consumer's knowledge."  (Urbach & Kibel, 2004)  The hilarious thing about

the FTC statement is 10 days later, the FTC commissioner reneged the statement by declaring

spyware was "difficult, if not impossible, to define."  Further within this study we will find why

defining spyware is such an issue.

Proceeding with their original definition and with the general body of knowledge, spyware

seems to encompass a plethora of nuisance software.  These consist of adware, cookies, malware,

scumware, and many more terms.  I recently read about drugware, never the less if you have

surfed the world wide web for any period of time you have certainly come into contact with the

fore mentioned software.  The above descriptors of the spyware software manifest itself in the

form of pop-up adds, browser hijackers, search hijackers, and the entire information broker



Spyware 4

industry.  If you every wondered how everyone and their brother seems to know information

about you and your habits, rest assure spyware has its hand in the cookie jar.

Let us turn our attention to the affects of spyware on production.  To understand this topic

I will address how spyware is reeking havoc, examine what exactly about spyware is causing this

loss of production, and briefly how one might try to understand the effect of spyware on cost and

damage of reputation.  

As stated earlier, most people are simply unaware of the level of infiltration on their

personal computer.  If you have ever experienced the effects of spyware, this discussion is of no

importance.  For those of you that are unaware of the aggravation and loss of dollars, here are a

few examples.  “A representative from Dell Computers stated that spyware complaints have now

become the number one tech support call to Dell technicians.  While Dell is never the provider or

installer of these applications, it now spends significant time and resources helping customers

remove spyware.” (Urbach & Kibel, 2004).  I will refer back to this later in the study for a

somewhat comical statement.  According to the IEEE journal “spyware causes 50 percent of the

Windows failures its users report” (Ames, 2004).  I could site example after example of

statements of this nature, but let us move towards the specifics of the spyware production effect.

Spyware can install many production limiting tools such as keyboard loggers, system

monitors, back doors, pop-up advertisements, and hijackers.  Keyboard loggers are simply another

service running on your machine.  Keyboard loggers record every keystroke initiated by the

keyboard.  That, in and of itself, does not seem to be such a resource hog or limit your level of

production.  It is when we begin to examine the end result of the service that the loss of

production comes into play.  One, the program will send, if possible, this information back to the

creator.  So in effect, we will experience, on a minimal scale, a loss of bandwidth.  Secondly, the
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information leaked to the intruder could have been confidential.  “For industry sectors that are

subject to data collection laws, such as the Health Insurance Portability and Accountability Act

and Sarbanes-Oxley Act, spyware can unwittingly result in noncompliance.” (Sipior et al, 2005).

Inadvertently, you now could be breaking the law by leaking sensitive information.  System

monitors fall into the same lot as keyboard loggers with the exception the intruder is now

capturing screen shots and every movement of the user.  Backdoors are the intruders favorite

because he can slip in and out of your machine as if he were sitting at your machine.  Essentially

the intruder has his own personal lab for staging many other types of production losing events.

The backdoor uses resources , bandwidth, and noncompliance issues.  The most prevalent form of

spyware are pop-ups, commonly known as adware.  These nasty little nuisances simply slow a

person down when trying to utilize the internet.  Multiple advertisements, varying in nature, fill

the screen keeping you from your initial pursuit of information.  When looking at these in

combination, one begins to see a pattern of production limiting events affecting the end-user.

Webroot, a company within the spyware mitigation industry, published a recent white

paper with some insightful metrics for determining the actual cost of the spyware epidemic.

• Tech support calls – cost per minute, multiplied by average number of minutes for spyware –
solution calls, multiplied by the number of such calls you experience 

• Workstation downtime for restoring the drive to a healthy state of (worst case) entirely
rebuilding the machine – non-productive labor hour cost plus lost transaction cost

• IT labor hours to perform workstation system repair removing the application, which can
require delicate manual extraction of code so as to avoid damage to necessary functions

• Employee training hours in tactics for avoiding unwanted applications and identifying clues to
its existence in their workstations performance

• Workstation slowdown – cost of transactions not completed based on the actual number of
transactions versus the number completed during normal operations

• Network bandwidth/resource consumption – cost of resource per transaction multiplied by the
number of unwanted transactions (“Building a business”, n.d.).

When one begins to look at the cost involved with spyware on the level of production, it is easy to
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see spyware is costing a company on the bottom line.

Reputation loss could become even more overwhelming than anything mentioned so far in

examining the affects of spyware on level of production.  Just imagine any one of the major SEC

regulated brokerage firms loosing millions of pieces of confidential information of their

customers.  The loss of confidence instilled within a companies business would be devastated.

The brokerage industry is built upon a foundation of trust.  The results of a newspaper headline

reading “XYZ  Brokerage Firm has recently found a security hole in which millions of customers

confidential records have been divulged”, would certainly cause a loss of production.  It is now

clear to see the spyware tools, cost of effects of those tools, and a loss of reputation all contribute

to the overall effect spyware has on production.  

How is this spyware infiltrating the network?  To answer this question I will first examine

the depth of the problem from a few sources and then dive into the nuts and bolts of how spyware

propagates.

Quoting a few resources is all that is needed to divulge the severity of the spyware

problem. 

• A recent IDC survey identified spyware as the fourth greatest threat to enterprise security.
(Gordan, 2005)

• An AOL/National Cyber Security Alliance (NCSA) Online Safety Study recently found that 80
percent of scanned computers actually had some form of spyware or adware present.

     (Gordan, 2005)
• In reality, it is not unusual to become infected with more than one type of spyware

or adware.  After surfing popular kid focused Web sites for one hour, Symantec found 359
pieces of adware left behind on a computer.  This February 2005 study detected 17 adware
threats and two spyware threats after browsing six sports sites.  Additionally, 64 pieces of
adware and two pieces of spyware were detected on five travel Web sites, and 23 instances of
adware and four instances of spyware were revealed on six gaming sites. 
(Gordan, 2005)

• Analyst firm Gartner Inc. estimates that more than 20 million people have installed
adware, spyware’s less harmful cousin.
(Gordan, 2005)
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I believe this is all that needs to be said on the fact that spyware has indeed left an enormous

footprint upon our computer-driven society. 

Now that we know we are infected how did we get the disease.  Spyware has excelled at

its craftiness in infiltrating our computers.  The easiest method found in the current literature from

IEEE journal by Wes Ames consolidates the severity progression quite nicely.  Cookies are simple

files that record log-in information about a users access to a particular web-site.  Cookies are not

necessarily a bad thing due to the fact they expedite your surfing experience.  The next visit to the

site is quicker due to the fact your personal information is already configured.  The problem

begins with associated cookies, which begin to share this information with member sites and

begin to log your communication between your computer and all the sites who have joined

together.  These member sites, in turn, form business deals with spyware (adware) companies

which buy real estate on the members website.  The spyware company tags the computer user

with a GUID when looking or updating this associated cookie.  Interestingly, the reference or real

estate on the members web page could be as small as a single pixel on the website the user has

viewed.  Information such as street address, email, username, etc., are gathered by these

advertising companies, usually to target their marketing to you in the form of a pop-up.  Typically

the user is totally unaware of any of the above proceedings, which in my book constitutes

invasion of my privacy.  Moving further down the spyware path, we find that by the same

methods mentioned above, the advertisers take the scenario a step further in actually installing

applications on the unaware users machine.  These applications begin sending pop-ups, whether

you are surfing or not.  It is a wonderful feeling to sit down and close thirty IE browser windows

before you even begin using the internet.  Another common practice for spyware is to simply slip

onto your machine when downloading certain utilities, shareware or programs from the internet.
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In essence, you ask for a program but receive much more.  Commonly the programs are embedded

within a DLL's (Dynamic Link Library) that the intruder can manipulate at a later date.  Kaza is

probably the most noted example within this arena.  Social engineering is another common

method spyware slips onto your machine.  Often when viewing a particular website, a legitimate

window displays stating the program is needed to view this website properly.  Unknowing to the

end user, they are simply downloading spyware.  On some occasions the EULA, that most every

person does not read, discloses the installation of this additional software. (Ames, 2004).  

Active web-content is the stealthiest of the tactics of installing spyware.  Java or ActiveX

installs the software unknowingly to the end-user from simply visiting the website, better known

as a “drive-by”.  I will state two examples of the another method which takes advantages of

security holes within IE browser.  Typically security holes are publicly available for any crafty

person to research explore and eventually exploit.  According to Tipping Point, a division of

3Com, CoolWebsearch and Keen Value, two popular spyware programs, use these security holes

to exploit and install browser redirectors or hijackers (Sequeira, n.d.).  The methods for installing

spyware are growing exponentially and are continually changing.  The methods I have listed will

be ancient history by the time the general public becomes aware.

The current level of mitigation will be our next topic of discussion.  Currently as security

conscience individuals, we are attacking the spyware plague in three areas:  Desktop removal,

User Education, and Legislation.

 Desktop removal primarily consist of pieces of software installed on the end-users

machine that when initiated will scan the machine.  The software looks for signatures that match a

database of known spyware.  The software then proceeds to delete the malicious code.  Some

software will take the solution a step further and inoculate the machine in an attempt to not
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become infected with that spyware in the future.  Some of the commonly known desktop anti-

spyware removal tools are listed below:

Microsoft Windows AntiSpyware (Beta) 
SpyBot S&D (freeware)
Ad-aware (free version available) 
Geek Superhero 
X-Cleaner (freeware) 
Spy Sweeper 
PestPatrol 
HiJack This (not a removal tool; excellent forensic tool)
StartUpList (detects programs running at Start-Up) 
Spy Subtract 
SpyRemover 
Keylogger Killer 
Who's Watching Me 
Personal AntiSpy 
Keylogger Hunter (freeware) 
KL Detector (freeware) 
Spy Detect 
BHODemon (scans for Browser Helper Objects that run when your browser is started) 
a2 Software 
Yahoo Anti-Spy Toolbar

I am sure there are many other tools not mentioned above that are attempting to mitigate

the spyware problem as well.  Personally I use Ad-Aware and SpyBot S&D on my home

computer.

The second approach becoming more and more prevalent in business today is simply to

educate the end-user.  As we will find out later the spyware manufactures are evading prosecution

simply because the end-user is permitting and authorizing the installation of the spyware.  Much

of the spyware in motion today will display dialog boxes reveling the installation of  the spyware.

However, the spyware manufactures are very clever in leading the unaware end user to installing

the unwanted software.  Many corporations and businesses are beginning to issue training to their

employees to warn them of the danger and how to avoid the deceptions of spyware. 
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 Below are some websites recommended by InternetJournal.com that may help you

become more educated on spyware:

http://www.spywareguide.com/
http://www.kephyr.com/spywarescanner/library/index.phtml 
http://www3.ca.com/securityadvisor/pest/search.aspx 
http://spybot.eon.net.au/en/index.html 
http://cexx.org/adware.htm (Inside Spyware, n.d.)

Legislation is another way in which the spyware conscience people of the world are trying

to wage war on the spyware epidemic.  Despite the good intentions of our lawmakers, spyware is

winning the battle.  In reference to this task, the ABA Journal quotes “The state of the law is utter

confusion," says Sharon Nelson, an attorney and president of Sensei Enterprises, a computer

forensics firm in Fairfax, Va.  "I know that here in Virginia, lawyers are very nervous."(Krause,

2005)

Before we delve too deeply into the shortcomings, let me state a few pieces of legislation

to date. 

Utah became the first state in the nation to pass an anti-spyware law on March 23, 2004.  The law
prohibits any party from installing or causing the installation of spyware on a computer and also
contains prohibitions on the use of context-based pop-ups that obscure underlying content. The
key to the law, not surprisingly, is the actual definition of spyware.  The two-page definition
focuses on the monitoring of computer usage; displaying advertisements, which are not clearly
branded; the use of content-based triggering mechanisms or third-party trademarks; and the
sufficiency of the notice and acceptance of the application through a license agreement.  The
sponsor of the bill, State Rep. Stephen H. Urquhart, defended the need to protect customers from
unfair business practices.(Urbach & Kibel, 2004)

Under the Internet Spyware (I-SPY) Prevention Act of 2004, individuals found guilty of using
spyware to steal private information with the purpose of misusing it or to compromise a
computer’s defenses could face up to two years behind bars.  Those using spyware to commit
other federal crimes face up to five years in prison, on top of their original sentences.  (Gordan,
2005)
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ISC2 Journal and the Intellectual Property & Technology Journal bring to the surface

many other bills and or laws that have been supported at the state and federal level.  The FTC has

also been a major constituent of legislation to enforce and protect the public from spyware.

Regardless of the desktop removal tools, education, and legislation spyware is still on the heavy

side when laid in the balance scales.

If we examine our current state of affair in dealing with spyware, certain weaknesses come

to the surface.  The Journal of Information Systems Management goes so far as to say “To date,

no anti-spyware utility can provide an impenetrable defense” (Sprior et al, 2005).

The desktop removal tools are reactive to the problem rather than proactive.  What I mean by this

statement is simply we catch the disease then cure the disease with our present method.  By this

time, we have already felt the affects of spyware on our level of production.  It would be much

more valuable to organizations to simply block spyware before it has ever infected our machines.

Our education efforts become vain when end-users are non-compliant with corporate policy and

continue to download file sharing programs like kaza, screensavers, comet cursor, and an entire

host of other freeware/spyware.  Many end-users are under the impression that the company is

blocking the spyware with a Firewall.  The end-users are unaware the limitations of the firewall

and their current level of access to deal with the spyware issue.  Currently firewalls deal with

transport and network layers of the OSI model, whereas sypware is infiltrating our borders at the

application layer.  As far as legislation, out of dozens of cases, spyware manufactures have been

given little more than a slap on the risk.  In reviewing the material for this study, I ran across an

interesting website by Benjamin Edelman, a Ph. D candidate of Harvard University and noted

speaker throughout the internet community.  Edelman brings to light the other driving factor in
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the spyware community, money.  Plain and simple the adware and spyware companies make big

money. Edelman makes reference of Dell using this method of advertising.  I told you above it is

quite comical that Dell reports there recent rise in tech support calls.  This is an interesting

website to say the least.  One other interesting observation were Edelman's reference to

Microsofts's interest in Claria, formerly known as Gator.  If you remember IEEE reported above

50% of all Windows failures came from this type of software.  It is quite comical Microsoft is

interested in getting into this type of business.  Edelman states “Meanwhile, Microsoft's Anti-

Spyware offering now recommends that users "ignore" Claria's presence on their pc's.”(Endelman,

2005).  As long as spyware is generating money, we can expect a growing annoyance of its

presence, as well as the adware attracting all the brightest hacker talent.  I speculate this to be a

much larger epidemic than viruses from the simple fact viruses did not pay hackers anything,

where as adware companies will pay big dollars for brilliant minds.  I expect the market to grow

in the number of spyware software we are faced with, as well as in the products trying to alleviate

the spyware software.

Now that we know this information we are left with the question , where is spyware

mitigation heading?   “In a recent Information Security survey, 87.5 percent of respondents said

that controlling spyware was their top priority for 2005.”(Skoudis, 2005)

According to Blue Coat, a leading manufacture of spyware mitigation products 

“Organizations should expect the worlds of spyware and viruses, worms, and trojans to merge in
the near future – both from those who develop threats, and those who create technology to defend
against these threats.  AV vendors will incorporate spyware scanning and removal into their
desktop scanners, but the reactive nature of these solutions will require organizations to continue
a “defense-in-depth” strategy, involving preventative gateway solutions.” (2004)
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The Journal of Information Systems believes

“By the end of 2005, firewall, anti-virus protection, and behavior-based protection will be
available in one integrated software package.”(Sprior et al, 2004)

As we can see three different areas emerging from the following excerpts; defense-in-

depth, gateway-level solutions, behavior-based or behavioral heuristics.

Defense-in-depth is already beginning to happen with organizations utilizing multiple

desktop removal tools, policy changes within the browser settings ( such as locking down active

web content), Installing Microsoft XP SP2 ( blocks pop-ups- stricter web restrictions), and

installing personal firewall software on desktops (prohibits outbound communication to spyware).

All of these methods are assisting in control, however they are an administrative nightmare to

update.

Gateway-level solutions are beginning to show at the enterprise level.  Hardware products

that focus on all traffic passing into the network.  These products will use multiple methods  from

signature matching to behavioral heuristics.  Information Security magazine has a great article in

this month's issue concerning the methodology in mitigating spyware.  The article does not talk

about additional hardware, however the article does explain combinations of methods that are

taking place at the enterprise level being centrally administered rather than administering at the

desktop-level.  DNS black holes which lead users to internal web pages when trying to visit

commonly known spyware sites.  The article shows great insight into leveraging Active Directory

restricted zones.  The deployment of running dual web-browsers such as IE for intranet and

Firefox for general surfing of the web.  Firefox is not as subject to attack, as of now, as IE

browser.  The article also suggest the use of start-up scripts to monitor what gets loaded on the



Spyware 14

boot-up of your desktops.  Developing an outbound web proxy to monitor for suspicious traffic.  

(Skoudis, 2005).  All of these methods make for great tools to mitigate spyware and to implement

security-in-depth solutions.

Many of the practices above will be implemented along side of what I truly feel is the next

level of spyware mitigation; behavioral heuristics.  Behavioral heuristics takes a unique approach

in the fact constant updates are not required.  The products we will discuss in the next section will

include many of the methods above used in a gateway level product, but only a few will take

advantage of behavioral heuristics.  Behavioral heuristics is best explained by  Sana Security

white paper “preventing malicious spyware at the enterprise level”.  I will attempt to paraphrase

and explain the technique as best as I can.  If we simply look at the running characteristics of a

piece of spyware such as: keylogging, also used by legitimate software such as IM's, running in

background with no visible window,  having no entries in the Add Remove programs within the

control panel, and no signature from a reputable entity.  Upon evaluating all of the criteria, it is

reasonable to believe if a program meets all of these characteristics, then it is spyware.

(Preventing malicious, 2005).  Other characteristics can be identified in the settings as well, but I

think this gives us the general idea of Behavioral heuristics.  Basically by tweaking the

characteristics every now and again, we can begin to become proactive in mitigating spyware.

Behavioral heuristics is the most unique method by far that I came across within this quest for the

next level.

What products are available at this next level?  In referring to the next level, I am

suggesting gateway solutions signature based as well as heuristics based.  Webroot, an anti-

spyware solutions company, explains:

“An enterprise-level anti-spyware solution provides a thorough solution that initially disinfects
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your enterprise and then pro-actively defends it against re-infection.  A corporate strategy to
protect your operations from spyware and other unwanted software will begin with the complete
removal of existing spyware programs and then ensure ongoing defense against the installation of
new applications beyond the often inadequate defenses at the network gateway, with centrally
controlled desktop protection.”

The following products or companies are examples of the next level of spyware mitigation:

Webroot Spy Sweeper Enterprise

• Comprehensive, corporate-wide detection and elimination of spyware and adware
• Automated deployment of spyware definitions and software updates
• Options to schedule group-based and company-wide spyware sweeps
• Ability to create and enforce customized protection policies
• Customizable, detailed reports and summaries on malicious threats
• Advanced support for remote and laptop users while outside the corporate network

Webroot does not provide behavioral heuristics, but the software does help ease the

administrative burden of updating all machines

Blue Coat Proxy SG

• Gateway-level signature scanning
• Web proxy url filtering
• Permit/deny statements
• Blocks spyware communication originating from inside network, detects current infections

Blue coat does not use behavioral heuristics nor does the product disinfect the machines currently

loaded with the software.  The product does provide for a semi-centrally administered system and

examines traffic at the gateway

R3000 Enterprise Filter and Enterprise Reporter 

• URL Filtering
• Monitors outgoing and incoming traffic for known spyware communications
• Upon detection sends block page to initiating computer and a TCP reset to the site to cancel

request
• Use same process from entering the network

8e6 provides a gateway-level solution,however it does not provide for spyware removal nor does
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it implement behavioral heuristics.(Forsite Group, 2005).

Tipping Point IPS

• Blocking installation on new or freshly installed systems
• Blocking pop-up windows and information transfers on infected systems
• Continuously updating spyware coverage through Digital Vaccine release

Tipping Point provides gateway-level solutions with no anti-spyware removal tool.  Updates are

on a weekly basis, which is nice, but they still do not provide any type of behavioral heuristic

approach.  The software does block communication from inside to outside spyware servers.

(Sequeira, n.d.)

Esafe Gateway

• Spyware download blocking
• Spyware ID blocking
• Spyware signature blocking
This layer uses a combination of traditional virus-style signature database with smart,
heuristic technologies provided by the Proactive Security Engine.
• Spyware communications blocking (The Spyware Epidemic, 2004).

eSafe uses a combination of the signature blocking as well as the heuristic approach which truly

gives the device the next level of support.  The behavioral heuristics provide a level of protection

in between updates.  The product does not remove existing spyware however it does provide for

automatic updates. 

Primary Response by Sana Security

• Deep packet inspection behavioral heuristics
• Signature blocking for simple cases

Primary response relies heavily on the characteristics and behavioral heuristics approach.  No

spyware removal tool available.
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In conclusion of this study, we have looked at and answered several questions.  My wish is

for this paper to open the eyes of the computing community to spyware and the next level of

defense.  Exploring how we currently mitigate spyware and evaluating its weaknesses has allowed

me the opportunity to ask the question where is spyware mitigation heading.  I hope through the

gathering of resources and explanations, one would be able to explore this next level and evaluate

the onslaught of new products for application layer filtering and spyware mitigation.
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