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Abstract

With the ever expanding use of the internet, and the availability of always on, high
speed internet at the home, the threat of malware has never been greater. In the past
viruses were passed from user to user through storage media, or as attachments to
email. But today malicious software, or malware, is potentially on any website, or
embedded in many files that appear harmless. In most instances, antivirus software or
spyware removal software will detect the malware and protect the computer from
infection, but not always. This paper examines the response needed when your
computer is infected with malware, the effect of malware programs and how to
determine the changes to an operating system. My research shows the different
programs available to analyze malware and determine the effects of malware. This
includes the methodology that should be used when analyzing malware, and will take
the reader step by step through the process of responding to a malware infection,
establishing a controlled environment, infecting a PC with malware and analyzing the
results. This includes how to establish a baseline of the victim machine you intend to
infect with the malware, and monitor pre-infection network traffic to isolate it from the
malware inspired traffic. I discuss the process of examining the malware during your
response to an infection, isolating the malware for future analysis in a lab, infecting a lab
PC with the malware and monitoring the changes to the file system, registry,
executables, open ports, and network traffic. This information is then compared with the
baseline status to determine the effects of the malware on the operating system. The
network traffic is also analyzed to identify any suspicious traffic, and possible remote
sites the malware is attempting to communicate with. All the software used for this
paper is free, and all sources of the software will be identified.

Malware Response and Analysis 3

Malware Response and Analysis
The internet and computers have changed the way we live, work, and play. Almost
everything we do is somehow affected by a computer or the internet and criminals have
taken advantage of our reliance on computers and the internet. By writing malicious
software to attack our computers via the internet and compromise our security the
criminals have threatened our personal computers, data, and even the use of the
internet. Malicious software or Malware is a generic term for any software that attempts
to damage or control your computer without your consent. Because there are so many
different types of Malware today, the traditional terms virus, worm, etc, are now all
referred to as Malware.
Baskin (2006) describes it as:
Part of the reason for lumping different classes of malware together under one
heading is that many recent malware crossed the line or merged components of
viruses, worms, and Trojans, making them hard to classify under any single
label. The bottom line is that malware refers to software that is designed to harm
or disrupt your computer in some way (p. 4)
The threat continues to grow every day and no single anti-virus program or malicious
software removal program is going to adequately protect your computer. According to
Microsoft’s Braverman (2006) “The Malicious Software Removal Tool has removed 16
million instances of malicious software from 5.7 million unique Windows computers over
the past 15 months. On average, the tool removes at least one instance of malware
from every 311 computers it runs on”(p. 3) Because of this growing threat, every system
administrator and “power” user needs to know how to respond when Malware makes
into your network and computer. Many times a piece of Malware will not be detected by
your anti-virus software or malicious software removal tool and install itself on a
computer you are responsible for. Although not detected by your anti-virus, other
security appliances such as your intrusion detection system or firewall may alter you to
the presence of the Malware. Whatever the situation, when you believe a computer has
been infected with Malware, you need to know how to respond and analyze the
situation.
So what should your first steps be after you learn of a malware infection? You could
always wipe the entire system and restore a clean image, but what if there is important
information and data on the system that needs to be preserved, and like always hasn’t
been backed up properly. Also, you need to know what the malware has done to the
system, and if any of the files you need to save are infected by the malware.
Do you plan to report the incident to law enforcement? You should! With this in mind,
there are very important points to remember when dealing with potential evidence of a
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crime. First, you must document everything you do. The traditional law enforcement
response when dealing with a crime that involves a computer is to remove the power
from the computer and preserve the evidence on the physical hard drives. This makes
perfect sense when dealing with crimes such as child pornography, or counterfeit
money where the evidence resides on the physical hard drive. But, when dealing with
malware infection, or a computer intrusion there is a tradeoff between preserving the
physical evidence and the chain of custody, versus collecting evidence residing in
volatile RAM and capturing running processes, users, etc. For the purposes of this
paper, we are responding as system administrators with the intent to notify law
enforcement as soon as possible. With that in mind, our first priority is the protection of
our network and computer systems, and we will do everything possible to preserve
evidence. You must document everything you do, and provide a copy of the
documentation to law enforcement. It cannot be stated enough, document, document,
document!
Assumptions
1. We assume that the malware is a Win32 based binary on an Intel x86 system
that was an attachment to an email message.
2. The machine on which the malware is executed is referred to as the “infected
host”
3. The machine used for live response and as a sniffer in the lab is referred to as
the “investigative laptop”
Tools
I have tried to use only tools that are free and readily available to system administrators.
Whenever a tool is mentioned for the first time, a source will be included in the paper.
Appendix A also provides a list of all tools and sources.
Methodology
1.
2.
3.
4.
5.
6.
7.
8.

Live Analysis CDs
Creating Investigative Laptop
Incident Response and Live Analysis
Creating Controlled Lab
Baseline Lab
Information Collection
Analysis
Documentation and Reporting

Malware Response and Analysis 5

Live analysis CDs
When responding to a malware incident, you have to assume the infected host is a
worst case scenario, and the attacker’s program has used DLL injection, hooks, and
other methods to ensure that their code will execute only in memory. Because of this,
we must create live analysis CDs to capture the volatile memory and examine the
running processes on the infected host. These CDs should not be confused with boot
CDs such as Knoppix. A boot CD is one you can use to boot an infected machine into
an operating system controlled by the administrator. A live analysis CD simply contains
tools that will run within the operating system of the infected host while it is still running
to gather information about the state of the system and contents of the volatile memory.
For the purposes of this paper, we will create our own live analysis CDs, and we will use
the free live analysis CD, “Helix” (http://www.e-fense.com/helix/index.php). The
advantage of Helix is that it is both a live analysis CD and a Boot CD. I use Helix as a
live analysis CD for the live memory capture as you will see later.
It is important to include a known good copy of all DLLs for the operating system you
will be examining on your live analysis CD. This is because it is possible that malware
can corrupt the DLLs on the infected host, or replace commonly used DLLs with
malicious copies. This is done to help the attacker hide their presence on the victim
host. Placing the known good copies of DLLs on your CD will not guarantee that your
tools will not utilize the victim host DLLs; it will help eliminate activity on the infected
host. Different operating systems such as Windows 2000 are very predictable and will
call DLLs located in the current directory, but others such as Windows XP will
sometimes only look in predefined system locations. This is why it is so important to
document your activities. The basic steps for creating a live analysis CD are as follows:
1.
2.
3.
4.
5.

Install a fresh copy of the desired operating system on a clean computer
Install all updates and patches on the system
Copy the DLLs from the system to a CD
Copy your tools to the CD
Verify the CD

For this paper we will use Windows XP operating system. We will not cover installing
the operating system and updates since this is well within the capabilities of a system
administrator. The DLLs are located within the %SystemRoot%\System32 folder.
Search for *.dll files within the folder and then copy all the files to a temp folder. You
can then add all these files to the CD.
There are numerous tools you can include on your live analysis CD, and you will
constantly be adding new tools to your CD as they are released. I recommend the
following tools as a minimum:
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Tool

Source

1. Netstat.exe
install)
2. Tasklist.exe
3. Cmd.exe
4. Whoami.exe
5. Fport
6. Windows Sysinternals
a. Pstools
i. Psfile
ii. Psloggedon
iii. Pslist
iv. Psinfo
b. Process Explorer
c. Process Monitor
d. Logonsessions
e. Autoruns

%SystemRoot%\System32 folder (fresh
%SystemRoot%\System32 folder (fresh install)
%SystemRoot%\System32 folder (fresh install)
www.windows.com
www.foundstone.com
www.sysinternals.com

The use of these tools will be covered in the Incident Response Section of the paper.
Investigative Laptop
It is necessary for every system administrator to have an investigative laptop for use as
a network monitor during incident response. The laptop should be a clean install of any
operating system you chose, just be sure to practice and verify the results of your
monitoring prior to using the laptop during an incident. In addition to the laptop, you will
also need a true layer-1 hub and a couple patch cables. Be sure the hub is a true layer1 hub, because many network devices sold as hubs are actually layer-2 switches.
Installed on the laptop you need a sniffer of your choice. I recommend Wireshark
(http://www.wireshark.org/) or tcpdump (http://www.tcpdump.org/) but any sniffer can be
used. Another good program to have installed on the laptop is Foundstone’s Superscan
(www.foundstone.com).
Incident Response and Live Analysis
So you are sitting in your office and get a call from the manager who says his computer
has started acting strange after he opened an email attachment. This is a good
scenario for the paper because as Logan (2003) states, “Disaster by malware is most
often found to have email as the locus of infection with 86% of all malware traced to
email attachments” (p. 3). Your first step should be to document the time and date of the
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call. Then take your laptop, hub, patch cables, and live analysis CDs to the manager’s
office.
When you arrive at the office, you need to take a picture of the computer and computer
screen, and document what programs are visibly running on the computer. You want to
try and minimize the amount of interaction you have with the computer, and again be
sure to document the steps you take. You should interview the manager and ask if he
deleted the email and attachment, and what caused him to call you. For the purposes
of this paper, we assume the manager did not delete the email message, so the
attachment will be available for lab analysis at a later time.
Helix
The first step in the live analysis is to capture an image of volatile RAM memory, and I
use the Helix CD for this. If the Helix live response CD does not start after you place it
in the CD drive, you have to open My Computer and double click the CD Rom icon.
When Helix live response starts you will be greeted with Warning Banner, and have to
manually click Accept to proceed. As we previously discussed, there are risks
associated with live analysis, but we have decided they are worth the risk, so click
accept.
Figure 1. Helix Warning Banner
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Next you have to either attach a local storage device, or have a network drive
established to write your image file too. I prefer to write the image to a network drive,
and that is what I have done in this example.
Figure 2. Helix live acquisition.

Next I capture the system information from Helix, which provides the user information, if
they are an administrator, network information, physical drive information and memory
size.
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Figure 3. Helix System Information

Page 2 of the System Information also provides a list of all running processes. This is a
good compliment to Sysinternals PsList. A screen shot of the Helix running processes
is below. It is a good idea to write down the information given for later comparison to
running process in the lab environment. Helix also has a built in screen capture
program, and you can save the files to an external storage device, network drive, or
floppy disk.
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Figure 4. Helix System Information Page 2

On page 2 of the Incident Response Icon within Helix, is the Sysinternals program,
Rootkit Revealer. This is an advanced root kit detection utility. I chose to run this, but it
is optional. Again, you have to choose how much interaction to have with the computer,
versus the preservation of evidence. Below is the warning you will receive from Helix
prior to running the Rootkit Revealer.
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Figure 5. Helix Warning

One great feature of Helix is the automated logging feature. Even if you forget to save
the log file manually, when you attempt to close Helix, it will ask you if you want to save
the log file. I prefer to save the file to a floppy disk, but if you have external storage that
is ok also. Below is the pdf log file created by Helix.
Figure 6. Helix Report

Helix Version: 1.8.0.1
Helix Started on: 11/03/2007 at 13:57:50
==================================================================
=========
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----------------- SYSTEM INFORMATION ----------------------Operating System:
Operating System Version: 6.0.6000
User Information:
Owner: tom
Organization:
Admin: No
Admin Rights: Yes
Network Information:
Host: TOM-PC
User: tom
IP: 10.10.10.110
NIC: 005056c00001
Domain: WORKGROUP
Detected Drives:
C:\ (Logical drive)
D:\ (CD/DVD-ROM drive)
-----------------------------------------------------------Information was found on the clipboard:
13:58:33 - Helix displayed the Live Acquisition page.
14:57:52 - Helix displayed the Live Acquisition page 2.
14:57:55 - Helix displayed the System Information page.
14:58:00 - Helix displayed the Live Acquisition page.
14:58:10 - Helix displayed the System Information page.
14:58:47 - Helix displayed the Live Acquisition page.
14:58:53 - Helix displayed the Incident Response page 1.
14:58:55 - Helix displayed the System Information page.
15:03:52 - Helix displayed the Live Acquisition page.
15:03:58 - Helix displayed the System Information page 2.
15:06:03 - Helix displayed the Live Acquisition page.
15:06:06 - Helix displayed the Incident Response page 1.
15:06:13 - Helix displayed the Live Acquisition page.
15:06:22 - Helix displayed the Live Acquisition page 2.
15:06:23 - Helix displayed the Live Acquisition page.
15:06:24 - Helix displayed the Live Acquisition page 2.
15:06:51 - Helix displayed the Incident Response page 1.
15:07:24 - Helix displayed the Incident Response page 2.
15:08:24 - Helix displayed the Incident Response page 3.
15:08:30 - Helix displayed the Incident Response page 2.
15:12:20 - The RootKit Revealer was executed successfully.
15:20:13 - Helix displayed the Documentation page.
15:20:14 - Helix displayed the Browse Contents page.
15:20:18 - Helix displayed the Scan for Pictures page.
15:20:21 - Helix displayed the Investigative Notes page.
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15:20:23 - Helix displayed the Live Acquisition page.
15:20:25 - Helix displayed the System Information page.
15:20:35 - Helix displayed the Incident Response page 1.
15:20:55 - Helix displayed the Incident Response page 2.
15:20:58 - Helix displayed the Incident Response page 3.
###################### INVESTIGATIVE NOTES
################################
Investigator:
Case Number:
Agency:
######################################################################
#####
==================================================================
=========
Helix Stopped on: 11/03/2007 at 15:21:08

One thing you might notice, there is no reference to the system information being
acquired or executed. This is because the information is captured at the time Helix is
started and imported after you chose Accept at the warning banner.
Live Analysis CDs
Next we will move on to our own live analysis CDs that we created earlier. The first
program I run is the trusted copy of cmd.exe (D:\cmd.exe) to bring up a command
prompt.
Before moving on to executing our tools, we need to discuss the output and how to
store the results. Obviously we do not want to store the results on the local hard drive,
so we have to save them somewhere else. Some people in law enforcement prefer to
take a picture of the screen with a high quality digital camera to capture the output.
While this is good for maintaining the state of the infected host, it limits you during your
analysis. I prefer to write the output to a file on a previously wiped and formatted floppy
disk utilizing the redirect of append operators (> and >> respectively). Another option is
to use a USB thumb drive in place of the live analysis CD and the floppy disk. You can
have the tools write their output back to their own location (the thumb drive). This is an
acceptable practice, but using the USB thumb drive is much more intrusive to the
infected host. Therefore, I use the live analysis CD and floppy disk. But, I do carry a
USB thumb drive with all my tools just in case the infected host does not have a floppy
disk. It is always a good idea to have more than one option when responding to an
incident. Now we will go over the use of the specific tools at the scene.
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Whoami
The first tool I run is my trusted copy of whoami.exe (D:\whoami /all). This command
shows the currently logged-on user as well as the groups to which the user account
belongs. This can be useful to see if a user account has increased privileges. To
output this information to the floppy disk use, D:\whoami /all >> A:\whoami-output.txt
Figure 7. Whoami Output

Netstat
Next I use the D:\netstat –ano command. Netstat comes installed on all modern
versions of Windows and displays information about network ports in use by a particular
computer. The –ano switch allows you to see (-a) all TCP and UDP connections
including active connections and ports that are currently open by the system, (-n)
displays the results in numeric format for IP addresses and ports, and the (-o) shows
the process identifier (PID) of the process that is bound to a listening port or that is
using an established connection. This is useful information for the administrator
because they should recognize potential rogue services. Below is the output from a
D:\netstat –ano.
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Figure 8. Netstat –ano Output

Tasklist
Tasklist is a Windows utility that shows all the applications and services with their
process ID (PID) running on a local machine. The PID information can be used to
provide a correlation with our output from netstat –ano, and determine which open
connections are being used which PID and which program. Like Netstat, Tasklist also
has a few helpful switches. Tasklist /v will provide verbose output, and tell us
information about security context of the running process. Tasklist /svc will indicate
which running process are services.
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Figure 9. Tasklist /svc Output

PsFile
This first of the Sysinternals utilities that we will use is PsFile. PsFile will show you a list
of files that are open remotely. This can be very useful to determine if information is
being stolen from the computer. This is similar to the net file command within windows,
but PsFile provides the full path to the file that is being accessed remotely, the user
account, and the type of access.
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Figure 10. PsFile Output

PsLoggedOn
PsLoggedon is another Sysinternals utility that will show which users are logged on to a
system and whether they are logged on locally or remotely. This can be useful to
determine which user accounts are compromised and help focus future log analysis.
Figure 11. PsLoggedon Output

.
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PsList
The PsList tool is similar to tasklist and shows the processes currently running on the
system. But PsList also provides the elapsed time and priority of the process. The –t
switch shows the tree view and the relationships between the running processes. A
sample is shown below.
Figure 12. PsList Output
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PsInfo
PsInfo provides basic system information similar to the Helix system information.
Figure 13. PsInfo Output

Process Explorer
Process Explorer is a new utility by Sysinternals and includes a nice GUI interface for
viewing the same information as PsList, Tasklist, PsInfo, and listDLLs. The interface
provides a split screen view and when a process in the top pain is selected; all the DLLs
and Registry entries are shown in the bottom pain. This is a very useful program when
looking for rogue programs or to determine if a program name has been changed to
conceal its activity.
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Figure 14. Process Explorer Output

Process Monitor
Another new utility from Sysinternals is Process Monitor, which combines the features
of Sysinternals Filemon and Regmon. Process Monitor allows real time monitoring of
the file system, registry, and process / thread activity. The advantage of Process
Monitor is if you want to observe the victim host for a period of time to watch for
changes to the file system and registry. I don’t normally run Process Monitor during a
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response and initial triage of a situation, but it can be very useful during the lab analysis
stage.
Figure 15. Process Monitor Output

Logonsessions
A rather useful utility as it will show you all current active logon sessions and the
processes that are running under each logon user.
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Figure 16. Logonsessions Output

Autoruns
The final tool we will use during live analysis is the Sysinternals utility, Autoruns. This
tool shows you what programs are configured to run during system boot up or login, and
shows you the entries in the order Windows processes them. These programs include
ones in your startup folder, Run, Run Once, and other Registry keys. This information is
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very useful to determine if the Malware has placed a program or call to run at start up.
You can see from the screen capture below that Autoruns is very user friendly, and it
breaks down the different programs in numerous categories.
Figure 17. Autoruns Output

Network Monitoring
The last step in incident response and live analysis is to monitor the network traffic on
the infected host. This is accomplished by using the investigative laptop we discussed
earlier. The laptop should be connected to the layer-1 hub, and then the network cable
is disconnected from the infected host. The network cable and infected host should
then both be connected to the hub. A network diagram is shown below.
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Figure 18. Network Diagram

By monitoring the traffic into and out of the infected host you can determine which IP
addresses are communicating with the infected host, the ports that are being utilized,
and possibly the content of the traffic. If during the network monitoring you discover
inbound connections on a port that was not shown by netstat, then there is a very good
chance that a rootkit has established a hidden back door on the system.
Although this process will be repeated in the controlled lab environment, the network
monitoring will give you valuable information about what the malware is attempting to do
with the infected host.
Wireshark
Wireshark is a free network monitor or sniffer that will enable you to see all the traffic
coming across the layer-1 hub. There are many options when running Wireshark, but I
recommend the following; do not monitor the traffic in real time for longer than a minute
or two. If there is a lot of network traffic, the program will freeze as it tries to view the
traffic and save it to a file. I recommend you choose to save the file and not monitor in
real time. You can then open the saved file within Wireshark to view the traffic. Below
is a screen shot of Wireshark and you can see it reports the source and destination IP
addresses and the protocol being used, and some information about the traffic in the
upper panel. The middle panel provides detailed information such as port numbers,
size of the packer and header length. In the bottom panel you can view the actual traffic
in hex format. Taking out the header length, you are able to see what is being sent in
and out of the infected host. As you can see, this can be extremely valuable information
in your response.
There are numerous tools available to analyze the captured data including
Snort(www.snort.org ), and SGUIL(http://sguil.sourceforge.net/ ). For the purposes of
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this paper Wireshark will provide enough analysis of the data captured, so I will not
provide explanations of the other tools.
Figure 19. Wireshark Output

SuperScan
Another useful tool to run during you network monitoring is SuperScan
(www.foundstone.com) by Foundstone. Superscan is a port scanner and can tell you
which ports are open on your infected host. If the results of the external port scan by
Superscan are different than the internal port scan by netstat that is a good indicator
that the malware is hiding its presence and the malware may have corrupted the kernel.
If you discover a suspect port and traffic by analyzing your results from Superscan and
Wireshark, you can then search the rest of your intranet to see if other machines also
have the same listening port. This is valuable information in determining if other
machines on your network are also infected with the malware. The screen shot below
shows the results of SuperScan.
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Figure 20. SuperScan Output

Nmap
Another very useful tool that many system administrator will be familiar with in Nmap
(http://insecure.org/nmap/). Nmap is a very powerful port scanner and can be used in
place of Superscan. For the purposes of this paper I choice to use Superscan because
of its simplicity, but Nmap can also be used.
After you complete your Superscan and have saved the results to the investigative
laptop, it is time to disconnect your infected host from the network and shut down the
computer. If you choose to leave the infected host running and connected to your
network to gather further evidence, it is important that you discuss this with
management and corporate counsel before proceeding.
Physical Image of Hard Drive
Once the infected host is shutdown you need to complete an image of the physical hard
drive from the infected host. If you notified law enforcement, they are going to want to
do this. I recommend you allow them to make the physical image with the agreement
that will provide you a copy of the image. If you choose to make the physical image
yourself, be sure to use a forensically sound imager, such as FTK Imager
(www.accessdata.com), or linux DD. Both tools come free with Helix. If you use
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another tool, you have to ensure you get a bit for bit copy of the drive and not a logical
image. If you use a Windows tool be sure to use a write blocker, and within Linux
ensure the drive does not mount at start up. Knoppix and Helix both boot all devices as
read only, so I recommend using a Boot CD from Helix.
The reason for creating a physical image of the infected host hard drive is to isolate and
save the malware binary. This can be accomplished 2 different ways, either restore the
physical image to another hard drive, or use the CERT-CC tool Live View
(http://liveview.sourceforge.net/) which allows you to boot an image. Once you have
access to the restored image, you need to make a copy of the malware binary that was
sent as an attachment to an email. I recommend you save this file to a floppy disk, or
CD-Rom depending on the size. You will need this file for the lab analysis.
Creating a Controlled Laboratory
The term laboratory is used very loosely in this paper. A better term may be
environment, in that my laboratory is just 2 computers connected to a hub and possible
router that is not connected to anything else. In this environment you are able to control
what happens, and start from a baseline. The baseline allows you to observe any
changes that are made to the infected host as a result of the malware infection. The
controlled environment also allows you to monitor all attempted communications by the
infected host.
To create the controlled environment you need two computers. One for hosting the
malware and one for monitoring the network traffic, before, during, and after the other
computer is infected with the malware. The two computers should be networked
together via a layer-1 hub and not connected from any other network. Fresh operating
systems need to be installed on the 2 computers. For the infected host, you need to
install the same operating system that was installed on the infected host during your
incident response. The other computer, investigative laptop, can have any operating
system of your choice. For this paper I used Windows 2000 since I know all my tools
work with the operating system. All of the tools need to be installed on the Investigative
Laptop, and some system monitoring tools will be installed on the infected host to create
a baseline and record changes as the malware is executed.
The following tools need to be installed on the infected host.
1. To monitor any changes in the file system
a. Filemon
b. Process Monitor
2. To monitor changes to the Registry
a. Regmon
b. Process Monitor
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3. To monitor Running Processes
a. PsList
b. Process Explorer
4. To monitor open ports
a. Fport
The following tools need to be installed on the investigative laptop.
1. Wireshark (To monitor network traffic)
2. Superscan (To scan for open ports on infected host)
3. Nmap (Second port scanner)
Baseline
Now that your controlled environment is established we are ready to create our baseline
of the infected host. It is very important that a complete and accurate baseline is
conducted because the information gathered here will be used to determine what
affects the malware had on the system and network traffic. This process is very similar
to what we will do during our analysis of the malware, so it will serve as good practice.
At this point I make a physical image of the infected host for future use. This way if you
want to run the binary again, you do not have to restore the system step by step. You
can just restore the image and be ready to do. According to Sanabria (2007), “A prebuilt image is recommended, and should be as stripped-down and basic as possible,
only adding software and/or services after a baseline has been completed with a bare
system. The primary purpose of “The Victim” is to study malware behavior while it is
running” (p. 19).

Network Traffic
The first step in the baseline is to monitor network traffic and record the normal traffic in
the network. To accomplish this run wireshark and capture a good 5 minutes of traffic
to a file on your investigative laptop. I called the file baseline traffic.txt.
Port Scan
The next step in establishing a baseline is to perform an external port scan of the
infected host. Again I chose to use Superscan, but Nmap could also be used. The
baseline port scan is very important, because after executing the malware, any new
ports that are open can be attributed to the malware. Be sure to save the Superscan
results to your investigative laptop.
File System
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The Sysinternals utility Filemon or Process Monitor will be used to baseline the file
system of the infected host. I choice to run both Filemon and Process Monitor, and
saved the results to a local directory on the infected host, C:\Baseline.
Registry
Again we use utilities by Sysinternals, Regmon and Process Monitor. You do not need
to run the Process Monitor again if you used it for the file system baseline. But you
need to run Regmon and save the results to the Basline folder.
Running Processes
PsList and Process Explorer are used to baseline the running processes of the infected
host. Again save the results to the Baseline folder for future use.
Autoruns
Autoruns is another Sysinternals tool that is used to baseline the infected host and see
what programs are set to autorun at startup. It is important to capture this information
so you can analyze the programs set to run at start up after the infection and determine
which programs were as a result of the malware.
Monitor Open Ports
I chose to use Fport rather than Netstat and Tasklist. It is just easier than running both
Netstat and Tasklist than reconciling the PIDs to see what process is using which port.
Fport does this automatically.
Information Collection
Now that the baseline is complete, we are ready to execute the malware on the infected
host and collect as much information as possible for analysis. Since this is the only time
we will actually use the malware binary, it is important that we have all our tools
operating and capturing the data. Once we execute the malware, we cannot go back,
so be sure you take your time. If you forget to start filemon, or some other tool, you will
miss the changes as they occur and might miss a very important change made to the
system by the malware.
First start Wireshark and Superscan on the investigative laptop. Wireshark can be
started as normal and save the date to a local file on the investigative laptop.
Superscan can be opened, but you do not want to start it until after the malware is
executed. I run Superscan twice, once immediately after the malware is executed and a
second time after the first run is complete. Be sure to save the first run of Superscan
before running it again or you will lose the data.
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Now start Filemon, Regmon, Process Monitor, and Process Explorer on the infected
host. They will continue to run and log data until you stop them. Then you can save the
data to a local folder, C:\Collection.
You are now ready to run the malware binary. Put the CD or Floppy disk in the system,
and execute the binary. Once you execute the binary you need to run PsList and Fport,
and remember to start Superscan on the investigative laptop. You can also run
Autoruns at this time and save the data to the local Collection Folder.
After you have run Superscan the second time, I recommend you go back and run Fport
and PsList again. Be sure to save the first run data. Now you can stop Filemon,
Regmon, Process Monitor and Process Explorer, and save the data to the local folder
C:\Collection. You can also stop Wireshark on the investigative laptop and save the file
to the investigative laptop.
We have now completed the information collection. Now you need to copy your
Collection folder and Baseline folder to removal media for analysis.
Analysis
This is where the rubber meets the road in Malware analysis. It can be a bit tedious at
times, but don’t rush and overlook something. A small change in the registry recorded
by Regmon or Process Monitor can be a major change to the system.
I will not walk you through every piece of the analysis because I think it is over kill, but
you need to compare your results from every tool both before and after the infection.
Some of the important areas to focus on are startup (Autoruns), running processes
(PsList, Process Explorer), file changes recorded by Filemon, the external and internal
port scan (Supercan, Netstat, Fport), and the network monitor (wireshark).
The startup is important because there are only a limited number of ways that a
program can restart automatically when a computer reboots, and the malware has to
use one of them. Therefore the Autoruns results should give you a very good idea of
how the malware hides itself within the computer and when it executes at startup.
The running processes results from PsList or Process Explorer is another good area for
analysis of the malware. A lot of modern Malware tries to hide itself on the computer by
naming itself with the name of normal operating system file, so when you open the task
master you see iexplore.exe and explore.exe. How do you know which is a malware, if
any? The running processes changes from the baseline will show you.
As Zeltser found (2005), “Malware may create temporary files as it executes, and delete
them before the program exists.” (p. 9). Therefore, the Filemon results are important to
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capture those file names. You can then search other computers for the files to see if
they are infected with the malware.
With Malware, the attacker wants to be able to communicate with the Malware after it is
installed on the victim’s computer. Therefore the malware will attempt to communicate
with another computer after it is installed, and the port scans and Wireshark will show
you how the Malware is attempting to communicate. You should be able to tell which
ports the Malware has opened on the infected host, and what IP addresses it is trying to
communicate with.
Documentation
The documentation needs of each administrator are different, and I will not tell you what
you need to document. But, if you are working with law enforcement, please remember
to provide them a copy of your results and documentation. At a bare minimum you
should record the ports, IP addresses, and protocols the Malware is using. This could
be valuable information if you ever have another infection of a similar malware, or you
need to search your network for other computers that may be infected with the same
Malware.
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Appendix
Netstat.exe

Windows\System32 folder

Tasklist.exe

Windows\System32 folder

Cmd.exe

Windows\System32 folder

Whoami.exe

www.windows.com

Fport

www.foundstone.com

Pstools

www.sysinternals.com

Psfile

www.sysinternals.com

Psloggedon

www.sysinternals.com

Pslist

www.sysinternals.com

Psinfo

www.sysinternals.com

Process Explorer

www.sysinternals.com

Process Monitor

www.sysinternals.com

Logonsessions

www.sysinternals.com

Autoruns

www.sysinternals.com

Helix

www.e-fense.com/helix/index.php

Wireshark

www.wireshark.org

tcpdump

www.tcpdump.org

Superscan

www.foundstone.com

Snort

www.snort.org

SGUIL

sguil.sourceforge.net

Nmap

http://insecure.org/nmap/

Live View

http://liveview.sourceforge.net/

FTK Imager

www.accessdata.com

