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Last few years have seen a tremendous growth in BPO business. Recently, there has been a sudden 

surge in security incidents at BPOs resulting in monetary losses for customers and causing even 

more damages to BPO reputation.  

Attackers look at exploiting weak links – be it an ignorant customer, lack of monitoring systems or 

pen-drives at call desks- all 

these could be used for 

bypassing controls and 

committing fraud. For 

ensuring adequate security, 

all the key security elements 

– people, process and 

technology - need to be 

strengthened.  

We have been working 

closely with several BPOs 

across the globe to help 

them fortify their systems 

and processes. This has 

given us an insight into the 

security risks that BPOs face and ways and means to overcome these. This article is a compilation 

of top ten risks that need to be dealt with to ensure effective security. 

1. Unrestricted use of paper and electronic devices with memory  

Risk 

Personal gadgets, devices with memory including Pen drive (small USB device with memory), Cell 

phones, PDAs, Cameras, become secret weapons for agents with malicious intent of stealing critical 

information. These devices can be used to store sensitive data including the credit cards number, 

social security number etc. 

Similarly, use of pen & paper on the work floor can help agents carry confidential information.  

Recommendation 

Use of such devices must be banned on the work floor. Agents should not be allowed to carry them 

on floor. Disallow the use of pen & paper for the agents when they are attending to calls. Where the 
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process demands the use of these, adequate security controls must be put in place to ensure that 

the paper is shredded after use. 

2. Unauthorized access to data stored in CMS 

Risk 

In BPOs, voice based processes use call-monitoring systems (CMS) to assess the customer 

interfacing of agents. This system captures conversation and the activities being done on screen 

during the call, in the form of a video/audio file. This file may have private customer information, 

like SSN, Credit card details etc. These files, if accessed by unauthorized users, can divulge great 

degree of private information of the customer. 

Recommendation 

All critical video/audio files need to be stored in a secure location with strong access rights assigned 

to them. Only team managers and heads of processes should have access to such files. It should 

also be ensured that the files are purged immediately after the use unless process demands to 

store them for a specific period of time. 

3. Improper user provisioning and de-provisioning 

Risk 

Due to high attrition rates BPOs are always vulnerable to threats pertaining to user provisioning. If 

the user provisioning process is not secure enough, it may result in the following scenarios:  

� Login ID of an agent who has quit the BPO remains active. 

� Access card of an absconding agent remains operational until he either confirms quitting or 

rejoins or is terminated.  

� Stale process login IDs, of the agents who have been transferred from one process to 

another, still exist.  

Malicious users can easily exploit these situations to steal information or perform fraudulent 

activities. 

Recommendation 

HR department and process unit heads should work together to ensure that user account 

activation/deactivation process works securely. 

� Login ID of the agent who has quit the organization should be deactivated immediately. 

� Agent absconding for more than pre-defined duration should be considered to have quit the 

organization and his login ID should be deactivated. 

� Process unit head should conduct regular user-account review to ensure that stale user IDs 

do not exist. 
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4. Insecure system and network configuration 

Risk 

Insecure configuration of servers, desktops and network devices could make systems vulnerable to 

attackers and malicious internal users. Successful exploitation of these security weaknesses may 

result in information disclosure or destruction. 

Recommendation 

Develop secure configuration guidelines for all operating systems, databases and network devices. 

Ensure that all systems are securely configured before they are deployed in production. 

Setup a Microsoft domain (Windows 2000 or Windows 2003) from where security policies (access 

rights, password policy) can be centrally enforced on all the systems. Design a Patch management 

system and integrate it with the domain to centrally apply the patches across all the servers and 

desktops. Segregate the servers from the rest of the network with Firewalls and use encrypted 

channel when connecting to critical servers. Deploy Intrusion detection systems to monitor network 

traffic and detect malicious activities.   

5. No clear responsibility for security  

Risk 

Security responsibilities will get diluted and ignored, if these are not clearly defined. Though 

security is part of everybody’s job responsibilities, the desired objectives cannot be achieved if 

there is no mechanism to hold people accountable. If there is no appreciation for compliance or 

punishment for violation, there is little incentive for call agents or middle managers for contributing 

to security. 

Recommendation 

� HR should ensure that security responsibilities are defined as part of job responsibilities for 

the entire staff. 

� The role of Information Security Officer should be defined. He will be accountable for all 

organization wide security initiatives and also report to management on information security 

status. 

� Implement schemes, like a quarterly award for the most secure process unit, for 

highlighting importance of security and encouraging compliance. 

6. Lack of top management support 

Risk 

Unless top management is committed to ensuring security, the operational process and in-turn 

customer information could be at risk. The seriousness with which call agents and the process units 

view security initiatives will depend on the interest and support shown by management. 

Management needs to understand that rigorous implementation of information security controls not 
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only helps in protecting the critical customer assets but also boosts the company’s reputation as a 

responsible business partner.  

Recommendation 

Management should be committed to the implementation of security within the organization. Few 

activities that will demonstrate management support include:   

� Establishing documented security policies, and procedures. 

� Conducting periodic status review and update security controls. 

� Dealing effectively with non-compliance and religiously benchmarking with global standards. 

7. Lack of security awareness 

Risk 

Very often agents choose an easy-to-guess password or leave their workstation unattended or 

leave that piece of paper having customer’s PIN on their desk, not because they do not want to 

adhere to the information security policy but simply because they are not aware of the security 

risks and the best practices. The same holds good for the customers who are serviced by these 

agents too.  

Recommendation 

Conduct regular security awareness sessions for the agents and staff, highlighting the importance 

of information security and the simple do’s and don’ts they need to follow to ensure the same. Keep 

the message simple but conspicuous. Use other channels like security posters and articles in 

internal newsletters to convey the message. 

When customers are put on hold, waiting for an agent to respond; use the IVR to convey simple 

security messages like “Agents are not authorized to ask your PIN. Never reveal it during a call” or 

“Call on 1234 if you suspect the call agent is asking for confidential information”. 

8. Unrestricted third party access 

Risk 

At several BPOs third party personnel including IT helpdesk and software developers are provided 

access to critical systems like servers and network devices at datacenters. If adequate controls are 

not implemented, this could lead to loss of data confidentiality and increase risk of compromise. 

Recommendation 

A risk assessment exercise must be carried out before granting access to third party. The objective 

of the exercise should be to identify the need for access and to ascertain the type of access and 

necessary privileges required for fulfilling it. 

Non-disclosure agreements (NDA) should be signed with all third-party vendors having access to 

information assets. Contracts with third party should include clauses for adherence to BPOs security 

policies when working onsite and also give the right of audit of third processes and facilities, if 
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needed. Third party personnel should be escorted by IT staff when they work in critical areas like 

data centre or the call floors where sensitive process units are operating. 

9. Lack of readiness for handling security incidents 

Risk 

BPOs are vulnerable to employee frauds and system failure. The absence of an effective incident 

response mechanism could result in increased system downtime and lost customer confidence. 

Security incidents may include: 

� System failures like virus outbreak or unauthorized access to critical servers 

� Financial fraud involving agents with malicious intent 

As was evident in the recent scam involving a BPO at Pune, security incidents often inflict 

significant damage to company’s reputation and the industry at large. 

Recommendation 

We cannot respond efficiently to an incident unless we are prepared for it before it happens. 

Effective incident reporting channels should be put in place to ensure that incidents get reported to 

the right authorities at the right time. Establish contacts with external agencies including law 

enforcement and service providers to ensure that response actions are quick and effective at the 

time of an incident. Setup an internal incident response team with adequate participation from all 

functional units and train them on how to interact with the customers and staff during a crisis.  

10. Absence of periodic security audit 

Risk 

Even if we have detailed information security policies and procedures and conduct security 

awareness sessions, if our systems and processes are not audited frequently, we are likely to have: 

critical servers running without security patches, desktops running with unnecessary applications or 

users with weak passwords. Furthermore, process units may intentionally or unintentionally not 

abide by the guidelines stated in the policy and procedures. These kinds of gaps may result in 

information disclosure or data loss or non-compliance. 

Recommendation 

Information security audits help in understanding the level of compliance and also ensure that 

management has a fair view of actual security level. Security audits should be conducted 

periodically covering the IT systems, processes and people aspects. 

Any serious non-compliance identified during an audit should be highlighted to management. The 

recommendations made by the auditor should be implemented and a follow-up audit should be 

conducted to verify the implementation of critical recommendations. 

 


