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ABSTRACT: 
 
The greatest difficulty in getting millions of computers to work on a brute-force attack is 
convincing millions of computer owners to participate. You could ask politely, but that’s 
time consuming and they might say no. We could try breaking into their machines, but 
that’s even more time consuming and we might get arrested, we could also use a 
computer virus to spread the cracking program more efficiently over many computers as 
possible. 
 
This is a particularly insidious idea, first presented by active attack, passive attack, brute 
force attack & various cryptographic attacks. The attacker writes and let’s chooses a 
computer virus. This virus doesn’t reformat the hard drive or delete files; it works on a 
brute force cryptanalysis problem whenever the computer is idle. Various studies have 
shown that microcomputer are idle between 70 and 90percent of the time, so the virus 
should not have any trouble  finding time to work on its task. If it is otherwise benign. It 
might even escape notice while it does its work. 
 
Eventually, one machine will stumble on the correct key. At this point there are two ways 
of proceeding. First, the virus could spawn a different virus. It wouldn’t do anything but 
reproduce and delete any copies of the cracking virus it finds but would contain the 
information about the correct key. This new virus would simply propagate through the 
computer world (.i.e. Intranet, Extranet & Internet) until it lands on the computer of the 
person who wrote the original virus. 
 
Introduction: 
 
A virus is a piece of programming code inserted into other programming to cause some 
unexpected and, for the victim, usually undesirable event. Viruses can be transmitted by 
down loading code from other sites, from email or internet, or by using an infected 
diskette. The source of the file you are downloading, or of a diskette we have received, is 
often unaware of the virus. This virus lies dormant until circumstances cause its code to 
be excused by the computer. Since, viruses are playful in intent and effect (“Happy 
Birthday, Ludwig”) and some one can be quite harmful, erasing data or causing your hard 
disk to require reformatting. 
 
There are two types’ main categories of viruses:  a. Micro Viruses,         and    b. Macro 
Viruses 
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Micro Viruses: 
 
The File Inflectors and system boot infectors are belongs to categories of micro virus 
 
 
a) File Infector Viruses: 
File infector viruses attach themselves to executable programs (i.e. .COM, .EXE, .SYS, 
OVL, PRG), such as word processors, spreadsheet applications and computer games. 
When they have infected a program, they propagate to infect other programs on the 
system and on other systems that use a shared infected program. The virus may also 
reside in the system’s memory, so that each time a new program is executed, the virus 
infects the program. Another method of file infector execution involves the virus 
modifying the manner in which the computer opens a file, rather than modifying the 
actual program running the file. In this scenario, the virus executes first, and then the 
program is run. Jerusalem and Cascade are two of the best-known file infector viruses. 
 
 b) Boot Sector Viruses: 
 A boot sector virus infects the master boot record (MBR) of a hard drive or the boot 
sector of removable media, such as floppy diskettes. The boot sector is an area at the 
beginning of a drive or disk where information about its structure is stored. Boot sectors 
contain boot programs that are run at host startup to boot the operating system. The 
MBR of a hard drive is a unique location on the disk where a computer’s basic 
input/output system (BIOS) can locate and load the boot program. Removable media 
such as floppy disks need not be bootable to infect the system; if an infected disk is in 
the drive when the computer boots, the virus could be executed. Boot sector viruses are 
easily concealed, have a high rate of success, and can harm a computer to the point of 
complete inoperability. Symptoms of a boot sector virus infection include a computer that 
displays an error message during booting or cannot boot. Form, Michelangelo, and 
Stoned are examples of boot sector viruses. 
 
c) Macro Viruses.  
Macro viruses are the most prevalent and successful type of virus. Macro viruses attach 
themselves to documents such as word processing files and spreadsheets. As the name 
implies, a macro virus uses an application’s macro programming language to execute 
and propagate. Many popular software packages, such as Microsoft Office, use macro 
programming languages in their products to automate complex or repetitive tasks. 
Attackers have taken advantage of macro programming capabilities to distribute 
malicious code. Macro viruses tend to spread quickly because users frequently share 
documents from applications with macro capabilities. Furthermore, when a macro virus 
infection occurs, the virus also infects the template that the program uses to create and 
open files. Consequently, every document that is created or opened with the infected 
template is also infected. The Concept, Marker, and Melissa viruses are well-known 
examples of macro viruses.  
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d) Virus Hoaxes.  
 
As the name implies, virus hoaxes are false virus warnings. The phony viruses are 
usually described as being of devastating magnitude and requiring immediate action to 
adequately protect computer resources from infection. Despite the illegitimacy of their 
messages, virus hoaxes are just as prevalent in the digital world as actual viruses. Virus 
hoaxes are circulated by innocent end users who believe they are helping by distributing 
these warnings to the Internet community. The hoaxes usually cause little damage, 
although some malicious virus hoaxes direct users to alter operating systems settings or 
delete files, which may cause security or operational problems. Virus hoaxes can be 
time consuming, as many of the hoax recipients may contact technical support staff to 
warn them of the new threat or to ask for guidance. Examples of widely distributed virus 
hoaxes include Good Times and Bud Frogs. 
 
E) Malicious code: H ((V 
Ode Incidents  
Malicious code refers to a program that is covertly inserted into another program with the 
intent to destroy data, run destructive or intrusive programs, or otherwise compromise 
the security or integrity of the victim’s data. Generally, malicious code is designed to 
perform these nefarious functions without the system’s user knowledge. Malicious code 
attacks can be divided into five categories: viruses, Trojan horses, worms, mobile code, 
and blended.  
 
Viruses: A virus is designed to self-replicate—make copies of itself—and distribute the 
copies to other files, programs, or computers. Viruses insert themselves into host 
programs and propagate when the infected program is executed, generally by user 
interaction (e.g., opening a file, running a program, clicking on a file attachment). Viruses 
have many purposes—some are designed to play annoying tricks, whereas others have 
destructive intent. Some viruses present themselves as jokes while performing secret 
destructive functions. Categories of viruses include file infector viruses, boot sector 
viruses, macro viruses, and virus hoaxes.  
 
F) Trojan Horses:  
Named after the wooden horse from Greek mythology, Trojan horses are programs that 
appear to be benign but actually have a hidden malicious purpose. Some Trojan horses 
completely replace an existing file on a system with a malicious version, whereas other 
Trojan horses are presented as one thing (e.g., a game available for download) but are 
really another (e.g., a game and a password sniffer). Trojan horses are often difficult to 
detect because they appear to be performing a useful function. Trojan horses tend to fit 
into one of three models:  
 
+ Continuing to perform the function of the original program and additionally performing 
a separate malicious activity. 
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+ Continuing to perform the function of the original program but modifying the function to 
perform malicious activity (e.g., a Trojan horse version of a login program that collects 
passwords) or to disguise other malicious activity (e.g., a Trojan horse version of a 
process listing program that does not display certain processes that are malicious). 
 
+ Performing a malicious function that completely replaces the function of the original 
program.  
 
The objective of most Trojan horses is to allow a remote user to gain access to, and full 
control of, the victim computer. To accomplish this, Trojan horses consist of a client 
component and a server component. The client resides on the intruder’s remote 
computer and will seek to establish a connection with the server, which resides on the 
infected host. When a connection between client and server is established, the remote 
intruder can execute commands on the infected computer and transfer or modify files. 
Another common purpose of Trojan horses is to act as DDoS agents.  
 
Other Trojan horses do not provide remote access to the victim system. Many Trojan 
horses exist simply to hide evidence of an incident, such as suppressing the names of 
malicious processes from being displayed in process lists. Other Trojan horses collect 
information, such as passwords; a Trojan horse could also be configured to mail the 
password list to a particular external e-mail account on a daily basis.  
 
Worms are self-replicating programs that are completely self-contained, meaning they 
do not require a host program to infect a victim. Worms are self-propagating; unlike 
viruses, they can create fully functional copies and execute themselves without user 
intervention. Worms take advantage of known  
 
Vulnerabilities and configuration weaknesses, such as unsecured Windows shares. The 
nature of worms allows them to span the globe in a matter of minutes. Examples include 
the Blaster worm and the SQL Slammer worm 
 
 
 Involve hiding malicious, fraudulent code in an authorized computer program. This 
hidden code will be executed whenever the authorized program is executed.  A classic 
example is a Trojan horse in the payroll calculating program that shaves a barely 
noticeable amount off each paycheck and credits it to the perpetrator’s payroll account.  
Another example is a web application with a Trojan horse that enables a perpetrator to 
execute arbitrary operating system commands in gaining unauthorized access to a web 
server. 

 
A class of malware, the word trojan refers to the classic trojan Horse from the 
Iliad. In this story, after giving up on seizing the fortified city of Troy, the Greeks 
left behind a present. This consisted of a large wooden horse left at the outskirts 
of the town. After seeing the Greeks sail off, the citizens brought the wooden 
horse into town. The horse contained Greek warriors, who promptly jumped out, 
killed a bunch of people, and opened the city gates, letting in the Greek army 
who had actually been hiding rather than sailing off with the ships.  

Trojans are one of the leading causes of breaking into machines. If you pull down 
a program from a chat room, new group, or even from unsolicited e-mail, then the 
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program is likely trojan with some subversive purpose. It might contain a virus, a 
password-grabber, or consist of a remote admin trojan designed to allow remote 
control over your machine.  

Contrast: Whereas the general popular uses the word virus to refer to any 
malware, a Trojan is not technically a virus. Generally, Trojans do not spread to 
other programs or other machines.  

Key point:  

a) The word can be used as a verb. To trojan a program is to add subversive 
functionality to an existing program. For example, a trojaned login program might 
be programmed to accept a certain password for any user's account that the 
hacker can use to log back into the system at any time. Rootkits often contain a 
suite of such trojaned programs.  

b) Users can often break into a system by leaving behind trojaned command 
programs in directories (like their own directory or the /tmp directory). If you copy 
your own ls program to the /tmp directory, and somebody else does a cd /tmp 
then an ls, that user will run your program with their own privileges. This is 
especially dangerous against root, which is why the local directory should not be 
part of the search path for the root account.( Most of the Unix Operating System ) 

Controversy: A big fear is the transitive trojan -- a trojan horse that generates 
other trojans. The best example is the trojan described by Ken Thompson. He 
put a trojan horse into the C compiler so that when the login code was compiled, 
it would always accept a backdoor password. A common technique to guard 
against that is to first recompile the compiler first. Thompson therefore trojaned 
the compiler so that when it recompiled itself, it would put back the trojan. 
Therefore, even when you had the complete source to UNIX and compiler, you 
still couldn't recompile from scratch and remove the trojan. The fear is that tool 
vendors might put such trojans in their compilers, which cause products made 
from those compilers to have backdoors 

G) Mobile Code: 
 
 Mobile code is software that is transmitted from a remote system to a local system and 
then executed on the local system without the user’s explicit instruction.84 Mobile code 
often acts as a mechanism for a virus, worm, or Trojan horse to be transmitted to the 
user’s workstation. In other cases, mobile code takes advantage of vulnerabilities to 
perform its own exploits, such as unauthorized data access or root compromise. Popular 
vehicles for mobile code include Java applets, ActiveX, JavaScript, and VBScript.  
 
 
 
H) Blended Attack: 
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A blended attack is an instance of malicious code that uses multiple methods to spread. 
The well-known Nimda “worm” is actually an example of a blended attack it uses four 
distribution methods:  
 
+ E-mail: A user on a vulnerable host opens an infected e-mail attachment; Nimda looks 
for e-mail addresses on the host and then sends copies of itself to those addresses.  
 
+ Windows shares: Nimda scans hosts for unsecured Windows file shares; it can then 
use NetBIOS86 as a transport mechanism to infect files on that host in the hopes that a 
user will run an infected file, which will activate Nimda on that host.  
 
+ Web servers: Nimda scans Web servers, looking for known vulnerabilities in Microsoft 
IIS. If it finds a vulnerable server, it attempts to transfer a copy of itself to the server and 
infect it and its files.  
 
+ Web clients: If a vulnerable Web client visits a Web server that has been infected by 
Nimda, the client’s workstation will become infected.  
 
In addition to using these methods, blended attacks may spread through other services, 
such as instant messaging and peer-to-peer file sharing. People tend to refer to most 
instances of blended attacks as worms. Although most people refer to Nimda as a worm, 
technically it has virus, worm, and mobile code characteristics.  
 
 
 
Attacks: 
 
Involve the insertion of malicious program code into other executable code that can self-
replicate and spread from computer to computer, via sharing of computer diskettes, 
transfer of logic over telecommunication lines or direct contact with an infected 
machine/code.  A virus can harmlessly display cute messages on computer terminals, 
dangerously erase or alter computer files, or simply fill computer memory with junk to a 
point where the computer can no longer function.  An added danger is that a virus may 
lie dormant for some time until triggered by a certain event or occurrence, such as a 
date or being copied a pre_specified number of times, during which time the virus has 
silently been spreading. 
: 
Viruses are a piece of programming code inserted into other programming to cause 
some unexpected and, for the victim, usually undesirable events. Viruses can be 
transmitted by downloading code from other sites, from E-mail, or by using an infected 
diskette. 
There are so many types of viruses are appearing in the twenty first century. One of the 
polymorphics virus coming through internet & available on most of the Window/Microsoft 
platform (NT, Win2000, MS-Office). The polymorphics virus is the most dangerous & 
very strong and which is the categories of micro_viruses (File Infector Viruses.) 
 
 Complete statistical based information is available & I have detected these various 
viruses in my day to day activities on the present infrastructure. (MICROSOFT BASED 
PLATFORM)  
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Risk is happening not only hacking, but also due to viruses. There are high level risks 
happening due to following viruses. 

Statistical Data Collection & Analysis: (Practical Approach) 

 

Name of the Virus 

Hacktool.ADSLpass December 20, 2004 

Hacktool.Ace May 10, 2004 

Hacktool.Angry September 25, 2003 

Hacktool.Ariskkey November 11, 2004 

Hacktool.Asni March 25, 2004 

Hacktool.BattlePong September 26, 2003 

Hacktool.Brutex April 7, 2004 

Hacktool.CHMBuilder October 18, 2004 

Hacktool.Clearlogs October 28, 2004 

Hacktool.CyberSpy December 11, 2004 

Hacktool.DBomb February 26, 2004 

Hacktool.Exe2Bmp June 7, 2004 

Hacktool.Exebind May 12, 2004 

Hacktool.FxScanner January 6, 2004 

Hacktool.HTTPRat September 26, 2003 

Hacktool.HideWindow January 8, 2004 

Hacktool.IGMPnuker September 2, 2004 

Hacktool.JohntheRipper September 24, 2004 
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Hacktool.KeyLoggPro May 20, 2003 

Hacktool.KeyLoggPro.B July 19, 2004 

Hacktool.Lemir.Kit August 6, 2004 

Hacktool.Misoska February 26, 2004 

Hacktool.Misoska.B February 27, 2004 

Hacktool.Nibor October 27, 2004 

Hacktool.PRecovery November 11, 2004 

Hacktool.PassReminder February 13, 2004 

Hacktool.PassUnleash May 20, 2003 

Hacktool.PasswordSpy December 12, 2003 

Hacktool.RunService September 3, 2004 

Hacktool.Rxhide October 19, 2004 

Hacktool.SCKeyLogger May 20, 2003 

Hacktool.SQLck March 25, 2004 

Hacktool.Salus December 10, 2004 

Hacktool.Screenlogger December 15, 2004 

Hacktool.Sfind February 10, 2004 

Hacktool.ShadowAdmin August 20, 2004 

Hacktool.Shanluprober October 14, 2004 

Hacktool.SkSocket September 25, 2003 

Hacktool.SuperScan December 1, 2004 

Hacktool.THCScan November 23, 2004 

Hacktool.UdpFlood February 16, 2004 

Hacktool.WPE September 9, 2003 
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Hacktool.Webcracker December 17, 2004 

Hacktool.XScan January 17, 2004 

Hacktool.Xdos November 3, 2003 
  
 

OTHERS TYPES OF ATTACKS: 
 

 
 
• Worms – Destructive programs that may destroy data or utilize tremendous 

computer and communication resources but do not replicate like viruses. Such 
programs do not change other programs, but can run independently and travel 
from machine to machine across different machines. 

 
• Logic bombs – While similar viruses, they do not self-replicate. The creation of 

logic bombs requires some specialized knowledge, as it involves programming 
the destruction or modification of data at a specific time in future. However, unlike 
viruses or worms, logic bombs are very difficult to detect before they blow up; 
thus, of all the computer crime schemes, they have the greatest potential for 
damage.  Denotation can be timed to cause maximum damage and to take place 
long after the departure of the demanded in exchange for disclosure of the 
location of the bomb. 

 
 
• Trap doors – Exits of an authorized operating system that allow insertion of 

specific logic, such as program interrupts, to permit a review of data during 
processing. These holes also permit insertion of unauthorized logic.  Trap doors 
exist because sometimes programmers insert code that allows them to bypass 
an operating system’s integrity for the purpose of debugging programs during 
development of an application system and later during maintenance and system 
improvements.  Trapdoors typically are eliminated in the final editing of code, but 
sometimes they are forgotten or intentionally left for future access into the 
system.  Additionally, logic design flaws and programming errors in complex 
programs also may introduce trap doors into a system, such as incomplete 
parameter checking resulting in a system fault occurring when all parameters 
have not been checked fully for accuracy and consistency by the operating 
system. 
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IMPACT AND PROBLEM ANALYSIS: 
 
It is difficult to access impact of the viruses attacks described above, but in generic 
terms the following types of impact could occur: 
 
Generic Problem: 
 

 Loss of income. 
 Increase cost of recovery ( correcting of information and reestablishing services ) 
 Increase cost of retrospectively securing systems 
 Loss of information ( critical data, proprietary information, contracts ) 
 Loss of Trade secrets 
 Damage of reputation 
 Legal  and regulatory noncompliance 
 Failure to meet contractual commitments 
 Legal action by customers for loss of confidential data 

 
Technical Problem: 
 

 Hungering of CPU time ( System throughput became slowdown ) 
 Slowdown of Network throughput. 
 Loss of Communication component. 

  File Infector Viruses: 
 File infector viruses attach themselves to executable programs (i.e. .COM, .EXE, 

.SYS, OVL, PRG), such as word processors, spreadsheet applications and 
computer games. 

 
 

 
Solutions:  
There should be a detective & preventive action plan can be done through the 
Computer emergency response team (CERT). Various types of Anti_virus 
Software (Mac fee, Norton) available in the modern sophisticated market, which 
would be implemented as per high level policy of the top management. 
Periodically should be scanned the hard disk & net work drive automatically. 
Periodically updated the latest patches to keep clean & safe mode of the system 
perfectly.   
 
 
Conclusion:  
To minimize the risk, preventive and detective action are the most well advanced action 
plan for the long term business activities of the every organization. Therefore, 
contingency plan is the most effective & efficient plan for safe guard of the 
organizational assets. The Anti-virus solution is the most preventive, detective and 
corrective control to safe guard of the valuable assets company. I have detected these 
various viruses in my day to day activities on the past & present infrastructure. (Most of 
the MICROSOFT BASED PLATFORM)  
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