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Abstract

This paper will look into the regulations governing data security on a military network as 

well as a military healthcare network.  After the standards of data security are defined, it will 

take a look at some of the devices that comprise a wireless healthcare network.  Last, the paper 

will look at possible ways to mitigate some of the security risks involved with transmitting 

patient information over a wireless network.



Introduction

The adaptation of wireless technology into the healthcare practitioner’s daily activities is 

changing the face of patient care every day.  Doctors can now review any pertinent patient data 

from digital x-rays as they are taken, lab results as they are coded into the system and live patient 

vital statistic monitoring from their mobile PDA’s and Tablet PC’s at the point of care.  Wireless 

technology adaptation has other benefits such as lowering long term cost of infrastructure 

maintenance and upgrades, and allowing for rapid changes to the network infrastructure versus 

wired technology. (Owens, Tachakra, Banitsas, Istepanian, 2001)  As a system administrator in a 

large military healthcare facility, I am responsible for the security of all systems, network and 

patient data that is transmitted through that network.  To keep up with the advanced 

implementations of wireless technology, understand the requirements I am bound by and the 

threats I may have to face, I started this research project for my own benefit as well as to share 

my findings with my staff.  I will review the regulations that govern patient data in its electronic 

state, review a number of the current threats against a wireless network and recommend a 

possible wireless structure based on my research and policies that guide me.

Military Governance

The military healthcare environment is a unique entity in that it is bound by two sets of 

regulations, military and civilian, on how to conduct information assurance on protected patient 

data and the networks that it is transmitted through.  The regulation that establishes policies for 

information assurance of military information technology is Department of Defense (DOD) 

Directive 8500.1.  DOD Wireless Security Policy 8100.2 and the Wireless Security Technical 

Implementation Guide (STIG) are the policies and guidance on how to implement wireless 



networks and security in the military environment.  The military’s overall network defense 

strategy is a defense-in-depth approach which layers multiple safeguards in order to attain a 

comprehensible security solution.  These layers are detailed into eight realms of security and 

each one of them must be addressed and documented for every IT entity in the DOD.  These 

areas include;

1. A hardened network infrastructure.

2. Protected host secure operating systems.

3. Protected enclave boundaries.

4. User/Application layer security services including non-repudiation, signature, 

integrity and confidentiality.

5. Employment of strong identification and authentication services.

6. Use of a common Public Key Infrastructure.

7. Information Assurance situational awareness.

8. Approved high assurance devices and configurations for all interconnections. 

(DODIMSP, 1999)

Along with these items to ensure security from a technical aspect, there are other items that must 

be addressed administratively in order to complete the DOD requirements for all systems.  Each 

system must have documented and placed into practice proper access management, security 

incident response procedures, continuity of operations plans, periodic security evaluations and 

auditing capabilities.  There is a full accreditation process that every system must complete every 

three years to fully certify compliance with all regulations and safeguards that are in place.  This 

process is called a Department of Defense Information Technology Security Certification and 



Accreditation Process (DITSCAP).  The DOD Instruction 5200.40 is the document that governs 

the DITSCAP process.

Civilian Governance

The civilian regulation that concerns the treatment of Electronic Protected Healthcare 

Information (ePHI) across the military healthcare network is the Healthcare Information 

Portability and Accountability Act (HIPAA) that was enacted by Congress in 1996.  ePHI is 

individually identifiable health information that has to do with a patients past, present or future 

health condition and payment for healthcare.  HIPAA is the government legislation that was 

intended to standardize the communication between healthcare providers and insurance 

companies nationwide and guarantee confidentiality of the patient data.  The follow-on portion to 

the HIPAA regulation that directly addresses how the security of the data will be implemented is 

the HIPAA Security Rule.  In this policy there are three key sections that make up to whole of 

the regulation.  Those sections are as follows:

1. Administrative Safeguards – This section outlines basic administrative items that 

should be a part of any protection policy such as a workforce security management 

policy, an access management policy, a workforce education policy and a 

contingence plan.

2. Physical Safeguards – This section outlines the physical security items such as facility 

access control, workstation usage and security, backup and recovery procedures, 

media reuse policies and maintenance documentation.

3. Technical Safeguards - This section outlines the technical safeguards that must be 

addressed such as audit of all actions taken inside of the information systems, access 



controls through logon policies, data encryption and the protection of data as it is 

transmitted in any form.

Although this regulation encompasses the majority of the same items as the military regulation 

there is one major difference, the civilian law imposes civil and criminal punishments for failure 

to comply.  These punishments can range from monetary fines to prison terms per infraction. 

The deadline for full compliance was April 21, 2005 and an extension for smaller healthcare 

organizations was granted until April 21, 2006.  

Vulnerabilities

A vulnerability is defined as “a weakness in a system allowing an attacker to violate the 

integrity, confidentiality, access control, availability, consistency or audit mechanism of the 

system or the data and applications it hosts.” (Wikipedia)  As compared to the number of 

vulnerabilities that are available against a wired network, a wireless network has many more and 

therefore requires more security procedures to defend against them.  The simple fact that the 

medium of transmission is no longer contained in physically controllable wire opens up more 

possibilities for attacks to come from new directions.  The first and foremost threat to a wireless 

network is a hacker that can sit outside of your building and intercept network transmissions that 

leak from your building.  This brings up the first vulnerability that is to be addressed, bad 

configuration of a wireless network.  Most wireless access points transmit in one of two formats, 

Omni-Directional and Unidirectional.  Omni-directional means in all directions, 360 degrees 

around the access point as well as above and below.  Placing one of these AP’s too close to the 

edge of your building perimeter will allow for the signal to bleed out into the parking lot and 



possible to an adjoining road where a hacker can be sitting undetected.  The other transmission 

mode is Unidirectional which is really a cone shaped pattern emanating in one general direction. 

Another common vulnerability is a lack of or improper configuration of security features 

of wireless devices or a lack of proper education for the administrators that control them. 

(Isherwood, 2003)  A consumer wireless router that is set up with its default settings straight out 

of the box will immediately be available for users to connect to.  Manufacturers have 

programmed these devices to use a generic Service Set Identifier (SSID) and do not have 

encryption or authentication turned on. (Lane, 2005)  These devices will also broadcast this SSID 

as a way of saying “I’m over here, come and connect for free wireless internet.”  If there has 

been no other intervention up to this point, any device on this network will be open for attack to 

anyone within range.  Another configuration issue to look at would be the mobile device itself. 

Take a laptop loaded with Windows XP for example.  Windows XP by default will try to connect 

to any available wireless network that it detects in the area and will try to default to the strongest 

signal possible.  Microsoft named this feature Wireless Zero Configuration (WZC) and was 

meant for the user that does not understand how to configure network settings for a mobile 

device.  This will open up the workstation to two more vulnerabilities.  

These vulnerabilities involve allowing direct access to your mobile device or to the 

network you are connected to.  An attacker has the ability to set up a simple store bought access 

point and make it look like an authentic access point from a valid network.  If this rogue access 

point has a stronger signal than the valid access point, then your mobile device will connect to 

the rogue and start communications with the attacker.  This will allow the attacker access into 

your mobile devices data storage devices with you permissions. (Hutchison, 2004)  This situation 

falls into the same category of rouge access points but has nothing to do with an outside hacker. 



An employee in your building can plug in a store bought wireless access point into your wired 

network thereby creating an unsecured hole into your network.  This could just an employee 

wanting to test out his new wireless PDA and not realizing the security threat he is posing for the 

rest of the network.  Another vulnerability is that windows will share its internet connections 

with other devices once it has made its own connection to the internet.  This opens up the 

network you are connected to for attack by using your workstation as a proxy server.  Now with 

Service Pack 2 for XP, these vulnerabilities were negated by disabling the basic functions by 

default.  This does not get rid of the vulnerabilities, it just disables them temporarily.  Another 

feature that was introduced with Windows XP SP 2 is the personal firewall which by default will 

not allow wireless connections without authorization.  Another vulnerability that is available 

with most wireless devices is the type of authentication available.  Most have Wired Equivalent 

Privacy (WEP) which can be implemented in an open format or a shred key format.  In the 

shared key format, both devices used a static shared key to authenticate and encrypt data.  The 

default for most commercial devices is that WEP is not enabled.  A flaw in WEP was discovered 

that easily allowed the discovery of the shared key and allowed attacks access to the data traffic. 

A newer technology was developed as Wi-Fi Protected Access (WPA) and WPA2 as the 

standard in IEEE 802.11i.  Any device that uses WPA2 uses the Advanced Encryption Standard 

(AES) for all data encryption (Cisco, 2006)

Implementations

The DOD Wireless LAN Security Framework Addendum to the Wireless STIG dated 31 

October 2005 has multiple recommended configurations of a wireless network infrastructure.  I 

am going to explore the most comprehensive of these structures, the Robust Secure Network 



(RSN) Implementation Architecture, which is part of the 802.11i wireless security standard, and 

explain the basics of the technical security required to implement this.  First off, I must list the 

basic devices need for this architecture to be valid and I will recommend a few products from 

Cisco as examples of the devices.  All wireless networks will have a wireless client, an access 

point, a switch and a wired network at a minimum.  Under DOD regulation there will also be 

wireless access point management, an RF Monitor, and an Access Control Device.  Figure 1 is a 

model of the RSN Architecture as defined in the WLAN Addendum STIG.

Figure 1.  Robust Secure Network Architecture
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In this example, the items with their Cisco counterparts are as follows;

Architecture Item Cisco Product Equivalent

RSN Wireless Switch Cisco 4404 Wireless LAN Controller
RSN Access Point Cisco Aironet 1100 Series APs
RF Monitor/ Wireless IDS Sensor Cisco Aironet 1130/1230 AP
Authentication Server Cisco Secure ACS 4.0 on Windows or Solaris



Management Server Cisco Wireless Control System (WCS) for Management and 
AirDefense Wireless IDS for RF and IDS Monitoring

This model only shows the items that make up the hardware solution of the RSN Architecture 

but does not completely show the additional details such as software security measures, 

authentication protocols, encryption software or workstation configurations that would be 

required for full security.  Two large benefits of this RSN configuration that utilizes an RSN 

capable wireless switch is that an encrypted tunnel can be opened directly between the mobile 

device and the wireless switch and the other benefit is that mobile users can roam between access 

points without losing a connection.  There is a function built into the Cisco Aironet AP that will 

allow for passing of a connection’s active content from one AP to next as a user is roaming 

between the two.  This is significant in that there will be no temporary interruption of connection 

for the user.  In addition to the devices that have been listed above, items that would be required 

to secure the mobile devices are as follows; an enterprise managed anti-virus software such as 

Symantec Client Security, a Personal Software Firewall such as is included with Windows XP or 

the one included in Symantec Client Security and an agent software on the mobile device that 

will handle encrypting the files at rest such as Credant Mobile Guardian.

That covers the mobile device aspects, but now we will take a look at the overall solution 

and what other security measures it will provide.  The Cisco RSN-enabled Access Points bring in 

the ability to monitor for rouge wireless networks and RF interruptions as it will report detected 

signals to the AirDefense Enterprise Management Server.  There is a feature that can be added 

through the Credant Mobile Guardian Software or through an add on piece to the Cisco Secure 

Access Control Server (ACS) 4.0 that is called Network Admission Control (NAC) which will 

scan a mobile device for all security compliance updates based on configurable policy settings. 



The NAC system is implemented on the mobile device through an administrator controlled agent 

that is configured on the mobile device.  Authorization to the network will not be granted to the 

mobile device until the security standards such as anti-virus engine and signatures are up to date, 

all operating system patches have been applied and a firewall has been enabled.  The NAC 

system places the unsecured devices into a “quarantine” zone and offers a way the system to 

come up to the correct security configuration.  This can be accomplished by placing a DMZ on 

the outside of the WLAN and placing a management server that contains all of the needed 

updates.  This management server can be a Symantec Antivirus Server, Windows Server Updates 

Services Server and any other type of server that is required to upgrade a mobile device to 

standard.  

The authentication server function that is handled by the Cisco ACS supplies not only 

authentication for the Access Points and the mobile devices but it can also handle user 

authentication if a Virtual Private Network (VPN) connection is established.  The Cisco Wireless 

Control System is a combined Network Management System that will allow for physical location 

of any wireless device in the wireless network area, RF management through mapping of high 

usage and interference areas, restrict devices from connecting to the WLAN through policies and 

assist in troubleshooting network problems.  Another item that should be considered for 

implementation is Media Access Control (MAC) Address Filtering.  This address is the unique 

mobile device network identifier and can be used to identify authorized network devices.  This 

will have to be completed through a strictly enforced security policy and a lot of up front data 

collection before the implementation phase.  An administrator will have to collect the MAC 

Addresses of all authorized devices to be connected to the wireless network and enter them into 

the configuration of the Cisco Secure ACS or on the router.  After the initial configuration, the 



security policy is going to have to be enforced that requires a user that would like access to the 

wireless network to bring their mobile device to the administrator so that he or she can collect 

the new MAC address and load any required client software.  This address can be programmed 

into another device, or MAC Spoofing, so it should not be the only form of authentication used 

for the wireless network. (Lane, 2004) 

Conclusion

In this paper I have reviewed the regulations, both military and civilian, that help shape 

the policy of information assurance for a military healthcare facility.  I have reviewed a few of 

the many vulnerabilities threats that exist for any wireless implementation.  And finally I have 

reviewed a possible solution for a wireless network based o the guidance of all military and 

civilian recommended safeguards.  This paper is by no means intended as the only possibilities 

for a successful wireless implementation but I feel strongly that this solution is one of the most 

secure for the technology that is currently available.
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