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Preface

In this article, we will explore the radio modulation schemes behind wireless networking 

and look at the security vulnerabilities behind these schemes as they apply to wireless 

topologies.  We will also discuss the history of wireless modulation techniques and 

discover why the wireless frontier has arrived to the place that it is today.
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The world of computer networking has forever been impacted by the infiltration 

of wireless technologies.  From simple home networks utilizing a single wireless router 

or access point to an extravagant wide area network composing of thousands of servers 

and associated supporting hardware and software, wireless technologies exist in almost 

every facet imaginable.  Some are simple exploitations of wireless technology, such as a 

wireless mouse, while others, like the wireless router, use the latest techniques wireless 

has to offer.

In the early days of wireless communications, privacy and security of the 

information being communicated was not the top priority of engineers.  They had more 

important issues to contend with, such as simply transferring the voice or data 

information from the transmitter to the receiver in an intelligible manner.  Since radio 

electronics in general was in its infancy, this was a huge task to effectively master with 

current technology.  Range, intelligibility, and interference were issues that needed 

immediate attention.  Many times, voice or Morse code transmissions were hidden in a 

bed of static or noise so severe that successful reception was impossible.  Efforts were in 

high demand to discover new ways to transmit radio waves in a much more effective 

manner.

The early methods of wireless transmissions were mostly amplitude modulated 

carrier signals that used conventional, or narrowband, transmission techniques.  This 

meant that the information to be transmitted modulated, or varied, a radio frequency 

carrier signal’s amplitude, or strength, at usually an audio rate.  For example, if we 
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wanted to transmit an audio tone of one hundred cycles per second on a radio frequency 

of one hundred megahertz, then the resultant radio signal would be a carrier signal fixed 

at one hundred megahertz that varies in amplitude, or strength, at a rate of one hundred 

times every second.  The amount of change the carrier undergoes at this modulated rate is 

known as the percentage of modulation.  This variation of the carrier spanning from its 

full output level to zero would be known as one hundred percent modulation.

The inherent problem with amplitude modulated signals is their vulnerability to 

noise and interference from a number of sources, such as electrical switches, 

electromechanical relays, and electrical motors.  The later discovery of frequency 

modulation, in which the information to be transmitted modulates, or varies, the 

frequency of the carrier and not its amplitude, greatly helped to eliminate the issues with 

interference, but added high costs and complexity.  Frequency modulation had its on 

issues, as well, including a much higher bandwidth (Sastry, 1997).  Higher power levels 

were also needed to complement the increased bandwidth to effectively transmit the 

pertinent information.  And, the radio transmissions were still conventional, narrowband 

signals that would prove to impede future efforts of securing the information transmitted.

By World War II, radio communications had grown into a much more useful 

technology, and efforts were beginning to concentrate on issues of wireless security.  A 

new transmission technique had been explored for several years by the Germans known 

as spread spectrum (Roberts, 2006).  In the early experiments involving spread spectrum, 

the information to be transmitted was spread across a very wide portion of the radio 

bandwidth with the actual carrier signal jumping, or hopping, from one frequency to 

another by a set pattern.  This created a signal that was resilient from some of the issues 
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with noise and interference that affected a single frequency, and also was very difficult 

for the enemy to intercept or jam.  Spread spectrum soon became a predominant 

technology utilized in military radar and navigation, as well (Roberts, 2006).  Although 

much advancement was made in spread spectrum techniques over the years to follow, 

narrowband transmissions were the chosen standard for much of the radio spectrum.

In the early 1980’s, a unique development was eventually refined that impacted 

the world much like radio and television had accomplished earlier in the century. 

Cellular telephone introduced the culmination of the already stable telephone network 

with a newer network of conventional radio systems that could work together to provide 

telephone access anywhere in the range of these radio systems.  While the concept was 

nothing new, the implementation of a successful system was a milestone in radio and 

telephone history.  In fact, the success of this technology was so overwhelming that the 

growth of cellular service to consumers filled the available radio spectrum allocated by 

the Federal Communications Commission (FCC) for its existence.  Obviously, something 

had to be done to allow more cellular users to have access to the system.

The major problem with the cellular telephone system and its limitation on 

available, simultaneous users was due to the fact that the radio system was based on a 

conventional, narrowband design, where a single frequency was allocated to transmit and 

receive.  Added to this was the inherent nature of modern telephone—a two-way, 

simultaneous conversation.  This meant that two frequencies were needed for every 

conversation that was occurring at any given time.  With the proliferation of computer 

and microprocessor technologies already existent in communications, a way to add more 

conversations into a given radio spectrum was sought.  There were also concerns about 
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privacy in the cellular market that had plagued the FCC for years.  A closer look into 

spread spectrum was in order.

In 1990, the cellular systems finally adopted a digital answer to their problems.  It 

was known as the IS-54B standard, and incorporated time domain multiple access 

(TDMA) technology (Farley).  In this new method, several cellular conversations could 

be digitally multiplexed onto a single cellular frequency.  The central controller would 

convert each conversation into digital data, and each conversation’s digital data would be 

divided by time and placed onto the radio frequency carrier signal.  Synchronizing data 

was also required to properly decode the TDMA-encoded signal, so spread spectrum was 

utilized to successfully transport the conversations and control data efficiently.  This new 

method tripled cellular call capacity, but had minor issues due to the synchronization 

required between the cellular phone and main system.  But, privacy was increased due to 

the digital nature of the signal and its content.  No longer could scanner enthusiasts 

“listen in” on cellular conversations as the first generation cellular systems had allowed. 

Also, since the signal was now digital, the conversation remained digital to the telephone 

network’s central office, further increasing the level of security to the transmitted content.

In addition to TDMA, several other spread spectrum formats eventually emerged 

trying to address the pitfalls of the previous technologies.  Code division multiple access 

(CDMA) was developed by Qualcomm to build on the efforts pioneered by TDMA 

(Perlman).  In CDMA, a spread spectrum signal is used to split the data into many small 

pieces and then each piece is marked with a code.  Now, the data doesn’t exist referenced 

to a time slot, but rather has labels that identify which data belongs to a particular 

conversation.  This eliminated the need for perfect synchronization between the 
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transmitted signal and receiver, and thus the bulky synchronization signal data.  The 

receiving radio would recreate the digital data determined by the small identifying codes 

attached to each piece of information.  Privacy was increased over TDMA due to the 

randomization of information packets and, thus, a much more difficult process of trying 

to intercept and receive a transmitted signal.

With the move to digital technologies by the cellular market, an infrastructure was 

quickly being built that could serve other uses, as well.  Computer networking engineers 

quickly saw the potential of the growing, stable cellular market.  They immediately were 

inquisitive of how wireless data could practically be sent through the cellular system, 

allowing portable computers to gain Internet access by using wireless modems via 

cellular phone connections.  But, for the computer networking environment, huge 

questions concerning confidentiality, integrity, and availability of computer data would 

have to be addressed.  What risks would be involved in using wireless technologies for 

data networks?

Whether the device is a wireless router, cordless telephone, or even some remote 

controls, spread spectrum has gained a reputation for providing the most reliable and best 

service in most environments.  It is now the standard technology for most types of short 

range data transmissions.  Let’s look at the two main variations of CDMA that exist in 

the wireless community:  Frequency hopping code division multiple access (FH-CDMA) 

and direct sequence code division multiple access (DS-CDMA), otherwise known simply 

as direct sequence spread spectrum (DSSS).

In FH-CDMA, the information is transmitted on predetermined fixed frequencies 

that constantly switch, or hop, throughout the given spectrum at random.  This protects 
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the transmitted information from unauthorized reception or attempts to jam the 

transmissions, and provides much greater security than standard, narrowband 

transmissions.  While security has been greatly enhanced, a much larger bandwidth is 

needed that in conventional, narrowband transmissions (Nejdl, 2004).

An alternative to FH-CDMA is known as DS-CDMA, or direct sequence CDMA, 

sometimes referred to simply as direct sequence spread spectrum (DSSS).  In this spread 

spectrum technique, the data to be transmitted is chopped into small pieces and identified 

with codes.  They are then transmitted across a wide bandwidth simultaneously. 

Advantages to this type of spread spectrum are the reliability and inherent security, plus 

the efficiency over the frequency hopping method described earlier.  DS-CDMA does, in 

most cases, require more transmission power than FH-CDMA (Nejdl, 2004).

To address the ever-growing realm of spread spectrum technologies and the 

implementation of each one into wireless applications, the IEEE has developed several 

wireless LAN specifications known as the 802.11 family of specifications.  These 

specifications define such parameters as spread spectrum type, data transmission rates, 

frequency bands allocated for use, and security methods used.  As an example, the IEEE 

802.11b standard uses direct sequence spread spectrum, or DSSS, within the 2.4 GHz 

radio spectrum at data rates up to 11 Mbps using the WEP and WPA security protocols. 

Another specification listed, the IEEE 802.11g, also uses DSSS, or an advanced version 

thereof depending on data rates, as well as WEP and WPA security protocols.  But, 

unlike 802.11b, the data rate can be as high as 54 Mbps.  This specification is also 

backward compatible with 802.11b (Nejdl, 2004).
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A newer specification, namely Bluetooth, utilizes the frequency hopping method 

of spread spectrum.  It has three possible methods of security protocols—PPTP, SSL, or 

VPN—and only supports data rates up to 2 Mbps.  It resides very close to the 802.11g 

specification in the radio spectrum at 2.45 GHz.  This specification was never designed 

for wireless LAN’s.  Its main advantage is in the basic interconnection of peripherals, 

such as PDAs, cellular phones, and other portable devices (Nejdl, 2004).  Although it 

lacks the robust features of some of the other specifications, it is providing a reliable 

conduit between computers and the growing number of portable devices on the market 

today.

Wireless technologies have grown from where they were yesterday, and will be 

even more advanced tomorrow.  So, where are we headed?  It has a lot to do with the 

arrival of third-generation (3G) cellular networks (Pentikousis, 2005).  These will allow 

wireless networks to practically become wireless wide area networks (WWAN)—and 

beyond.  Advancements are also being made within the existing 802.11 specifications, 

such as better handling of collisions and traffic (Paschos, 2006).  The radio spectrum has 

its limitations, and every effort is being made to maximize its every potential.  New 

security protocols will eventually be engaged to offer much better encryption possibilities 

and enhance the quality of service and security to all users.
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