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In searching for a topic for my term paper I decided on a topic that I have recently 

been exposed to.  Most of us have setup and configured a simple home wireless network.  

It is very common today for people to have a personal wireless router installed in their 

office so that they can connect to the internet from anywhere in their home.  Setting up a 

personal router is fairly simple.  Most people do no more than plug their router in and 

configure a password or WEP key on it.   

When installing a network that will service a larger area there is much more to 

consider.  Over the last few months I was give the task of installing a wireless network at 

an apartment complex.  The purpose of this paper is to give some detail on the steps 

involved in setting up a wireless network to cover an apartment complex of several 

buildings. 

When building a wireless network there are many things that must be considered.  

Building layout, building materials, area of coverage, and other electronic devices in use 

must all be looked at.  To confirm details each of these points can best be verified 

through a preliminary site survey.  A site survey is the process of evaluating where to 

best place antenna’s, access points, etc.  There are many commercial tools for performing 

a site survey of a wireless network.  The more economical way of doing it is to use a 

program called Netstumbler.  Netstumbler is a free tool which when used on a laptop 

with a wireless card and GPS card can gather a large amount of information.  

Netstumbler is the easiest way to map coverage including signal strength, noise and 

signal to noise ratio accurately. 

For the example apartment complex, building layout is the first thing to examine.  

Based on the physical layout of buildings you can get a rough outline of how many and 



what types of antennas you will need to use.  Every antenna has details of signal radius 

and gain.  Combining this with your sites layout helps determine where you will need to 

place antennas. 

Second to consider is building materials used.   Walls composed of drywall and 

vinyl have little effect on wireless signal.  Penetration through five to six walls of this 

type is possible while still providing adequate coverage.  Solid brick or concrete walls 

limit signal penetration to two to three walls.  These are merely guidelines and a site 

survey is required to ensure proper signal coverage when setting up a large wireless 

network.  

It is also necessary to know what other electronic devices are in use in the area 

you are planning to cover.  With the wide availability of wireless routers, it is not 

uncommon for a single apartment building to have several residents with their own 

wireless networks already setup. Too many overlapping wireless networks can create 

problems such as interference.  Also, other wireless devices such as cordless phones 

operate in the same 2.4 GHz range as 802.11b and 802.11g wireless networks. 

Once physical concerns have been addressed you can turn to virtual issues. 

Depending on the number of customers you will be covering and the type of service you 

plan to offer there are several scenarios that are possible.   

The easiest to setup is a network for users whose primary use of the internet is 

simple web browsing, email, and chatting.  This scenario has lower bandwidth 

requirements than the next possibility.  Since not all users are utilizing the network at any 

given time and the relative small size of web pages and email, it is possible to service up 

to 50 customers off a single cable internet connection of 4Mbps download and 512Kbps 



upload.  The use of private IP addresses is also possible.  This will save money on leasing 

of public IP addresses for each of your customers and makes it easier to expand your 

network in the future.  It is much easier to add a subnet of private IP address than to lease 

another subnet of public IP addresses and configure routing if they are not contiguous 

subnets.  

If you plan your service to be an ISP replacement for all of the residents in the 

apartment complex, it is necessary to be more detailed in your network setup.  Since 

customers will be using your service for more than simple web browsing it is more 

necessary to use public IP’s rather than private.  This will avoid problems of port 

forwarding and firewall issues for those who may run game servers from time to time to 

play games with their friends.  Also, customers who wish to run their VoIP phones or 

participate in P2P file sharing are more demanding of bandwidth.  In this situation you 

generally have more computers online at a time due to the VoIP phones requiring a 

constant connection and download of large files utilizing more and more bandwidth. 

 Your bandwidth needs also determine whether your network will support 

802.11b, 802.11g, or both.  802.11b is supported by more devices but has a lower 

throughput of 11Mbps.  802.11g is capable of speeds of up to 54Mbps but older devices 

will be unable to connect to an 802.11g network.  Many small mobile devices such as 

PDA’s, Sony’s Playstation Portable, and Nintendo’s handheld DS gaming system only 

support the 802.11b protocol. 

With all of the above decide on, it is time to decide on what equipment you will 

need.  For a simple network, your bandwidth needs may be solved by a simple broadband 

connection from the local cable company.  If you decide to offer a more comprehensive 



service it may be necessary to lease one or more T1, T3, or other high speed access lines. 

Also you must purchase routers, switches, access points, antennas and wiring to fit the 

needs of your network. 

 For one of our residential networks we have a couple T1’s leased from bell south.  

These T1’s come into the main office and connect to a Cisco Router which connects to a 

Motorola canopy antenna.  The canopy antenna is running a point to point link with 

another Motorola canopy antenna at the maintenance shed in the center of the complex.  

From there a Cisco switch connects to the Cisco Aironet access points spread across the 

property. 

Power over Ethernet (PoE) is an extremely useful technology when building a 

wireless network.  Power over Ethernet gives you a lot of flexibility in the placement of 

access points, antennas, and amplifiers.  Since it is not necessary to have an electrical 

outlet at every location where an access point or amplifier is needed, you can more easily 

offer full coverage of the complex.  This is due to the fact that it is much easier and safer 

to run standard cat 5 cable behind vinyl siding and under sidewalks and up poles than 

electrical wiring.  PoE wiring drops do not carry enough current to harm anyone if they 

are cut while digging.   If access points or amplifiers are to be mounted on the outside of 

buildings or on existing poles it is necessary to put them in a water tight box or container 

to prevent your equipment from shorting out the first time it rains. 

Once your network is up and running the next concerns are those of access control 

and security.  With a wired network it is easier to control access because a user must have 

a physical port to plug into in order to be able to use the network.  With a wireless 



network a user can connect whether they are in their home or sitting in their car in the 

parking lot.   

In a residential wireless network such as this it isn’t feasible to implement a 

security mechanism such as WEP keys.  The key security benefit of a WEP key is it is a 

private secure password to connect to the wireless network.  With many users connecting 

to the wireless network there is nothing to prevent the WEP key from being leaked. Also, 

there is currently no tool available that works on all operating systems to distribute WEP 

keys.  So in the event you need to change the WEP key, there is no easy mechanism to 

distribute that key to all of your users.  

The most common method of access control is Media Access Control (MAC) 

address authentication.  By having customers register the MAC address of their wireless 

network card you can limit who is able to access the internet through your network.  Even 

on a network where IP addresses are assigned dynamically and users may connect from 

different regions of the network at different times, the MAC address of their wireless card 

remains constant.    

Once your network is up and running the day to day focus switches to upkeep and 

maintenance.   It is good practice to perform a site survey on a regular schedule.  Since 

people living in or beside the complex may be setting up their own personal wireless 

networks it is good practice to keep up-to-date with how these other networks may be 

interfering with your own. 

Also, you will receive work orders from customers who are having problems with 

your wireless network.  You must be able to determine which problems are created by 

trouble with your wireless network and which are simply problems with user equipment.   



In closing, there are many steps involved and many things to consider in the 

building of a wireless network for a large apartment complex or residential 

neighborhood.  It is my hope that this paper can provide a rough guideline of what is 

involved in this process. 
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Install Pictures 

 Following are some pictures of access point and antenna installation at an 

apartment complex where the company I work for provides wireless internet service.  

 



 



 


